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ABSTRACT

Mobile IP is usedto keeptrack of locationinformationandmake dataavailableto the Mobile Host(MH) arytime, anywhere.
In orderto maintainuniform connectvity during mobility of the MH from one cell to the next, handof latengy must be
minimized. In Mobile IP, whenthe MH is in a foreign domainfar away from its home domainand Home Agent (HA),
lateng for registrationss high. This lateng impliesthatmary datapacletscould be lost duringhandof from onedomainto
another Hierarchicalmobility managemerandforwardingpointersaretwo method<f reducinghandof lateng. We propose
amobility managemerdchemecalledHierarchicalmobility managemenwith ForwardingPointers(HFP),thatcombineshe
two methods. In HFR, whenthe MH moveswithin a foreign domain, registrationrequestsare handledlocally. Whenthe
MH movesfrom oneforeign domainto anothey forwardingpointersbetweerthe two domainsare usedto track the location
of the MH and performsmoothhandof. We show that HFP performsbetterthan hierarchicalmobility managementluring
inter-domainmobility and betterthanforwardingpointersduring intra-domainmobility. Simulationresultsthat validatethe
performanceémprovementarepresente@nddiscussed.

Keywords: Mobile IP, Forwardingpointers HierarchicalMobility Managementirelesshandof scheme.

1. INTRODUCTION

Mobile IP, an extensionto the InternetProtocol(IP), is usedto connectmobile devicesto the wired network. Emegence
of short-rangdow bandwidth,new generatiorradio deviceslike Bluetooth enableddevices,which operatein picocellsand
nanocellswill revolutionizewirelesscommunicationincreasinghenumberof peopleusingwirelessdevicesexponentially As
theratio of mobile devicespercell increasesthe effective bandwidthpercell decreaseddence to ensuresuf cient bandwidth
for eachmobile device, the cell size hasto be reduced.Small network cells would not only allow high bandwidth,but also
accuratdocationinformation. It is ervisagedhatmobile deviceswould be frequentlycrossingcell boundariesvhile accessing
data.Wheneera mobiledevice crosses cell boundarya handof hasto beinvoked. Thehandof mechanisninformsthe HA
(responsibldor the MH) of currentcell locationof the MH. TheHA, in co-operatiorwith ForeignAgents(FAs), is thenable
to ensureghatdatadestinedor the MH is actuallydelivered.

Someof the goalsof performinga fasthandof areto reducedataloss and make dataavailable continuouslyto the MH.
The handof mechanismshouldalso be scalable. The Mobile IP standardde nes a straightforward methodto implement
suchhandofs. Every time the MH change<ells, the new locationis propagatedo its HA in the homenetwork. The HA is
responsibldor keepingtrack of the locationof the MH. All pacletsdestinedfor the MH rst arrive atthe HA. The HA then
tunnelsthe pacletto the FA of thecorrespondingell. This schemethoughelegant,is basedn a few assumptionslt assumes
that the cell sizesfor the mobile deviceswill be sufciently large, so asnot to overloadthe HA with frequenthandofs. It
alsoassumeshatthe MHs will notchangecellsvery frequently We foreseethatin the nearfuture the numberof cellswould
increasedrastically leadingto very frequenthandofs. This would overloadthe HA whenthe numberof MHs attachedo a
HA is quite signi cant. Moreover, if the MH is very far from the HA, thenthe handof lateng betweencells might become
comparabléo thetime thehostspendsn thatcell. This mightleadto intermittentdisconnectionandsubsequerpiacletlosses.
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Many schoolsof thoughtexist for solvingsucha problem.Oneis the hierarchicaschemdor mobility management, which
introducesthe conceptof DomainForeignAgents(DFA) and SubnetForeignAgents(SFA). This schemehowever, assumes
the locality of the MH to be within one administratve domainmostof the time. Anotherschemedealswith maintaininga
list of forwardingpointers in eachcell traversedby the MH. Thus,if an MH werenot presenin the currentcell, the FA of
the cell would forward the paclet to the next correspondingell in the path. A third schemeorms part of the extensionsto
Mobile IP  which describethe methodof avoiding triangleroutinginvolving the HA, a Correspondenitiostandthe FA. The
hierarchicaschemeandforwardingpointerschemeachieve reducechandof lateng andlocationmanagementost. We claim
thata schemecombiningbothschemesvill performbetterin thesetwo aspectshaneitherschemealone.

In Mobile IP, theHA is thecentralplayer At ary giventime,theHA is awareof the currentlocationof every MH it supports.
It achievesthis, of course by maintainingbindingsfor eachMH whenever it recevesa registrationrequesfrom it. This most
importantstepmustbe performedgverytime anMH changedocation. We immediatelynoticethatif anMH changedocations
frequently the numberof registrationrequestsandrepliesat the homeagentcould very quickly malke it a bottleneck. Thus,
the questionis: Is it possibleto reducethe numberof registrationrequestsat the homeagenteven further (as comparedo
hierarchicaimobility managemerandforwardingpointers)?Anotherproblemrelatedto registrationmanagemernis distance
of theMH from the HA. Registrationrequestandrepliestake longerto reachtheir destinationgasthe MH movesfartheraway
from home.In this casethequestions: How canit beensuredhatthe MH registerswith the“HA” asquickly aspossible Ve
attemptto answerthesetwo speci ¢ questionsn this paper

Therestof this paperis organizedasfollows. In section2, we describesomeof the relevantwork in this area.In section3,
we proposeanddiscussHFR In section4, we discusghe implementatiorof HFR Section5 presentghe experimentakesults
anddiscussion.Section6 explainsour views aboutsecurityconsiderationselatedto this work. We presentconclusionsand
futurework in section?.

2. RELATED WORK

Theideaof hierarchicakegistrationandfasthandofs originatedfrom RFC2002. PerkinsandJohnsorproposedheideaof a
hierarchyof FAs with eachlevel of thehierarchyembeddedh network regionshaving a differentgranularity with thehierarchy
beingeitherstaticor dynamic.

Padmanabhanretal proposea hierarchicamobility managemergchemdor networksthatincludealargenumberof portable
devicesmoving amongsmallwirelessnetworks. They exploit theaspecbf locality in usermobility to restricthandof process-
ing to the vicinity of a mobile node. They organizethe wirelessnetwork suchthatthe edgerouter(DFA) is at the top of the
hierarchy The SFAs in eachdomainform the next level andthe FAs connectinghe MHs to the network form the lowestlevel
of the hierarchy The SFAs handlemovementsof the MH within a subnetandthe DFA handlesthe movementbetweenthe
subnets.The network hierarchyin HFP hasbeenadoptedrom the hierarchicalmobility managemenécheme.The hierarchy
helpsin reducingthe handof lateng dueto mobility within adomain.

Vaidya etal have suggestethe useof forwardingpointersin additionto homelocationsenersto helpin providing ef cient
locationmanagementT he papershaws thatthe useof forwardingpointersreduceghe network load duringupdatesbut at the
sametime may increasehe searchcostdueto increasedthainlengths. Two differentheuristics- movement-basedndcall-
based areproposedo limit the lengthof the forwardingpointerchain. HFP maintainsforwardingpointersbetweenDFAs,
which areessentiallyedgerouters.This helpsin providing ef cient locationmanagemenwithoutinvolving the HA.

Gustafsson et al areworking on an Internetdraft that formalizesthe minutesof the Mobile 1P Working Group Meeting
and introducesthe term “Regional Registration”. A regional registrationis local to the visited domain (foreign network).
The introductionof regional registrationswould reducethe numberof signalingmessage$o the homenetwork andreduce
the signalingdelaywhena mobile nodemovesfrom oneforeign network to another within the sameadministratve domain.
Thiswork is very closelyrelatedto the hierarchicaimobility managemenscheme.Marki et al have proposedextensionso
Mobile IP Regional Registrationin termsof fasthandofs and avoidanceof trianglerouting within the hierarchicaldomains.
Extensionsarealsoproposedor Mobile IPv6 andneighbordiscovery to allow for theintroductionof a hierarchicaMIPv6
mobility managemenmnodel.



Perkins proposedstratgiescompatiblewith routeoptimizationandits securitymodel. Foreignagentsbuffer pacletsfor
an MH and sendthemto its new locationwhenit leaves. In addition, hierarchicalforeign agentmanagementeducesthe
administratve overheadof frequentlocal handofs, usingan extensionof the Mobile IP registrationrequests.Performance
improvementsn termsof throughputyegistrationoverhead|ost andduplicatepacletsduringa handof areobtained.

CellularIP s alightweightandrobustprotocolthatis optimizedto supporiocal mobility. It alsoef ciently inter-operates
with Mobile IP to provide wide areamobility support.CellularIP proposegreatbene tin comparisorio existing hostmobility
proposaldor ervironmentswhereMHs migratefrequently Cellular IP maintainsdistributed cachefor locationmanagement
androuting purposes.The paperstateghatthe distributedlocationmanagemertndrouting algorithmsmalke the implemen-
tation of Internethostmobility to be simpleandlow cost, which requiresno new packet formats,encapsulationsr address
spacedeyondpresentP, becausdt is built over existing IP.

Acampora etal describeanapproactor handlinga high rateof handofs in cellular ATM networks. In an ATM network,
atconnectiorsetuptime, acall processoestablishea call or anetwork route. A mobileusers call mustbere-routeceachtime
the connectionis handedover to a new basestation. Hence,the network call processocould becomea bottleneckwhenthe
frequeng of handofs is high. This paperdescribesa virtual connectiontreethat avoids the needto involve the network call
processofor every cell handof attempt. Connectionof mobile userswho remainwithin a geographicabreamay be handed
overto ary basestationin a distributed mannemwithout involving the network call processar This methodologyenableghe
useof physicallysmallradiocellsto provide very high systemcapacity However, this may occasionallycausethe volume of
traf ¢ to behandedoy onecell siteto exceedthatcell site's capacity

AwertuchandPeley have describech mechanisnfor trackingmobile usersn adistributednetwork. Themechanisnuses
a distributed directory sener and describesssuesin maintainingone. The conceptof regional matchingis introducedand
usedto demonstratéow regionalmatchingenablesf cient trackingof mobile users.A distributeddirectorysener contains
locationinformationof the mobile user The network is dividedinto regionsanda regional directoryis associateavith each
region. Theregionaldirectoriesarearrangedn ahierarchy Theintuitionis thatthe  level regionaldirectoriesvould beused
to nd amobile userwithin a distanceof , andforwardingpointersbetweerregional directorieswould be ableto track the
useronamove Theregionaldirectoriesatalevell areall updatedvhen&ertheusermovesadistancegreateithan  sincethe
lastupdateat eachdirectory Regionaldirectoriesatlevels|+1 andgreaterarenot updated.To be ableto usethesedirectories
in locatingtheusers currentposition,a forwardingpointeris left atthe hostcorrespondingo level |.

Wang proposed systemcalledUniversalPersonalCommunicatiorSystem(UPCS)thatenablesarnyoneto communicate
with ary portabledevice anywherein theworld. A crucialproblemof sucha systemwould bein locatinghundredf millions
of moving portablesin an ef cient manner Otherpossibledravbackscould involve maintenancef a centraldatabasend
overheadn updatingthe databaseThearchitectureof the UPCSincludesthreedifferentlayers- theaccessetwork consisting
of theportabledevice,the x edlayerthatconsistof thePSTNnetwork andtheintelligentnetwork whichisitself anhierarchical
organization.Theintelligentnetwork is organizedon basisof geographicalocationswhile our approactorganizegheforeign
agentson basisof their network organization. Our approachhencereduceshe handof lateng sincethe adjoiningforeign
network would be at mostoneor two hopsaway from the currentforeignagent.

3. REGISTRATION MANAGEMENT SCHEME

This paperintroducesa speci ¢ changeto the schemeof forwardingpointersincorporatingthe ideaof a hierarchicalmobility

managemenivhenthe MH is in a foreign network. We arguethata schemeblendingthe two ideasof hierarchicalmobility

managemerdndforwardingpointerswould performbetterthanimplementingary oneof themin a network. The hierarchical
mobility managemenschemewill be highly advantageousvhenthe mobility is concentratednsidethe domain. Forwarding
pointersmaintainedbetweenedgeroutersensurefasthandof whenthe MH travels outsidethe domain. Thus,a combination
of thetwo locationmanagemenichemeschievesfasterandsmoothetandofs. The mainoverheaddueto the incorporation
of boththeideasis borneby the edgeroutersandthe hierarchy However, theadditionaloverheadnvolvedin messagelelayis

very smallascomparedo the handof lateng involvedin standardviobile IP.



3.1. Network Ar chitecture

Thenetwork consistof numeroudoreignagentghatsupportthe mobile host. The areacoveredby anFA is calledacell. The
FAs arein a subnetthatis managedy an SFA. A DFA existsfor eachdomainin the network. It maintainsa binding of the
MHs with the correspondingsFAs. The SFAs in turn maintaina binding of the MHs with the corresponding-As. SFAs in
the HFP mapto HomeLocationSeners(HLS) in theforwardingpointerscheme FAs in the proposedschemanapto Mobile
SupportStationgMSS)in theforwardingpointerschemeForwardingpointersaremaintainecbetweerDFAs, unlike Vaidya's
approachwherethe pointersarebetweerHLSs (SFAS).

3.2. Registration and Handoff Scheme

WhenanMH rst entersaforeigndomain,it rst registerswith the HA by sendinga registrationrequesto its currentFA (1,
2,3, 4: Figurel). Therequestravelshop-by-hopup the hierarchy(FA to SFA to DFA), beforebeingrecevedby theHA. The
registrationreply from the HA traverseghe samepathin reverseandreachegshe MH (5, 6, 7, 8: Figure2). Onreceiptof the
reply, the DFA createsa bindingof the MH with thecorrespondin@FA. The SFA creates similar bindingof the MH with the
correspondingrA. WhenanMH changes$As in the samesubnetthe SFA trapstheregistrationrequesmeantfor theHA. The
SFA changest's bindingfor the mobile nodeanddoesnot forwardtheregistrationrequestary further (10, 11, 12, 13: Figure
1). Whenthe nodechangesubnetsthe DFA trapsthe registrationrequest.Again, theregistrationrequesis not forwardedto
theHA andit changeshebindingentryfor the mobile hostto thenew SFA (15,16,17,18, 19, 20: Figurel). This mechanism
is calledlocal handof or intra-domairhandof. Thisis shovnin gure 1.

TheHA maintainsabindingbetweeranMH anda DFA. Whenthe hostmovesacrosdoreignnetworksandinto thedomain
of anotherDFA, a forwardingpointeris maintainedfrom the previous DFA to the new DFA. Thisis doneby the MH, which
sendsa registrationrequestto the previous DFA, on determiningthat it hasentereda new domain. This schemeis called
inter-domainhandof.
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Figure 1. Registrationin aforeigndomain



3.3. Communication Scheme

A correspondenhost (CH) transmitsa paclet destinedto an MH (1: Figure2). As per Mobile IP speci cations,the HA
interceptghe pacletandtunnelsit to the DFA (2: Figure2). The DFA, onreceving a packetfrom the HA forwardsthe paclet
to thecorrespondingFA. The SFA transmitseachpacletrecevedto the correspondindrA, whichin turntransmitsthe paclet
to theMH onits air interface(3a,3b: Figure?2).

In caseof inter-domainmovement the previous DFA, on receving pacletsfor the nodeforwardsthemto the currentDFA
(6: Figure?2). As the MH traversedifferentdomainsa chainof forwardingpointersis formedandmaintainecbetweerDFAs.
Whenthis chainof forwardingpointersreaches particularlimit, thecurrentDFA transmitstheregistrationrequestirectly to
the HA andcollapseghe chain. Uponreceving areply from the HA, the currentDFA now effectively becomeghe headof a
possiblenew chain. Theappropriatdengthof the chainthatshouldbeallowedto grow beforethechainis collapseds a subject
of experimentaimeasurementdgzigure 2 thussummarizeshe intra-domainandinter-domainhandof handlingcapabilitiesof
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Figure 2. LocalandGlobalHandof in HFP

4. IMPLEMENT ATION

Thenssimulator (developedattheUniversityof California,Berkeley with Mobile IP extensiongprovidedby Carngyie Mellon
University) wasusedto simulateandevaluateHFP. As speci ed in the extensionsan MH belongsto the Mobile Nodeclass.
Eachmobile nodehasthe functionality of moving within a mobile network topology, transmittingandreceving datafrom a
wirelesschannel. For eachnodecreated,a stackconsistingof the link layer, interfacequeue,MAC layer and the network
interfacelayer is constructedand connectedo the channel. Specifyingthe coordinatesof the nodes destinationwith the
requiredspeedof motion generatests movements.The functionsperformedby an MH - receving adwertisementssending
registrationrequest@andreceving the correspondingeplies- areall implementedn the Mobile HostAgentclass.



The HA andthevariousFAs belongto the BaseStationclass.They have the capabilityof wired andwirelessrouting. They
canbeenabledo performtheencapsulatioanddecapsulatioffor receving andsendingdatapaclets. The BaseStationAgent
classperformsthe variousfunctionsof the HA andFAs. Functionssuchassettingup the decapsulatoandencapsulatoare
implementedn Tcl.

The simulator provides the option of creatingeithera at network or a hierarchicalnetwork. We have createdforeign
networksashierarchiesin orderto implementHFP. Eachnodein theforeignnetwork is partof adomainanda speci ¢ cluster
within thatdomain.We chosea hierarchyconsistingof threelevels. The numberof DFAs determineghe numberof domains.
Within eachdomain,therearemultiple clusters- eachconsistingof asingleSFA. Finally, eachSFA is responsibldor multiple
FAs.

4.1. Local Handoff Implementation

We have madechangedo the BaseStationAgentthathandlesegistrationrequestandreplies.Every FA determinests SFA's
addresssingits own hierarchicalddressSimilarly, every SFA determinests correspondindFA's addressThis enableghe
nodesn eachhierarchyto unicastrequestandrepliesto eachother Thelocal handof schemeavorksasfollows. TheFA, upon
receving aregistrationrequesfrom an MH, unicastst to its correspondingFA. The SFA checksto seeif thesameMH had
transmitteda registrationrequestearlier We assumehatthe MH' sbhindingwith theHA hasnotexpiredwhenthe SFA performs
this check.If the checkfails, thenit sendghe registrationrequesto its DFA. If, onthe otherhand,the SFA determineghata
registrationrequestrom the sameMH wassentto the DFA andavalid reply wasreceied,thenit infersthatthe MH musthave
changedbositionswithin its subnet(i.e., changedAs). It thenrepliesto the requestvithout allowing it to travel any further
up the hierarchy The DFA alsobehaessimilarly with respecto a SFA. The registrationrequesigoesto the DFA only when
anMH registerswith a differentSFA in the samedomainor if the currentSFA never handleda registrationrequestrom this

MH earlier Similarly, if the DFA is handlingthe requestirom this MH for the rst time, it allows therequesto travel to the
HA. Oneimportantaspecthathasto be addresse@dueto the behaior of a hierarchy)is thelifetime of the MH' s registration
with theHA. In standardviobile IP, theregistrationis valid atthe HA only for thedurationof thelifetime parameterHowever,

introductionof ahierarchybetweertheHA andMH impliesthatthis parametemustbedistributedto all nodesin thehierarchy
for appropriatéhandlingof registrationrequestsWe have ensuredhattheregistrationof the MH remainsvalid atthe HA until

theendof thesimulation.

4.2. Global Handoff Implementation

To simulateglobal handof, we have madechangedo the MH Agentcodethathandlesreceptionof adwvertisementandtrans-
missionof registrationrequests.The MH rst determinesvhetherit is at homeor in a foreign domain. It accomplisheshis
by comparingits “home subnet”with the foreign subnet(usingthe FA addresgrom the adwertisement).In addition,the MH
alsodetermineghe addres®f the DFA correspondingdo this FA. The functionality of locationtrackingacrossilomainsis also
implementedn the MH. The MH keepstrack of the previous domainto which it belongedusingthe DFA's address) When
it entersa new domain,it rst checksto seeif the new domainis its homenetwork in which caseit would registerwith the
HA. If it determineghatit hasenteredanotherforeign domain,it sendsa registrationrequestto its previous DFA, usingthe
hierarchyof the currentforeigndomain.Thus,the previous DFA is now effectively thenew HA of theMH. Thus,atary given
time duringits journey throughforeign domains the MH alwaysknows the addressesf its currentandprevious DFA's. The
MH accomplisheshis by keepingan array of addressesf its previous DFA's. The currentDFA is responsibldor deciding
whetheror notto collapsethe forwardingpointerchain. It doesthis by transmittingthe registrationrequestdirectly to the HA
insteadof the previous DFA.

5. EXPERIMENTS

Themainaimof thework is to reducetheburdenontheHA dueto increasedhandofs andreducehandof lateng. Theinherent
characteristic®f the registrationmechanismimplementededucethe overheadof handlingevery registrationrequesty the
HA. The DFAs andthe SFAs handlethe requestavhenthe MH is in a foreign domain. Thelengthof theforwardingpointers
maintaineddetermineghe effective numberof registrationrequestsentto the HA whenthe MH crossegslomains.

Onanaveragethenumberof registrationrequestbeinghandledy the homeagenthasbeenobsenedto befour timeslesser
thanthatin the regular Mobile IP implementatiorwith a forwardingpointerlengthof one. Thus,the overheadn the home
agentis drasticallyreducedndicatingthe scalabilityof theabose mechanism.



We performedexperimentswith two differenttopologies. In the rst setof experimentswe considered? DFAs, eachof
which controlled2 SFAs. EachSFA controlledtwo FAs. The MH traveledfrom the rst FA in thetopologyto thelastFA. This
wouldrequire8 registrationrequesteply pairsto be sentandrecevvedby the MH, asshavnin gure 3.

We obsenredthattheaveragehandof lateng in HFPis reducedascomparedo thatin baseMobile IP. Intra-domairhandof
lateng is thelateng for theregistrationreply to reachthe MH whenthereplyis comingfrom theforeigndomain.Inter-domain
handof lateng is thetime requiredfor the correspondingeply to comefrom the previousDFA. Theaverageintra-domainand

inter-domainhandof latenciegin ms)arecalculatedor thebaseMobile IP implementatiorandHFP. Table1 shavstheaverage
resultsfor verunsof thesimulation.

Latency ms — | Reg. Request sent to Home Agent
HA to DFAs 200 ——] 4 Reg. Request sent to DFA
DFA to DFA 214 || » Reg. Request sent to SFA
DFAto SFAto FA 20 | | - » | Reg. Request sent to previous DFA

Figure 3. Registrationfrequenciesn HFP

Handoff Latency type | BaseMobile IP (ms) | HFP (ms)
Intra-domain 41.0 8.133
Inter-domain 41.0 16.44

Table 1. Handof latenciedor thetwo schemes

The distribution of registrationrequestdor HFP is asshowvn in Table2. Thetable shaws the total numberof registration

requestshe MH needdo sendasit traverseghe entiretopologydescribedabore. The measuredveragehandof lateng for
eachtype of registrationrequesis shavn the third column.

Theabove calculationsveremadeby settingthelink delaybetweertheHA andeachDFA to 200ms(equivalentto placing
the HA “far” away from the from the foreign domain(s).We obsene a performanceémprovementby an orderof magnitude
from baseMobile IP to HFR. We assumehat the two domainsbeing traversedby the MH arein close proximity to each
otherandsetthe link delaybetweenDFAs to 2ms. The reasorfor this assumptioris that closeproximity of domainsis the
commoncaseasfarasshort-termmobility of MHs is concernedasopposedo domainghousandsf milesapart). Theaverage
handof lateng wascalculatedoy combiningbothintra-domainandinter-domainlatencies Averagehandoff latency in HFP
is calculatedto be approximately 3 times lesserthan that in baseMobile IP.



MessageType No of msgs| Averagehandoff latency (ms)
Registration requestto HA 1 41.0
Registration requestcausingupdate to curr ent DFA (Intra-domain) 2 12.0
Registration requestcausingupdate to previous DFA (Inter-domain) 1 16.44
Registration requeststo current SFA 4 6.2
Overall Averagehandoff latency = 13.46

Table 2. HFP (ChainLength=1)

Onedrawbackof our implementatiorcould be the paclet delayscausedy the additionalprocessingn the DFAs andthe
SFAs, alongwith pairwiselink delays(setto 2ms)eachbetweerall nodegDFA, SFAs andFA) in thehierarchy This overhead
mightincreasehe handof latengy whenerertherequesgoesto the HA. However, we determinedhatthe overheadincluding
link delays,is approximatelyd ms (4.6 % of the original registrationtime). Consideringhefrequeng with which registration
requestgioto theHA (verylow), we believe thatthis is not a signi cant overhead.

We performedexperimentsto separatelycompareHFP with the forwarding pointer schemeandthe hierarchicalmobility
managemergchemeln theforwardingpointerschemegachSFA transmitsa locationupdateto the previous SFA with which
theMH wasregistered. ThepreviousSFA behaeslikeaHA andrepliesto theMH. We have comparedHFPwith theforwarding
pointerschemeawith chainlengthsof 1 and2. With forwardingpointerschemeéchainlength= 1), thedistribution of registration
requestss asshovn in Table3.

MessageType No of msgs | Averagehandoff latency (ms)
Registration requestso HA 2 41.0
Registration requestscausingupdate to the previous SFA 2 11.83
Registration requeststo current SFA 4 6.2
Overall Averagehandoff latency = 16.30

Table 3. ForwardingPointerSchemgChainLength=1)

Increasinghe forwardingpointerchainlengthto 2 doesnot changethe lateng valuesprovided by the forwardingpointer
schemdor the topologyunderdiscussiontwo domainswith four SFAs). This is becauseahe chaincollapsesassoonasthe
MH reacheghethird SFA, forcing anotheregistrationrequesto the HA. Thus,we obtainthe sameresultsasshown in Table
3.

Thedistribution of registrationrequestsn the hierarchicamobility managemergchemas shavn in Table4. As expected,
whenthe MH changeslomainsa registrationrequesimustbe sentto the HA. Thereforeatotal of two requestgjo to the HA.

MessageType No of msgs | Averagehandoff latency (ms)
Registration requestso HA 2 41.0
Registration requestscausingupdate to curr ent DFA 2 11.83
Registration requestgto current SFA 4 6.2
Overall Averagehandoff latency = 16.30

Table 4. HierarchicalMobility ManagemenScheme

Table5 summarizetheperformancef HFPversugheforwardingpointerschemendthehierarchicamanagemergcheme
for thetopologyunderconsideratior{2 DFAs, 4 SFAs and8 FAS).

We performeda secondsetof experimentsby expandingthe topologyto 4 DFAs with 2 SFAs undereachDFA and?2 FAs
undereachSFA. Thus,thetopologycontainedatotal of 8 SFAs and16 FAs We have comparedHFPwith theforwardingpointer
schemawith chainlengthsof 1 and2, andthe hierarchicaimobility managemerdcheme.



Scheme Total averagehandoff latency (ms) | % Increasen time (comparedto HFP)
HFP 11.75 0
FP (chainlength = 1) 16.30 18.5
Pure hierar chical scheme 16.30 18.5

Table 5. Performancef thevarioushandof schemes

In the new topology, the distribution of registrationrequestdor the forwardingpointerscheme(chainlength= 1 and?2) is
shavn in Tables6 and7. We seein Table 7, the gain achiezed by the forwarding pointerschemewhenthe chainlengthis
increasedo 2 andonelessregistrationrequesheedgo gotheHA. Thedistribution of registrationrequestgor the hierarchical
mobility managemergchemeasexpectedjs thesameasthatof forwardingpointerschemaewith chainlengthequalto 1. Table
8 shaws how resultsin Table7 canbe furtherimproved by sendingonly 2 registrationrequestgso the HA, althoughthe MH
traversesll four domains.Table9 summarizeshe performancef thevarioushandof schemegor the new topology

MessageType No of msgs | Averagehandoff latency (ms)
Registration requestto HA 4 41.0
Registration requestcausingupdate to previous SFA 4 12.0
Registration requestgto current SFA 4 6.2
Overall Averagehandoff latency = 16.35

Table 6. ForwardingPointerSchemgChainLength=1)

MessageType No of msgs | Averagehandoff latency (ms)
Registration requestto HA 3 41.0
Registration requestcausingupdate to previous SFA 5 12.0
Registration requestgto current SFA 8 6.2
Overall Averagehandoff latency = 14.53

Table 7. ForwardingPointerSchemgChainLength=2)

A fasthandof schemamight have anindirecteffect on the numberof registrationreply pacletsdroppedasthe speedof the
MH increases As the speedof the MH increasesthetime it remainsin the radio rangeof a particularFA decreaseslf we
considera constantime interval for re-rggistrationrequeststhenthe numberof suchrequestsvould decreaseWe performed
experimentsby increasingthe speedof the MH. We obsenred that asthe speedof the MH increaseshe averagenumberof
requestdost by HFPis lower thanthatin baseMobile IP. Oneanomalyobsenedis thatthe numberof requestdost decreases
asthespeedf theMH increasesWe have notbeenableto determinghereason(sjor this behaior. This openquestiomrmight
form partof our futurework.

The gain obtainedby usingforwarding pointersbetweenDFAs would reduceif the network links betweenthe DFAs had
high delays.We performedexperimentso determinghelink delayatwhichtheinterdomainhandof lateng/ in HFPbecomes
equalto thatin baseMobile IP. Table10 shavs theseresults. Thus,whenthedelayin theinter-domainlink increaseso 14ms,
the inter-domainhandof latengy in HFP becomesqualto thatin the baseMobile IP. This simulatesthe scenariovhereall
domainstraversedby the MH arevery far from eachothet It would appearthat baseMobile IP is a goodsolutionfor such
scenarios.

A direct effect of decreasinghe time requiredto registerwith the HA in Mobile IP is the correspondingncreasen the
quality of Service.Dueto fastemre-ragistrationsthe numberof datapacletsbeingdroppeddueto intermittentdisconnections
of the MH with the HA, decreasesOn the otherhand,datapacletsfollow a longerpathto the MH leadingto anincreasan
averagepacletdelayandresponsdime. Experimentsverecarriedout to calculatethe variationsin averagedatapacletlosses
andaveragetransmissioriime. Figure4(a) shovs theeffect on averagepacletlossesdueto increasingchainlengthin the HFP
scheme.The effect on the averagepaclet delaydueto increasingchainlengthis shavn in gure 4(b). We obsene from the



MessageType No of msgs| Averagehandoff latency (ms)
Registration requestto HA 2 41.0
Registration requestcausingupdate to curr ent DFA (Intra-domain) 4 12.0
Registration requestcausingupdate to previous DFA (Inter-domain) 2 16.44
Registration requeststo current SFA 8 6.2
Overall Averagehandoff latency = 13.28

Table 8. HFP(ChainLength=1 & 2)

Scheme Total averagehandoff latency (ms) | % increasein time (comparedto HFP)
HFP 13.28 0
FP (chainlength =1) 16.35 23.11
FP (chainlength = 2) 14.53 9.41
PureHierar chical 16.35 23.11

Table 9. Performancef varioushandof schemegor expandedopology

graphsthat as paclet lossesdecreaseteliability increases.However, overall transmissiordelayalsoincreasedeadingto an
increasen overall round-triptime. Basedon the QoSrequirement®f the particularnetwork, thesetwo parametergould be
tunedto ensurebetterperformance.

, e Diata Packets Dropped with inereasing Chain Length
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Figure 4. (a) AverageDataPacketsDroppedwith IncreasingChainLength(b) Averagelransmissiorbelay (ms)with Increas-
ing ChainLength

6. SECURITY CONSIDERATIONS

In this paper we have describeda modi cation to the standardMobile IP architecturein orderto achieve reducedpacket
lossesanddecreasedegistrationdelay Undoubtedly securityissuesarea consideratiorwhenregistrationpacletsarebeing
interceptedy intermediatenodeslike SFAs or DFAs. This work doesnot focuson detailingthe securitysolutionsneededn
successfullydesigningand using networks basedon the HFP architecture.ln addition,we emphasizehat securityissuesare
not speci c to this architecturebut needto be addresse@vhenearer a Mobile IP basedchetwork is beingdesigned.The Mobile
IP standardprovides meansof authenticatingan MH with an FA by usingthe mobile-foreignauthenticatiorextensionto a
Mobile IP headerlt alsoprovidesanextensionto authenticatéhe FA with theHA andthe MH with theHA. We canusethese
authenticatiorextensiongo authenticatean MH with a SFA or aDFA. We canalsousethe FA-HA authenticatiorextensionto
authenticatan SFA or a DFA with theHA. In the paperwe have alsodescribedh situationwherethe MH sendsa registration
requesto theDFA of thedomainfrom whereit hasmigratedafterdetermininghatit hasenterechnew domain.In thiscasethe
new DFA only actsasa routersendingthe registrationrequesto the previous DFA. Hence authenticatiorbetweerthe DFAs
is not required. The DFA of the previous domaincanusethe MH-FA authenticatiorextensionto ensurethatthe registration
requesictuallyoriginatedat the MH.



Inter-domain link delay (ms) | Inter-domain handoff latency (ms)

2 17.88
4 20

6 25.0
8 28.73
10 32.73
12 36.73
14 41.0

Table 10. Effectof increasean theinterdomainlink delayontheinterdomainhandof lateng

7. CONCLUSIONS AND FUTURE WORK

This paperpresentghe designandevaluationof a mobility managemeréchemen anIP type network for supportingmobile

use

rs. The papershowvs how blendingthe hierarchicalmobility managemenschemewith forwarding pointerscanreduce

handof lateng. Ourimplementatioris scalableandachievesfasterhandofs. Achieving fasterhandofs would reducepaclet
lossesandhencewould take currentMobile IP a stepaheadn maintaininguniform connectvity.

F

uturework in this areaincludesdesignimprovementsto avoid “triangle routing” betweenthe Correspondeniiost, MH

andHA. Thatis, the currentDFA could inform the CH aboutthe currentlocationof the MH. The DFA would performthis
by sendinga “binding update”to the CH. It would alsobeinterestingto implementHFPin areal Mobile IP ervironmentand
performmoreaccurateexperiments.Thiswould helpdeterminghe actualgainsprovidedby HFP over Mobile IP, Hierarchical
Mobility ManagemenandForwardingPointers.
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