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ABSTRACT

Mobile IP is usedto keeptrackof locationinformationandmake dataavailableto theMobile Host(MH) anytime,anywhere.
In order to maintainuniform connectivity during mobility of the MH from one cell to the next, handoff latency must be
minimized. In Mobile IP, when the MH is in a foreign domainfar away from its homedomainand Home Agent (HA),
latency for registrationsis high. This latency impliesthatmany datapacketscouldbelost duringhandoff from onedomainto
another. Hierarchicalmobility managementandforwardingpointersaretwo methodsof reducinghandoff latency. We propose
a mobility managementschemecalledHierarchicalmobility managementwith ForwardingPointers(HFP),thatcombinesthe
two methods. In HFP, when the MH moveswithin a foreign domain,registrationrequestsarehandledlocally. When the
MH movesfrom oneforeigndomainto another, forwardingpointersbetweenthe two domainsareusedto track the location
of the MH andperformsmoothhandoff. We show that HFP performsbetterthanhierarchicalmobility managementduring
inter-domainmobility andbetterthanforwardingpointersduring intra-domainmobility. Simulationresultsthat validatethe
performanceimprovementarepresentedanddiscussed.

Keywords: Mobile IP, Forwardingpointers,HierarchicalMobility Management,Wirelesshandoff scheme.

1. INTRODUCTION

Mobile IP, an extensionto the InternetProtocol(IP), is usedto connectmobile devices to the wired network. Emergence
of short-rangelow bandwidth,new generationradiodeviceslike Bluetooth= enableddevices,which operatein picocellsand
nanocellswill revolutionizewirelesscommunication,increasingthenumberof peopleusingwirelessdevicesexponentially. As
theratioof mobiledevicespercell increases,theeffectivebandwidthpercell decreases.Hence,to ensuresuf�cient bandwidth
for eachmobile device, the cell sizehasto be reduced.Small network cells would not only allow high bandwidth,but also
accuratelocationinformation.It is envisagedthatmobiledeviceswouldbefrequentlycrossingcell boundarieswhile accessing
data.Whenevera mobiledevicecrossesacell boundary, ahandoff hasto beinvoked.Thehandoff mechanisminformstheHA
(responsiblefor theMH) of currentcell locationof theMH. TheHA, in co-operationwith ForeignAgents(FAs), is thenable
to ensurethatdatadestinedfor theMH is actuallydelivered.

Someof the goalsof performinga fasthandoff areto reducedatalossandmake dataavailablecontinuouslyto the MH.
The handoff mechanismshouldalso be scalable. The Mobile IP standardde�nes a straightforward methodto implement
suchhandoffs. Every time theMH changescells, thenew locationis propagatedto its HA in thehomenetwork. TheHA is
responsiblefor keepingtrackof the locationof theMH. All packetsdestinedfor theMH �rst arrive at theHA. TheHA then
tunnelsthepacket to theFA of thecorrespondingcell. Thisscheme,thoughelegant,is basedona few assumptions.It assumes
that the cell sizesfor the mobile deviceswill be suf�ciently large, so asnot to overloadthe HA with frequenthandoffs. It
alsoassumesthattheMHs will not changecellsvery frequently. We foreseethat in thenearfuturethenumberof cellswould
increasedrastically, leadingto very frequenthandoffs. This would overloadthe HA whenthenumberof MHs attachedto a
HA is quitesigni�cant. Moreover, if theMH is very far from theHA, thenthehandoff latency betweencells might become
comparableto thetimethehostspendsin thatcell. Thismight leadto intermittentdisconnectionsandsubsequentpacketlosses.
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Many schoolsof thoughtexist for solvingsuchaproblem.Oneis thehierarchicalschemefor mobility management,> which
introducestheconceptof DomainForeignAgents(DFA) andSubnetForeignAgents(SFA). This scheme,however, assumes
the locality of the MH to be within oneadministrative domainmostof the time. Anotherschemedealswith maintaininga
list of forwardingpointers? in eachcell traversedby theMH. Thus,if an MH werenot presentin thecurrentcell, theFA of
thecell would forward thepacket to thenext correspondingcell in the path. A third schemeformspart of theextensionsto
Mobile IP@ which describethemethodof avoiding trianglerouting involving theHA, a CorrespondentHostandtheFA. The
hierarchicalschemeandforwardingpointerschemeachievereducedhandoff latency andlocationmanagementcost.We claim
thata schemecombiningbothschemeswill performbetterin thesetwo aspectsthaneitherschemealone.

In Mobile IP, theHA is thecentralplayer. At any giventime,theHA is awareof thecurrentlocationof everyMH it supports.
It achievesthis,of course,by maintainingbindingsfor eachMH whenever it receivesa registrationrequestfrom it. This most
importantstepmustbeperformed,everytimeanMH changeslocation.We immediatelynoticethatif anMH changeslocations
frequently, thenumberof registrationrequestsandrepliesat thehomeagentcould very quickly make it a bottleneck.Thus,
the questionis: Is it possibleto reducethe numberof registrationrequestsat the homeagenteven further (ascomparedto
hierarchicalmobility managementandforwardingpointers)?Anotherproblemrelatedto registrationmanagementis distance
of theMH from theHA. Registrationrequestsandrepliestake longerto reachtheirdestinationsastheMH movesfartheraway
from home.In thiscase,thequestionis: How canit beensuredthattheMH registerswith the“HA” asquickly aspossible?We
attemptto answerthesetwo speci�c questionsin this paper.

Therestof this paperis organizedasfollows. In section2, we describesomeof therelevantwork in this area.In section3,
we proposeanddiscussHFP. In section4, we discussthe implementationof HFP. Section5 presentstheexperimentalresults
anddiscussion.Section6 explainsour views aboutsecurityconsiderationsrelatedto this work. We presentconclusionsand
futurework in section7.

2. RELATED WORK

Theideaof hierarchicalregistrationandfasthandoffs originatedfrom RFC2002.@ PerkinsandJohnsonproposedtheideaof a
hierarchyof FAs with eachlevel of thehierarchyembeddedin network regionshaving adifferentgranularity, with thehierarchy
beingeitherstaticor dynamic.

Padmanabhan> etal proposeahierarchicalmobility managementschemefor networksthatincludealargenumberof portable
devicesmoving amongsmallwirelessnetworks.They exploit theaspectof locality in usermobility to restricthandoff process-
ing to thevicinity of a mobilenode. They organizethewirelessnetwork suchthat theedgerouter(DFA) is at the top of the
hierarchy. TheSFAs in eachdomainform thenext level andtheFAs connectingtheMHs to thenetwork form thelowestlevel
of the hierarchy. The SFAs handlemovementsof the MH within a subnetandthe DFA handlesthe movementbetweenthe
subnets.Thenetwork hierarchyin HFPhasbeenadoptedfrom thehierarchicalmobility managementscheme.Thehierarchy
helpsin reducingthehandoff latency dueto mobility within a domain.

Vaidya? etal havesuggestedtheuseof forwardingpointersin additionto homelocationserversto helpin providing ef�cient
locationmanagement.Thepapershows thattheuseof forwardingpointersreducesthenetwork loadduringupdates,but at the
sametime may increasethesearchcostdueto increasedchainlengths.Two differentheuristics- movement-basedandcall-
based- areproposedto limit the lengthof the forwardingpointerchain. HFPmaintainsforwardingpointersbetweenDFAs,
whichareessentiallyedgerouters.Thishelpsin providing ef�cient locationmanagementwithout involving theHA.

GustafssonA et al areworking on an Internetdraft that formalizestheminutesof the Mobile IP Working GroupMeetingB

and introducesthe term “Regional Registration”. A regional registrationis local to the visited domain(foreign network).
The introductionof regional registrationswould reducethe numberof signalingmessagesto the homenetwork andreduce
thesignalingdelaywhena mobilenodemovesfrom oneforeignnetwork to another, within thesameadministrative domain.
This work is very closelyrelatedto thehierarchicalmobility managementscheme.Marki C et al have proposedextensionsto
Mobile IP RegionalRegistrationin termsof fasthandoffs andavoidanceof trianglerouting within thehierarchicaldomains.
Extensionsarealsoproposedfor Mobile IPv6D andneighbordiscoveryE to allow for the introductionof a hierarchicalMIPv6
mobility managementmodel.



Perkins=GF proposedstrategiescompatiblewith routeoptimizationandits securitymodel. Foreignagentsbuffer packetsfor
an MH andsendthemto its new locationwhen it leaves. In addition, hierarchicalforeign agentmanagementreducesthe
administrative overheadof frequentlocal handoffs, usingan extensionof the Mobile IP registrationrequests.Performance
improvementsin termsof throughput,registrationoverhead,lostandduplicatepacketsduringahandoff areobtained.

CellularIP=H= is a lightweightandrobustprotocolthatis optimizedto supportlocalmobility. It alsoef�ciently inter-operates
with Mobile IP to providewideareamobility support.CellularIP proposesgreatbene�t in comparisonto existinghostmobility
proposalsfor environmentswhereMHs migratefrequently. Cellular IP maintainsdistributedcachefor locationmanagement
androutingpurposes.Thepaperstatesthat thedistributedlocationmanagementandroutingalgorithmsmake the implemen-
tation of Internethostmobility to be simpleandlow cost,which requiresno new packet formats,encapsulationsor address
spacesbeyondpresentIP, becauseit is built overexisting IP.

Acampora=I> et al describeanapproachfor handlinga high rateof handoffs in cellularATM networks. In anATM network,
atconnectionsetuptime,acall processorestablishesacall or anetwork route.A mobileuser'scall mustbere-routedeachtime
theconnectionis handedover to a new basestation. Hence,thenetwork call processorcouldbecomea bottleneckwhenthe
frequency of handoffs is high. This paperdescribesa virtual connectiontreethatavoids theneedto involve thenetwork call
processorfor every cell handoff attempt.Connectionof mobileuserswho remainwithin a geographicalareamaybehanded
over to any basestationin a distributedmannerwithout involving thenetwork call processor. This methodologyenablesthe
useof physicallysmall radiocells to providevery high systemcapacity. However, this mayoccasionallycausethevolumeof
traf�c to behandedby onecell siteto exceedthatcell site's capacity.

AwerbuchandPeleg =J? havedescribedamechanismfor trackingmobileusersin adistributednetwork. Themechanismuses
a distributeddirectoryserver anddescribesissuesin maintainingone. The conceptof regional matchingis introducedand
usedto demonstratehow regionalmatchingenablesef�cient trackingof mobileusers.A distributeddirectoryserver contains
locationinformationof themobileuser. Thenetwork is divided into regionsanda regionaldirectoryis associatedwith each
region. Theregionaldirectoriesarearrangedin ahierarchy. Theintuition is thatthe KILNM level regionaldirectorieswouldbeused
to �nd a mobileuserwithin a distanceof OQP , andforwardingpointersbetweenregionaldirectorieswould beableto track the
useronamove. Theregionaldirectoriesata level l areall updatedwhenevertheusermovesadistancegreaterthan OSR sincethe
lastupdateat eachdirectory. Regionaldirectoriesat levelsl+1 andgreaterarenot updated.To beableto usethesedirectories
in locatingtheuser'scurrentposition,a forwardingpointeris left at thehostcorrespondingto level l.

Wang=J@ proposeda systemcalledUniversalPersonalCommunicationSystem(UPCS)thatenablesanyoneto communicate
with any portabledeviceanywherein theworld. A crucialproblemof suchasystemwouldbein locatinghundredsof millions
of moving portablesin an ef�cient manner. Otherpossibledrawbackscould involve maintenanceof a centraldatabaseand
overheadin updatingthedatabase.Thearchitectureof theUPCSincludesthreedifferentlayers- theaccessnetwork consisting
of theportabledevice,the�x edlayerthatconsistsof thePSTNnetworkandtheintelligentnetworkwhichis itself anhierarchical
organization.Theintelligentnetwork is organizedonbasisof geographicallocationswhile our approachorganizestheforeign
agentson basisof their network organization. Our approachhencereducesthe handoff latency sincethe adjoiningforeign
network wouldbeatmostoneor two hopsaway from thecurrentforeignagent.

3. REGISTRATION MAN AGEMENT SCHEME

This paperintroducesa speci�c changeto theschemeof forwardingpointersincorporatingtheideaof a hierarchicalmobility
managementwhentheMH is in a foreign network. We arguethat a schemeblendingthe two ideasof hierarchicalmobility
managementandforwardingpointerswould performbetterthanimplementingany oneof themin a network. Thehierarchical
mobility managementschemewill behighly advantageouswhenthemobility is concentratedinsidethedomain.Forwarding
pointersmaintainedbetweenedgeroutersensurefasthandoff whentheMH travelsoutsidethedomain.Thus,a combination
of thetwo locationmanagementschemesachievesfasterandsmootherhandoffs. Themainoverheaddueto the incorporation
of boththeideasis borneby theedgeroutersandthehierarchy. However, theadditionaloverheadinvolvedin messagedelayis
verysmallascomparedto thehandoff latency involvedin standardMobile IP.



3.1. Network Ar chitecture

Thenetwork consistsof numerousforeignagentsthatsupportthemobilehost.Theareacoveredby anFA is calleda cell. The
FAs arein a subnetthat is managedby anSFA. A DFA exists for eachdomainin thenetwork. It maintainsa bindingof the
MHs with the correspondingSFAs. The SFAs in turn maintaina binding of the MHs with the correspondingFAs. SFAs in
theHFPmapto HomeLocationServers(HLS) in theforwardingpointerscheme.FAs in theproposedschememapto Mobile
SupportStations(MSS)in theforwardingpointerscheme.ForwardingpointersaremaintainedbetweenDFAs, unlikeVaidya's
approach,wherethepointersarebetweenHLSs(SFAs).

3.2. Registration and Handoff Scheme

WhenanMH �rst entersa foreigndomain,it �rst registerswith theHA by sendinga registrationrequestto its currentFA (1,
2, 3, 4: Figure1). Therequesttravelshop-by-hopup thehierarchy(FA to SFA to DFA), beforebeingreceivedby theHA. The
registrationreply from theHA traversesthesamepathin reverseandreachestheMH (5, 6, 7, 8: Figure2). On receiptof the
reply, theDFA createsabindingof theMH with thecorrespondingSFA. TheSFA createsasimilarbindingof theMH with the
correspondingFA. WhenanMH changesFAs in thesamesubnet,theSFA trapstheregistrationrequestmeantfor theHA. The
SFA changesit' s bindingfor themobilenodeanddoesnot forwardtheregistrationrequestany further(10,11,12,13: Figure
1). Whenthenodechangessubnets,theDFA trapstheregistrationrequest.Again, theregistrationrequestis not forwardedto
theHA andit changesthebindingentryfor themobilehostto thenew SFA (15,16,17,18,19,20: Figure1). Thismechanism
is calledlocalhandoff or intra-domainhandoff. This is shown in �gure 1.

TheHA maintainsabindingbetweenanMH andaDFA. Whenthehostmovesacrossforeignnetworksandinto thedomain
of anotherDFA, a forwardingpointeris maintainedfrom thepreviousDFA to thenew DFA. This is doneby theMH, which
sendsa registrationrequestto the previous DFA, on determiningthat it hasentereda new domain. This schemeis called
inter-domainhandoff.
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Figure1. Registrationin a foreigndomain



3.3. Communication Scheme

A correspondenthost (CH) transmitsa packet destinedto an MH (1: Figure2). As per Mobile IP speci�cations,the HA
interceptsthepacketandtunnelsit to theDFA (2: Figure2). TheDFA, on receiving a packet from theHA forwardsthepacket
to thecorrespondingSFA. TheSFA transmitseachpacket receivedto thecorrespondingFA, which in turn transmitsthepacket
to theMH on its air interface(3a,3b: Figure2).

In caseof inter-domainmovement,thepreviousDFA, on receiving packetsfor thenodeforwardsthemto thecurrentDFA
(6: Figure2). As theMH traversesdifferentdomains,achainof forwardingpointersis formedandmaintainedbetweenDFAs.
Whenthis chainof forwardingpointersreachesa particularlimit, thecurrentDFA transmitstheregistrationrequestdirectly to
theHA andcollapsesthechain.Uponreceiving a reply from theHA, thecurrentDFA now effectively becomestheheadof a
possiblenew chain.Theappropriatelengthof thechainthatshouldbeallowedto grow beforethechainis collapsedis asubject
of experimentalmeasurements.Figure2 thussummarizestheintra-domainandinter-domainhandoff handlingcapabilitiesof
HFP.
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Figure2. LocalandGlobalHandoff in HFP

4. IMPLEMENT ATION

Thenssimulator=

A

(developedattheUniversityof California,Berkeley with Mobile IP extensionsprovidedby CarnegieMellon
University)wasusedto simulateandevaluateHFP. As speci�ed in theextensions,anMH belongsto theMobile Nodeclass.
Eachmobilenodehasthe functionalityof moving within a mobilenetwork topology, transmittingandreceiving datafrom a
wirelesschannel. For eachnodecreated,a stackconsistingof the link layer, interfacequeue,MAC layer and the network
interfacelayer is constructedand connectedto the channel. Specifyingthe coordinatesof the node's destinationwith the
requiredspeedof motion generatesits movements.The functionsperformedby an MH - receiving advertisements,sending
registrationrequestsandreceiving thecorrespondingreplies- areall implementedin theMobile HostAgentclass.



TheHA andthevariousFAs belongto theBaseStationclass.They have thecapabilityof wired andwirelessrouting. They
canbeenabledto performtheencapsulationanddecapsulationfor receiving andsendingdatapackets.TheBaseStationAgent
classperformsthevariousfunctionsof theHA andFAs. Functions,suchassettingup thedecapsulatorandencapsulatorare
implementedin Tcl.

The simulatorprovides the option of creatingeither a �at network or a hierarchicalnetwork. We have createdforeign
networksashierarchies,in orderto implementHFP. Eachnodein theforeignnetwork is partof adomainandaspeci�c cluster
within thatdomain.We chosea hierarchyconsistingof threelevels. Thenumberof DFAs determinesthenumberof domains.
Within eachdomain,therearemultipleclusters- eachconsistingof asingleSFA. Finally, eachSFA is responsiblefor multiple
FAs.

4.1. Local Handoff Implementation

We havemadechangesto theBaseStationAgentthathandlesregistrationrequestsandreplies.EveryFA determinesits SFA's
addressusingits own hierarchicaladdress.Similarly, everySFA determinesits correspondingDFA'saddress.This enablesthe
nodesin eachhierarchyto unicastrequestsandrepliesto eachother. Thelocalhandoff schemeworksasfollows. TheFA, upon
receiving a registrationrequestfrom anMH, unicastsit to its correspondingSFA. TheSFA checksto seeif thesameMH had
transmittedaregistrationrequestearlier. WeassumethattheMH' sbindingwith theHA hasnotexpiredwhentheSFA performs
this check.If thecheckfails, thenit sendstheregistrationrequestto its DFA. If, on theotherhand,theSFA determinesthata
registrationrequestfrom thesameMH wassentto theDFA andavalid replywasreceived,thenit infersthattheMH musthave
changedpositionswithin its subnet(i.e., changedFAs). It thenrepliesto therequestwithout allowing it to travel any further
up thehierarchy. TheDFA alsobehavessimilarly with respectto a SFA. Theregistrationrequestgoesto theDFA only when
anMH registerswith a differentSFA in thesamedomainor if thecurrentSFA never handleda registrationrequestfrom this
MH earlier. Similarly, if theDFA is handlingtherequestfrom this MH for the �rst time, it allows therequestto travel to the
HA. Oneimportantaspectthathasto beaddressed(dueto thebehavior of a hierarchy)is thelifetime of theMH' s registration
with theHA. In standardMobile IP, theregistrationis valid at theHA only for thedurationof thelifetime parameter. However,
introductionof ahierarchybetweentheHA andMH impliesthatthisparametermustbedistributedto all nodesin thehierarchy
for appropriatehandlingof registrationrequests.We haveensuredthattheregistrationof theMH remainsvalid at theHA until
theendof thesimulation.

4.2. Global Handoff Implementation

To simulateglobalhandoff, we have madechangesto theMH Agentcodethathandlesreceptionof advertisementsandtrans-
missionof registrationrequests.TheMH �rst determineswhetherit is at homeor in a foreigndomain. It accomplishesthis
by comparingits “homesubnet”with the foreignsubnet(usingtheFA addressfrom theadvertisement).In addition,theMH
alsodeterminestheaddressof theDFA correspondingto this FA. Thefunctionalityof locationtrackingacrossdomainsis also
implementedin theMH. TheMH keepstrackof thepreviousdomainto which it belonged(usingtheDFA's address).When
it entersa new domain,it �rst checksto seeif the new domainis its homenetwork in which caseit would registerwith the
HA. If it determinesthat it hasenteredanotherforeign domain,it sendsa registrationrequestto its previousDFA, usingthe
hierarchyof thecurrentforeigndomain.Thus,thepreviousDFA is now effectively thenew HA of theMH. Thus,atany given
time during its journey throughforeigndomains,theMH alwaysknows theaddressesof its currentandpreviousDFA's. The
MH accomplishesthis by keepingan arrayof addressesof its previousDFA's. The currentDFA is responsiblefor deciding
whetheror not to collapsetheforwardingpointerchain. It doesthis by transmittingtheregistrationrequestdirectly to theHA
insteadof thepreviousDFA.

5. EXPERIMENTS

Themainaimof thework is to reducetheburdenontheHA dueto increasedhandoffsandreducehandoff latency. Theinherent
characteristicsof the registrationmechanismimplementedreducethe overheadof handlingevery registrationrequestby the
HA. TheDFAs andtheSFAs handletherequestswhentheMH is in a foreigndomain.The lengthof theforwardingpointers
maintaineddeterminestheeffectivenumberof registrationrequestssentto theHA whentheMH crossesdomains.

Onanaverage,thenumberof registrationrequestsbeinghandledby thehomeagenthasbeenobservedto befour timeslesser
thanthat in the regular Mobile IP implementationwith a forwardingpointer lengthof one. Thus,the overheadin the home
agentis drasticallyreducedindicatingthescalabilityof theabovemechanism.



We performedexperimentswith two differenttopologies. In the �rst setof experiments,we considered2 DFAs, eachof
whichcontrolled2 SFAs. EachSFA controlledtwo FAs. TheMH traveledfrom the�rst FA in thetopologyto thelastFA. This
would require8 registrationrequestreplypairsto besentandreceivedby theMH, asshown in �gure 3.

Weobservedthattheaveragehandoff latency in HFPis reduced,ascomparedto thatin baseMobile IP. Intra-domainhandoff
latency is thelatency for theregistrationreplyto reachtheMH whenthereply is comingfrom theforeigndomain.Inter-domain
handoff latency is thetimerequiredfor thecorrespondingreply to comefrom thepreviousDFA. Theaverageintra-domainand
inter-domainhandoff latencies(in ms)arecalculatedfor thebaseMobile IP implementationandHFP. Table1 showstheaverage
resultsfor � ve runsof thesimulation.
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Figure3. Registrationfrequenciesin HFP

Handoff Latency type BaseMobile IP (ms) HFP (ms)
Intra-domain 41.0 8.133
Inter -domain 41.0 16.44

Table 1. Handoff latenciesfor thetwo schemes

Thedistribution of registrationrequestsfor HFP is asshown in Table2. Thetableshows the total numberof registration
requeststheMH needsto sendasit traversestheentiretopologydescribedabove. Themeasuredaveragehandoff latency for
eachtypeof registrationrequestis shown thethird column.

Theabovecalculationsweremadeby settingthelink delaybetweentheHA andeachDFA to 200ms(equivalentto placing
theHA “f ar” away from the from the foreign domain(s).We observe a performanceimprovementby an orderof magnitude
from baseMobile IP to HFP. We assumethat the two domainsbeing traversedby the MH are in closeproximity to each
otherandsetthe link delaybetweenDFAs to 2ms. The reasonfor this assumptionis that closeproximity of domainsis the
commoncaseasfarasshort-termmobility of MHs is concerned(asopposedto domainsthousandsof milesapart).Theaverage
handoff latency wascalculatedby combiningbothintra-domainandinter-domainlatencies.Averagehandoff latency in HFP
is calculatedto beapproximately 3 times lesserthan that in baseMobile IP.



MessageType No of msgs Averagehandoff latency (ms)
Registration requestto HA 1 41.0

Registration requestcausingupdate to curr ent DFA (Intra-domain) 2 12.0
Registration requestcausingupdate to previousDFA (Inter -domain) 1 16.44

Registration requeststo curr ent SFA 4 6.2
Overall Averagehandoff latency = 13.46

Table 2. HFP(ChainLength=1)

Onedrawbackof our implementationcouldbe thepacket delayscausedby the additionalprocessingin theDFAs andthe
SFAs, alongwith pairwiselink delays(setto 2ms)eachbetweenall nodes(DFA, SFAs andFA) in thehierarchy. Thisoverhead
might increasethehandoff latency whenevertherequestgoesto theHA. However, wedeterminedthattheoverhead,including
link delays,is approximately4 ms(4.6% of theoriginal registrationtime). Consideringthefrequency with which registration
requestsgo to theHA (very low), we believethatthis is notasigni�cant overhead.

We performedexperimentsto separatelycompareHFP with the forwardingpointerschemeandthe hierarchicalmobility
managementscheme.In theforwardingpointerscheme,eachSFA transmitsa locationupdateto thepreviousSFA with which
theMH wasregistered.ThepreviousSFA behaveslikeaHA andrepliesto theMH. WehavecomparedHFPwith theforwarding
pointerschemewith chainlengthsof 1 and2. With forwardingpointerscheme(chainlength= 1), thedistributionof registration
requestsis asshown in Table3.

MessageType No of msgs Averagehandoff latency (ms)
Registration requeststo HA 2 41.0

Registration requestscausingupdate to the previousSFA 2 11.83
Registration requeststo curr ent SFA 4 6.2

Overall Averagehandoff latency = 16.30

Table 3. ForwardingPointerScheme(ChainLength=1)

Increasingtheforwardingpointerchainlengthto 2 doesnot changethelatency valuesprovidedby theforwardingpointer
schemefor the topologyunderdiscussion(two domainswith four SFAs). This is becausethechaincollapsesassoonasthe
MH reachesthethird SFA, forcing anotherregistrationrequestto theHA. Thus,we obtainthesameresultsasshown in Table
3.

Thedistributionof registrationrequestsin thehierarchicalmobility managementschemeis shown in Table4. As expected,
whentheMH changesdomains,a registrationrequestmustbesentto theHA. Therefore,a total of two requestsgo to theHA.

MessageType No of msgs Averagehandoff latency (ms)
Registration requeststo HA 2 41.0

Registration requestscausingupdate to curr ent DFA 2 11.83
Registration requeststo curr ent SFA 4 6.2

Overall Averagehandoff latency = 16.30

Table 4. HierarchicalMobility ManagementScheme

Table5 summarizestheperformanceof HFPversustheforwardingpointerschemeandthehierarchicalmanagementscheme
for thetopologyunderconsideration(2 DFAs, 4 SFAs and8 FAs).

We performeda secondsetof experimentsby expandingthe topologyto 4 DFAs with 2 SFAs undereachDFA and2 FAs
undereachSFA. Thus,thetopologycontainedatotalof 8 SFAs and16FAs WehavecomparedHFPwith theforwardingpointer
schemewith chainlengthsof 1 and2, andthehierarchicalmobility managementscheme.



Scheme Total averagehandoff latency (ms) % Incr easein time (comparedto HFP)
HFP 11.75 0

FP (chain length = 1) 16.30 18.5
Purehierarchical scheme 16.30 18.5

Table 5. Performanceof thevarioushandoff schemes

In thenew topology, thedistribution of registrationrequestsfor the forwardingpointerscheme(chainlength= 1 and2) is
shown in Tables6 and7. We seein Table7, the gain achieved by the forwardingpointerschemewhenthe chainlength is
increasedto 2 andonelessregistrationrequestneedsto go theHA. Thedistributionof registrationrequestsfor thehierarchical
mobility managementscheme,asexpected,is thesameasthatof forwardingpointerschemewith chainlengthequalto 1. Table
8 shows how resultsin Table7 canbe further improvedby sendingonly 2 registrationrequeststo theHA, althoughtheMH
traversesall four domains.Table9 summarizestheperformanceof thevarioushandoff schemesfor thenew topology.

MessageType No of msgs Averagehandoff latency (ms)
Registration requestto HA 4 41.0

Registration requestcausingupdate to previousSFA 4 12.0
Registration requeststo curr ent SFA 4 6.2

Overall Averagehandoff latency = 16.35

Table 6. ForwardingPointerScheme(ChainLength=1)

MessageType No of msgs Averagehandoff latency (ms)
Registration requestto HA 3 41.0

Registration requestcausingupdate to previousSFA 5 12.0
Registration requeststo curr ent SFA 8 6.2

Overall Averagehandoff latency = 14.53

Table 7. ForwardingPointerScheme(ChainLength=2)

A fasthandoff schememight haveanindirecteffect on thenumberof registrationreply packetsdroppedasthespeedof the
MH increases.As the speedof theMH increases,the time it remainsin the radio rangeof a particularFA decreases.If we
considera constanttime interval for re-registrationrequests,thenthenumberof suchrequestswould decrease.We performed
experimentsby increasingthe speedof the MH. We observed that asthe speedof the MH increasesthe averagenumberof
requestslost by HFPis lower thanthat in baseMobile IP. Oneanomalyobservedis that thenumberof requestslost decreases
asthespeedof theMH increases.Wehavenotbeenableto determinethereason(s)for thisbehavior. Thisopenquestionmight
form partof our futurework.

The gain obtainedby usingforwardingpointersbetweenDFAs would reduceif the network links betweenthe DFAs had
highdelays.Weperformedexperimentsto determinethelink delayatwhichtheinter-domainhandoff latency in HFPbecomes
equalto thatin baseMobile IP. Table10shows theseresults.Thus,whenthedelayin theinter-domainlink increasesto 14ms,
the inter-domainhandoff latency in HFP becomesequalto that in the baseMobile IP. This simulatesthe scenariowhereall
domainstraversedby theMH arevery far from eachother. It would appearthat baseMobile IP is a goodsolutionfor such
scenarios.

A direct effect of decreasingthe time requiredto registerwith the HA in Mobile IP is the correspondingincreasein the
quality of Service.Dueto fasterre-registrations,thenumberof datapacketsbeingdropped,dueto intermittentdisconnections
of theMH with theHA, decreases.On theotherhand,datapacketsfollow a longerpathto theMH leadingto an increasein
averagepacketdelayandresponsetime. Experimentswerecarriedout to calculatethevariationsin averagedatapacket losses
andaveragetransmissiontime. Figure4(a)showstheeffectonaveragepacket lossesdueto increasingchainlengthin theHFP
scheme.Theeffect on theaveragepacket delaydueto increasingchainlengthis shown in �gure 4(b). We observe from the



MessageType No of msgs Averagehandoff latency (ms)
Registration requestto HA 2 41.0

Registration requestcausingupdate to curr ent DFA (Intra-domain) 4 12.0
Registration requestcausingupdate to previousDFA (Inter -domain) 2 16.44

Registration requeststo curr ent SFA 8 6.2
Overall Averagehandoff latency = 13.28

Table 8. HFP(ChainLength= 1 & 2)

Scheme Total averagehandoff latency (ms) % increasein time (comparedto HFP)
HFP 13.28 0

FP (chain length = 1) 16.35 23.11
FP (chain length = 2) 14.53 9.41

PureHierar chical 16.35 23.11

Table 9. Performanceof varioushandoff schemesfor expandedtopology

graphsthat aspacket lossesdecrease,reliability increases.However, overall transmissiondelayalsoincreasesleadingto an
increasein overall round-triptime. Basedon theQoSrequirementsof theparticularnetwork, thesetwo parameterscouldbe
tunedto ensurebetterperformance.

(a) (b)

Figure4. (a)AverageDataPacketsDroppedwith IncreasingChainLength(b) AverageTransmissionDelay(ms)with Increas-
ing ChainLength

6. SECURITY CONSIDERATIONS

In this paper, we have describeda modi�cation to the standardMobile IP architecturein order to achieve reducedpacket
lossesanddecreasedregistrationdelay. Undoubtedly, securityissuesarea considerationwhenregistrationpacketsarebeing
interceptedby intermediatenodeslike SFAs or DFAs. This work doesnot focuson detailingthesecuritysolutionsneededin
successfullydesigningandusingnetworksbasedon theHFParchitecture.In addition,we emphasizethatsecurityissuesare
not speci�c to this architecture,but needto beaddressedwhenevera Mobile IP basednetwork is beingdesigned.TheMobile
IP standardprovidesmeansof authenticatingan MH with an FA by usingthe mobile-foreignauthenticationextensionto a
Mobile IP header. It alsoprovidesanextensionto authenticatetheFA with theHA andtheMH with theHA. We canusethese
authenticationextensionsto authenticateanMH with aSFA or a DFA. We canalsousetheFA-HA authenticationextensionto
authenticateanSFA or a DFA with theHA. In thepaper, wehavealsodescribeda situationwheretheMH sendsa registration
requestto theDFA of thedomainfrom whereit hasmigratedafterdeterminingthatit hasenteredanew domain.In thiscase,the
new DFA only actsasa routersendingtheregistrationrequestto thepreviousDFA. Hence,authenticationbetweentheDFAs
is not required.TheDFA of thepreviousdomaincanusetheMH-FA authenticationextensionto ensurethat the registration
requestactuallyoriginatedat theMH.



Inter -domain link delay (ms) Inter -domain handoff latency (ms)
2 17.88
4 20
6 25.0
8 28.73
10 32.73
12 36.73
14 41.0

Table 10. Effectof increasein theinter-domainlink delayon theinter-domainhandoff latency

7. CONCLUSIONS AND FUTURE WORK

This paperpresentsthedesignandevaluationof a mobility managementschemein anIP typenetwork for supportingmobile
users. The papershows how blendingthe hierarchicalmobility managementschemewith forwardingpointerscan reduce
handoff latency. Our implementationis scalableandachievesfasterhandoffs. Achieving fasterhandoffs would reducepacket
lossesandhencewould takecurrentMobile IP astepaheadin maintaininguniformconnectivity.

Futurework in this areaincludesdesignimprovementsto avoid “triangle routing” betweenthe CorrespondentHost, MH
andHA. That is, the currentDFA could inform the CH aboutthe currentlocationof the MH. The DFA would performthis
by sendinga “binding update”to theCH. It would alsobeinterestingto implementHFPin a realMobile IP environmentand
performmoreaccurateexperiments.Thiswouldhelpdeterminetheactualgainsprovidedby HFPoverMobile IP, Hierarchical
Mobility ManagementandForwardingPointers.
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