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Conventional
Crypto system

Pla intext P

F=You RECENTLY...
Cony.

S

— Blagk = 00, A=ol, B0z ... 2=2¢

P=Y0WU RECENTLY..
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P=Ff A & & p .

ﬁ/afn'l‘ex‘l“
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C, = Transformation

cipher

Dec r)’P'h'HQ
D

plarn +ext

D(C)=P
D(C,)= E

D(E(P)=P




o_bLO_JC Cry,a'fosy.sfem :

Uncon a(l"lL/ona/
Schr/ty

i.e., Mus+ be l.mper‘w'aus
to cryptanalytrec attack
even If cryptanalyst has

¢ Cryptosystem eguipment
¢ Unlimited C:‘,aher

® Un h'/mog-fe;g p/a/n ‘f?X'/‘/Cr',Oh evr




Cryﬁfa nalyst Attacks

) Cipher text only attack &
C known

2) Known Plarntext at+tack
(P) C) Knewn

3) Cheosen Plaintext attack
/SP) C¢) Knewn

choséon



Example. 1 } One T’MC}

(U’\COHO( '/‘Iona//)/ SECVVQ)

key = R'R'z Rh zsfnialof Nes. )

Encryp +’ _i A /3c rithm

C,; - E + R; (mod 26)

where (mod 26) means:
remainder af+ter
division by 26

E.G., C, =P +R. = 13+22=3529 (nod 26)

.26‘36'

Remainder)
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Problem: Lon, random numbe)
Sef. must be sent
ovey Secure channe/

i
1

Pitfall : T one time pad

(s vsec more than
once, then clphe r
Cah eaS:/y be broken '

R W.;..wl"
’ = C';-M C.= h—}? (maa( 2‘)

=Ff+
A
C; = Fun
But HM P is so far from
VanclOM +hat (1S S'/'q'/“l'._si'o’Cal

fingerprint can be vsec( to
Crack the <ipher




Random Number
G-enerator Seed

Example.g

Ini‘h’q“zing
Key

¥

,—genn Num._)_ R, Ry Ry -
. Ranoom Numbers Basea(

on key K
C‘: = e +R4’ (med a6€)

Advantage: Only small key K

heeds te be sent
oveyr secuvrg channel

Disa.dvan'f'gy_g: Loss of
Secur/ty




_Sub.S"‘i +uvtion
Example. 3 Cipher

E.G., Caesar Cipher

Key = fixeo integer K
o< K< a6

C.= P4K (modae)

A

Advantage: Only small Key
neeel be sent over
Secvre channe|

Disadvantage: Can easily be
b"°'<eh beCause
pPlaintext has q
Statistrca|
fingerprint whreh
's far from random




Caesar Cipher
C.:= Ptk (mod 36)

BCDEFGHI JKLMNNOPGOR
123456739 ABCDETFTGGH
T U VY 201234567379
J K L NOPOIRSTUVWEXYZ




Permutation |
Example . Y Cip he r

Reshvffle letters /n
message in a fixed way,
A'.e.) by a fixed permvtation T

E.G,




@

Advantage: Only a small Key
be sent over

secuvre channe/)
hamely, ™

Disadvantage: Can easily be
bro kew because
permvtatieon
net s*'r'cng
erevgh +e
of.e,s*r'oy
statrctreal
frnorprint
cf plarmtrext




Other Ciphers

C om b;’na+!’cn,s e 'f"

0 Permutetion Ciphers
0 Subs¥trtvtreon Cc',”""’
O Ranclom Ne. Géa,




Ob, of Cry!o"'osys'/'e m :
Safety

Old Ldea:

Unconditional
Security

T he S}'S"‘em can réesist
any cry/o‘f'anqu'h'c attack

ne matter how mvch
c,ompu+a+;'on is invelved,
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AN {

New Ildea.: @m

Comp vTaTtiona /
Sec.ur-ify‘

System Is secure becavse
of the CompvTational cost

of cryptanalysis, buT

wovuld svuceumb Yo an
ot +ack with unlimiteol

Ceo m,bv'/‘a'f/'on .



For Erample :

. 30
a) Reguires to years

T+e b Vv eq b o4 +he
foastest Knewwn CompuTel

[r—

k) or, rliw'rﬂswjomc bets
cfF momery Te break

c) er, r«(;w!r‘o.s ‘ IOSG Ja//qks‘
+e¢ break

g;sflu. Cempu"‘q"‘"ﬂnq//y SQ)CQ

limplres safe for all
[ preoctical perposes

Iolea Com@s from new

freld 1n comp. Se,

Compu" atrona /
Cowp le )(/'7‘)'




@ o Eavesdropper %

Cryp‘f‘aml yst

j%

Insecu -
lEnc ryp"’tf “5; em'e"t ‘D«ngm.r
@1? Pyt
Info Infe
Source E..cryp""ﬂj Smk
/N A

New Cryp""o system

Diffie 4 Hellman
LTEEE Trons. Infe Thy
1972¢
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Ny
New ioea t"@/ Revea le’ng E
Does net reveal D Y

— + ha't
chosén S°o stble
E cbf‘puh"-"@""ﬂ')’ 'MF“E’
[ N (] - -
' 'csomFU'f'e p= g7 Frem
i
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| @
Ther‘l:ferl/w’hy Adoesn'+ .
@viryone publish hrs
encrypting key E in
a pub!i‘”*:_o(fr*ec'fery ?

PN

\ 7‘ Y Yellow Pages

Thos, « Poblrc-key
ny/a'l‘o.sys'f‘?m I's born !




@
Grovnd Rules Fer: PKCS

Eoch persen A chooses
 encryphin ans T,
an Cr/p 'hQ tr Ky EA

ondd « a(ec,r'yp*!'ng Transy
DA sveh +" q'f .

DA(EA ( P)) = P
0 Bl EA anel DA are
‘€asy’ te compute

¢ DA 15 hard " c,c,mpuf'e
$ rem E (A'Q) A 1S a
""f‘alo OIOOV‘ func’hon)

(D (P))




PKCS (Cont)

I+ A wishes To send
a message P to B, A

|looks vjo EB in tThe PUblt'c

dc'fec‘(‘d ry ()ﬂ%”@w Pag e *‘f“)
and then sends:

C = E5(P)

Only B can decipher C,
for only he (or sl.e) Knows DB

Hence B can apply DB
to recover:

P = Dg(c)= Dy(E,(P))




New Idea: /,@.N

S:cma('/‘ures

A message P
From A to B can be
Une?UI'Voca/ly SLLhed
by A Y




A signs message to B =

as Ffollows:

0 A sends C= EB DA(P)

0 B receives C and
deciphers by:

ED,(0)=ED(E b,(F)=P

] B khows +A4+ A Sl'gneo(
+he message for only

A kroews DA-

Recerlver B thereby
knows sender s A



@
Edeﬁle: (q Poor) PKCS

Represen-’. FIQI'N"-QX.’- P

as an h-vector de.:

P= (P,)P;)"')Bq)
E.G:) P_—_- (2)231 0,5, 13)

Let EA be mvult. by a

ma+t ri'y MA ) 4. e,

Easyk
C= EA(P)':P'MA h*

steps

- yy The
Hence} DA is mult. by
matrix M: ) i.e.,

Easy
2

P;-_ DA(C):CM/; n

steps




HOW@V@”) 9iven EA (e

given MA) , The decrypting

: -1
+ransformation QA (‘-.Q)MA) ‘

is havoler To $ind. I+ takes
many mor R +han n* steps

. -1
+e Jcnna( MA

Unfor*'}vnafel)r’ DA can st/
be computed from E, with
a reasonable amount of

effort. Hence system s

not practical,




Some Neede;d i

Nvmber IAeor;x_

Digression:

Def. A prime IS @« pos, number
(#1) exactly divisible only by
1 awnedd itself.

[Examples of nen-primes: %6,8,9);9...]

lrheorem: EVQVy [00S. iﬂ"‘?’?"
can be Uﬂl'fvely fac”‘areo( intoe
a /oroolvc‘f of primes,

Examples: 6=23
12 =2:2-3

90 = 2:3:3-5




Def. The 9reatest common
divisor of Two integérs a
and b, written:

gedl(a,b)

is +he largest+ pos. integeér
whrch exactly ofivicles both

a and b.

Exa.mg les: 9:5((/ €,4%) = 2
9col(2,3) =1

D_ef° Two l'n'l‘egers a andl 8
are relatively prime |f

ch((a.) la):l

gcol(la,30)= € |




Arith MoJqu
Medvlar AHH‘\ An Integer n

a =b (mod n) if§ a-5b
Is exacfly divisible b)/ n,
i.e.) there exists an tmntegenr
A sveh that q - = 2N .

EKQM&_‘S_ : a- & 2 n

5§ =2 (mod 3) for -2 = 3

I3 = 77 (med 3), for)2-7=3-3

3= 1% (med -51{'0»- 3-18=¢3).5




Fact “= (rnoa(n)\\ behaves I'ke

ordinary ‘= except every

integer is “=(mod N)” to exactly
one of the Integers:

Oy 1,3+, h=)

)]

Faet “=(modhn) hehaves I'ke
“"= whemn w°rkp'n9 wi'th ao(ol.'-l-:'ory
Ssubtractio " multiplicatron,
Pewers, etc,

Examples: [74¢ = 3(mod 10)
‘7°€ = 7(MO0(II)

Exa.mp.’?-s.' Compute .'zq‘(moo(s)

2" =4 (mod 5)
Y = =1 ('"’d )




@

Theorem Given integers

€ and n
% Sveh tThat:
| ged(e ,n)=1,

Then there exists an (nteger |

| {
|
|

| unigue modvlo N sveh +hat
€.d =1 (med n) |




= = e @
Example (Rivest et al, 1777) |

Method:
® Choose large primes j2 G"Jg

0 Choose a larae int
Sueh That: d e eje"‘ €

gcd [e, (- !)-(3,-!)] =1

@ Let n =/9;

0 Then there €Xl's1'.$ a Um’;ue
in+23er d MOJ (’g-').(z-.)
Sveh that:

ed =1 med (p-1)(3-1)
and

ged [d, (o= 11(3-1)] = |




Ehcrxpfl'on |

(C =E(P)= P (med )|

(e Nn) is t+he encrypTion Ke

'Place (e,n) in the
a Public D”‘ec‘h"/

Decrypfwh
i
P= D(C) C (moa(n)

o (cl,h) s +Ae Jecrxpﬂan ﬁxi

ncon . , d [ E




€D

Observation: E and D sa'f'v'sf)f
the four properties fer a

Public-key Cryplesystem,d.e,
w D(E(P)) =P

@) Both E andd D are
‘easy’ to compvte

(3) D is ”hara(\ +o compuTe

from E (d.e.)E s a
trapdoor furetion)

4 E(D(P) =P



Ge)

E is a "‘rg'po(oqk iync.*"'onj
4'.Q.) (o(,n) (s 'hara(“ to

compute Ffrem (€,n). For:

lheorem Compu'h'ny a( from

e and N is eguvivalent o
factering h= /Dg

Fac'f‘ Facf'ero'n, I's exceeo(n‘n,/y
Com,ov'!'q'f“o'onq/ly hard.




€%

Thus we have a PKCS
where each vser X selects :

@) An encry/o'h'on key
Ey = n
X (ex’ x)

(b) And a a(ecry/a+f'on key
Dy = (e, 1y )

as elc‘rec'f'ea( aéove. Each
vser X places E>< in the

f)ubh‘c J,‘pec‘/‘or)r But keeps

DX secret.




If each vuser cheosegs
P and F 1o be lee Aigrt
long randem primes, Then
i+ s net compvutationally
pessible to cempute ol
From (§P%).

For assum "n9 o Secu\J,s;
per insfruc'(‘o'on) i+ would

take B'ZX'O?)/QQVS +°
fact v
fiJcatc or L7 y

On the other I'Qho(/
encry/o'h'ng ana/ olecr)'p',‘l'n’

only take a few SQCono(g
of computer time,

1




Im,lcmen'f'a.'l"fon S O O l ! |

On one NMOS chip

ng Soob/ts x (so- 160 J.',h‘s
pferd gz asobits g0 digrts

Data Rate: Appreximately

|ace bavel

Data Rate +Aeore+o'<ql lrnmi't
using brpeolar legre
20,000 bits/Sec.

Caveal: There is no mathematicl
proof that Factor/zation
s exceeo(:‘ngly hardl.




£ Scientific Amer, 1977
Example (Rivest et al)

Choose: p£2=%7 (a prime )

2 =59 (e © )
h=pPgE (4D(s9) = 2773

od =157
(e (g=n=[(e)(sR) = 2€€E
e = 17 |

where

ed = (172)(157) = | (mod 26¢8)




@

Consider the plarntext:
P=ITs ALL GREEK To ME.

(J-u /fus Caesa V‘) I) u)f Jgglfdrq,o/m!sfo()

Let
blank=zce,Az0l Bz 03, .-, 2 =26€

Theéeun +the p/m'nf?)r'/' beComes:

P. Pa. 63 Pq PJ‘
P=|0920 1900 oll2 1200 0718']
losos 1100 2015 0013 0500 |

P, P, P PR Pro




@

The cipher is compouted
as Follows

¢, =E(R)=F =948 (mod 2775)

C = 0948 a3ya 10RY 1y4y JE63
2390 0778 0774 o219 161

De cyyph'ng)
P=D @

D(G) = D(o48)= 948'57
= 920 (moed 2773)




-
L

Martin Gardner
Scrontific American
AngS"' y 1977

@




Break the following:

E= @ N) e=9007

N = 11438162575733387669235779976146612010213296721242362562 ETc.

P64 DIGITS
7 €5 DIGITS

FIND JAND CRACK THE CIPHER ON PAGE 121, I.E.,

9636 9613 /546 2206
1477 1409 2225 - 4355
3829 0575 9991 1245
7431 9374 6951 2093
0816 2932 2514 5703
5569 3147 6622 8339
8962 3013 3919 9055

1329 asl 5781 5154
SIGHED,

16717361150330344246015271339163393245436301, ETJ

= D (FIRST SOLVER WINS ONE HUNDRED DOLLARS)



