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" A
Motivation

m Online Communities

Social motive drives people to seek contact with others

Google, Yahoo newsgroups, mailing lists, online forums

Most of online communities are under certain central control
m Peer-to-Peer Network

SETI, KaZaA, BitTorrent, Gnutella, Napster

m Interest-based Peer-to-Peer Communities

A collection of peers in the network that share common interests
Self-organizing, no central management

Facilitating knowledge sharing

Reducing network load
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Peer-to-Peer Community
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" I
Our Work

m A framework for forming interest-based Peer-to-Peer
communities

m Order statistics-based approach to construct
communities with hierarchical structures

m Cryptographic protocols to measure similarity between
peers without disclosing their personal profiles to each
other
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" A
Related Work

Trust-based approach [Wang04]

Link analysis-based approach [Flake02]
Ontology matching-based approach [Castano05]
Attribute similarity-based approach [KhambattiO2]
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Building Blocks

Peer Interaction

Peer Profile Construction

TI10

* Cryptographic protocols are adopted to
measure similarity between peers without
disclosing their personal profiles

* Inner product between profile vectors used
as similarity index. Order statistics-based
approach used to build communities with
hierarchical structures

 Peer interacts with others by submitting
discovery queries to identify potential
members; or by replying incoming queries
to decide whether it can join a community

» Each peer is associated with a profile
vector that represents its interests, e.g.,
frequencies of web domains a peer has
visited
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" JE
Similarity Measurement

m What is “similar” ?
We need statistical metric to quantify the similarity
m Hierarchical Structure of the Community
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"
Order Statistics — Distribution-Free
Confidence Interval for Quantiles

m Population Quantile
Let X be a continuous random variable
Let ffp be the population quantile of order p, i.e., Pr{x< gp}: P
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"
Order Statistics — Distribution-Free
Confidence Interval for Quantiles

m Population Quantile Estimation
Let X be a continuous random variable
Let ffp be the population quantile of order p, i.e., Pr{x< gp}: P
Let X,<X,<...<Xy be N independent samples from X

We have

log(1l -

Pr{xy >&,}>q= N > 9(1-9)
log p

Example:
p (order of quantile) g (confidence level) | N (sample size)
0.90 0.95 29
0.85 0.95 19
0.80 0.95 14
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" B
Quantile Estimation in Network

m The community initiator P;invokes N random walks (Metropolis-
Hastings Sampling) over the network to find N sample peers.

m P,computes the inner product of his profile vector with each of the
sample peers.

m The largest inner product x is used as the threshold for estimating
quantile ffp :

m  Any peer in the network whose inner product with P;is greater than
or equal to x, is labeled as P;’s top (1-p) quantile memb%
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Privacy Management

m Private Inner Product Computation

To compute the inner product of two profile vectors owned by
two different peers, so that neither peer should learn anything
beyond what is implied by the peer’'s own vector and the output
of the computation.

m Protocol
Protocol 5.3.1 Private Scalar Product
Private Input of Alice: Vector x = (x1.....: Tq) € ,»;Jff
Private Input of Bob: Vector y = (41, yd} Zd

Output of Alice: x -y mod pu
1: Alice generates a private and public keyv pair (sk., pk).
and sends pk to Bob.

2: Foreach i,i = 1....d, Alice generates a random number
ri € Z,, and sends ¢; = Ep (x4, 7:) to Bob.

3: Bob computes w = Hle c¥* mod p? and sends w back
to Alice.

4: Alice computes x - v mod g = Dgp(w).
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Community Formation Process

Sample Size Percentile
Computation Estimation

Member
Identification

Community G Member Invitation &
Expansion Acceptance

WebKDD 2006 Workshop on Knowledge Discovery on the Web, Aug. 20, 2006, at KDD 2006, Philadelphia, PA, USA

12



" I
Experiments

m Data Collection
15 volunteers from UMBC and JHU
97,050 web browsing history records, 722 unique domains

m Network Topology Generation
BRITE: a universal topology generator from Boston University
Barabasi model to simulate Internet topology

m Distributed Computation Simulator
Distributed Data Mining Toolkit (DDMT) from UMBC
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Data Collection

Peer Profile Ontology -
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Fig. Topology generated by Barabasi model with BRITE. Left: 100 nodes; Right: 500 nodes.
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Distributed Computation Simulator

4 DDM Toolkit

r Project Selection r Mew Project Setup r Topoloogy Import rngent Types |/Data Import r Launch Agents |/ Results |

Known Agent Classes BRITE Node Name and Class Name Hode and Metwork Location
P2P Community AS MODE - HelloWorldNode 18 (HellowWorldNode)<> Nodedger = |
AS_MODE1 HellowWorldMode 19 {HelloWvorldMode)+<+ Nodedger,
20 {HellovvorldNode)<> Nodedger
21 {HelloWworldNode)+* NodeAger
22 {HellowvorldNode)<> Nodefger
23 (HelloWworldHode)+* NodeAger
24 {HellovvorldNode)<> Nodefger
25 {HelloWworldNode)+* NodeAger
26 {HellovvorldNode)<> Nodeger
27 {HelloWorldHode )+ HodeAger
28 {HellovvorldNode)<> Nodefger
29 {HelloWorldHode)+* HodeAger
30 {HellowvorldNode)<> Nodefger
Metwork Locations 31 (HelloWorldHode )+ HodeAger
32 {HellowvorldNode)<> Nodefger
NodeAgent1 33 (HelloWorldNode) <+ NodeAger
34 {HellowvorldNode)<> Nodefger
35 (HelloWorldHode )+ NodeAger
36 (HelloWworldNode)++ HodeAger
37 (HelloworldHode )+ NodeAger
38 (HellowworldNode)++ HodeAger
39 (HelloWworldNode )+ Nodedger
40 (HelloWworldNode)++ Nodefger - |
1] Il | [ ]

| Set H Clear || Loadl... | | Set || Clear || Load... |

Refresh | Save |

12082006, 05:56:48 - Project P2P Community loaded.
180872006, 05:96:40 -- Main Fanel: Error; Could not refresh panel!
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Experiments of Population Quantile Estimation
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Fig.1: Estimated and actual quantile value w.r.t. Fig. 2: Estimated and actual quantile value
the order of quantiles. The results are an w.r.t. the number of peers for fixed p=0.8,

average of 100 independent runs.

g=0.95. The results are an average of 100
independent runs.
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Experiments of Community Formation

TTL || Ave Num of Community Members | Time (in secs)
3 3 55.00
4 8 77.50
8 13 173.00

Fig. 4: Average number of community members found by a
peer without community expansion. 95% confidence, 80%
guantile, 100 peers in total.

TTL || Ave Num of Community Members | Time (in secs)
3 T 59.00
4 12 82.50
8 17 179.00

Fig. 5: Average number of community members found by a
peer with community expansion. 95% confidence, 80%
guantile, 100 peers in total.

WebKDD 2006 Workshop on Knowledge Discovery on the Web, Aug. 20, 2006, at KDD 2006, Philadelphia, PA, USA

18



" B
Future Work

m New approach to build peer’s profile
m Experiments in a real distributed environment
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Thank You!
Questions?
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