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ABSTRACT

Title of Dissertation: Efficient Local Algorithms for Distributed
Data Mining in Large Scale Peer to Peer
Environments: A Deterministic Approach

Kanishka Bhaduri, Doctor of Philosophy, 2008

Thesis directed by: Dr. Hillol Kargupta
Associate Professor
Department of Computer Science and
Electrical Engineering

Peer-to-peer (P2P) systems such as Gnutella, Napster, e-Mule, Kazaa, and Freenet

are increasingly becoming popular for many applications that go beyond downloading mu-

sic files without paying for it. Examples include P2P systemsfor network storage, web

caching, searching and indexing of relevant documents and distributed network-threat anal-

ysis. These environments are rich in data and this data, if mined, can provide valuable

source of information. Mining the web cache of users, for example, may often give in-

formation about their browsing patterns leading to efficient searching, resource utilization,

query routing and more. However, most of the off-the-shelf data analysis techniques are

designed for centralized applications where the entire data is stored in a single location.

These techniques do not work in a highly decentralized, distributed environment such as

a P2P network. We need distributed data mining algorithms that are fundamentallylocal,

scalable, decentralized, asynchronous and anytime to solve this problem.

This research proposesDeFraLC: aDeterminsiticFramework forLocalComputation

of functions defined on data distributed in large scale (peerto peer) systems. Computing

global data models in such environments can be very expensive. Moving all or some of the

data to a central location does not work because of the high cost involved in centralization.

The cost increases even more under a dynamic scenario where the peers’ data and the

network topology change arbitrarily. In this dissertationwe have focused on developing



algorithms for deterministic function-computation in large scale P2P environments. Our

algorithmic framework islocal which means that a peer can compute a function based on

the information of only a handful of nearby neighbors and thecommunication overhead of

the algorithm is upper bounded by some constant, independent of the size of the system.

As a consequence, several messages can be pruned, leading toexcellent scalability of our

algorithms.

The first algorithm that we have developed —PeGMA, Peer-to-PeerGenericMonitoring

Algorithm — is capable of computing complex functions definedon the average of the hor-

izontally distributed data. This generic algorithm is extremely accurate, highly scalable and

can seamlessly adapt to changes in the data or the network. Following PeGMA, several in-

teresting algorithms can be developed such as the L2 norm monitoring of distributed data

which is a very powerful primitive. Using a two step feedbackloop, a number of data

mining algorithms have been proposed. The first step uses thelocal algorithm to raise a

flag whenever the current data does not fit the function. The second step uses a feedback

loop to sample data from the network and build a new function.The correctness of the

local algorithm guarantees that once the computation terminates each peer has the same

result compared to a centralized scenario. We propose solutions for P2Pk-means monitor-

ing, eigen monitoring and multivariate regression in P2P environments. Furthermore, we

have shown how a complex data mining algorithm such as decision tree induction can be

developed for P2P environments. Finally we have implemented all of the algorithms in a

Distributed Data Mining Toolkit (DDMT) [44] developed at the DIADIC research lab at

UMBC. Our extensive experimental results show that the proposed algorithms are accurate,

efficient and highly scalable.
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Chapter 1

INTRODUCTION

1.1 Introduction

Proliferation of communication technologies and reduction in storage costs over the

past decade have led to the emergence of several distributedsystems. These environments

are rich in data; however unlike traditional systems where the data and computational re-

sources are at one central location, these systems are distributed both in terms of data and

resources. As a result, mining in such environments naturally calls for proper utilization

of these distributed resources. Moreover, in many privacy sensitive applications different,

possibly multi-party, data sets collected at different sites must be processed in a distributed

fashion without collecting everything to a single central site. However, most off-the-shelf

data mining systems are designed to work as a monolithic centralized application. They

normally down-load the relevant data to a centralized location and then perform the data

mining operations. This centralized approach does not workwell in many of the emerging

distributed, ubiquitous, possibly privacy-sensitive data mining applications due to compu-

tation, communication, and storage constraints.

Distributed Data Mining (DDM) offers an alternate approachto address this problem

of mining data using distributed resources. DDM pays careful attention to the distributed

resources of data, computing, communication, and human factors in order to use them in

a near optimal fashion. Distributed data mining is gaining increasing attention in today’s
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world for advanced data driven applications.

Peer-to-peer (P2P) systems are emerging as a choice of solution for a new breed of ap-

plications such as file sharing, collaborative movie and song scoring, electronic commerce,

Internet chat, webcast surveillance using sensor networksto name a few. P2P systems can

be viewed as an extreme case of DDM applications — they are huge (sizes are of the order

of tens of thousands or millions in many cases), there is no coordinator node, the connec-

tions among the nodes are ad hoc, the node and link failures are unpredictable, data changes

with time (streaming scenario) just to mention a few. Traditional DDM algorithms cannot

often be deployed in such environments mainly because of scalability issues, asynchronous

nature of such environments, streaming data — to mention a few.

This dissertation proposes a framework —DeFraLC (DeterministicFramework for

Local Computing) — for distributed data mining in large P2P systems. The algorithmic

framework proposed is deterministic and provably correct in the sense that the result pro-

duced by our framework is the same that would be produced if all the data were accumu-

lated at a central site and then an off-the-shelf centralized data mining algorithm was run.

Since these systems typically consist of millions of nodes or peers and the system is con-

stantly changing, it is very important to compute the results efficiently. Local computation,

as we define in this dissertation, guarantees an upper bound on the communication com-

plexity at each node (independent of the network size), thereby providing high scalability

of these algorithms. Each node contacts only a few of the other nodes in the network to

generate a global mode. TheDeFraLC framework handles node and data changes with

ease; the model adapts automatically whenever the system changes. We show the generic

nature ofDeFraLC by proposing a number of algorithms which are direct application of

DeFraLC.
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1.2 Motivation

Data mining has been defined as “the nontrivial extraction ofimplicit, previously un-

known, and potentially useful information from data” [60] and “the science of extracting

useful information from large data sets or databases” [73].It involves searching through

large amounts of data and picking out relevant information.

P2P networks are quickly emerging as huge information systems. Through networks

such as Kazaa, e-Mule, BitTorrents and more consumers can share vast amounts of data.

While initial consumer interest in P2P networks was focusedon the data itself, more recent

research such as P2P web community formation argues that theconsumers will greatly

benefit from the knowledge locked in the data [115] [37].

For instance, music recommendations and sharing systems are a thriving industry to-

day [3][152] -- a sure sign of the value consumers have put on this application. However,

all existing systems require that users submit their listening habits, either explicitly or im-

plicitly, to centralized processing. Such centralized processing can be problematic because

it can result in severe performance bottleneck. Several distributed association rule mining

algorithms (e.g. the one by Wolffet al. [196]) have shown that centralized processing may

not be a necessity by describing algorithms which compute association rules (and hence,

recommendations) in-network; processing the data in-network means that it is very effi-

cient and scalable. Moreover Mierswaet al. [123] have demonstrated the collaborative use

of features for organizing mucic collections in a P2P setting.

Another application which offers high value to the consumers is failure determination

[145][206]. In failure determination, computer-log data which may have relation to the

failure of software and this data is later analyzed in effortto determine the reason for the

failure. Data collection systems are today integral to boththe Windows and Linux oper-

ating systems. Analysis is performed off-line on a central site and often uses knowledge

discovery methods. Still, home users often choose not to cooperate with current data col-



4
lection systems because they fear for privacy and currentlythere is no immediate benefit

to the user for participating in the system. Collaborative data mining for failure determina-

tion can be very useful in such scenarios. Such a privacy preserving P2P misconfiguration

diagnosis technique has been proposed by Huang et al [82].

Consider a P2P system such as Napster [134] or Gnutella [68].In most of these large

scale systems, users download music files or other files basedon certain preferences. There

are several interesting questions that can be asked in such environments. For example, does

the type of music downloaded change over time ? Or, is there a particular type of file or

genre of music preferred by users at a certain time of the year(e.g. during the Christmas)

? Can users be clustered based on their preferences ? Answersto many such questions can

be crucial from the system’s point of view — the resources necessary can change over time

and it makes sense to reinvest the unused resources in a better way.

However, it is not always possible to centralize the data andbuild models of it. The

bandwidth required to centralize the data may be too expensive. The storage required at

the central repository may also be unacceptable. Above all,if the data is non-stationary,

it may so happen that the rate at which the data changes is faster than the rate at which

data can be propagated through the network, making distributed monitoring algorithms the

only alternative. Moreover traditional client server based DDM algorithms do not scale to

millions of peers and hence they also fail to address the issues in P2P applications. This

motivates us to develop theDeFraLC framework.

1.3 Problem Statement

This dissertation addresses the following problem. Consider a large P2P network

consisting of millions of nodes or peers and connected via anunderlying communication

infrastructure. Each node has some data which is known only to itself. We call this the local

data of the node. Each node can exchange messages with its neighbors. The system is con-
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stantly changing both with respect to the nodes and the data contained at each node. This

research aims at answering the question: “How can data mining techniques or algorithms

be developed or applied that can extract useful knowledge from the union of all data of all

peers in these networks under the following constraints (1)low communication overhead,

(2) no synchronization, (3) failure resistance in case of nodes departing or joining, and (4)

quality of results comparable to centralized mining techniques.”

1.4 Contributions

In this dissertation we have systematically studied the area of deterministic local

algorithms for data mining in P2P environments. A generic framework —DeFraLC

(Deterministic Framework forLocal Computing) — has been proposed for developing

many deterministic local algorithms. The strength yet simplicity of the framework is

demonstrated by developing a number of algorithms based on it — the L2 Thresholding,

Means monitoring,k-means monitoring, eigen vector monitoring, multivariateregression

and decision tree induction.

The specific contributions of this dissertation are highlighted next.

1. We have identified a common principle which can be used to develop extremely com-

plex efficient exact (deterministic) local algorithms, proving a main theorem from

which a large number of deterministic local algorithms can be developed.

2. Based on the above theorem, we have developed theDeFraLCframework. ThePeer-

to-PeerGenericMonitoringAlgorithm (PeGMA) proposed inDeFraLCcan be used

to compute arbitrarily complex functions of the average of the data in a distributed

system. It can also be extended to compute functions on otherlinear combinations

of data, including weighted averages of selections from thedata.

3. Third, theDeFraLC can be used for monitoring, and consequent reactive updating
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of any model of horizontally distributed data. Consequently, we have shown how

theDeFraLC framework can be applied to track the average of distributeddata, the

first eigenvector of that data, thek-means clustering of that data and multivariate

regression of the data.

4. Finally, we have shown how a complex data mining algorithmsuch as decision tree

induction can be developed for P2P systems which is robust todata and network

changes, suffers low communication overhead, offers high scalability and is asyn-

chronous. In the process we have demonstrated how complex functions such as gini

or entropy information gain need to be replaced by simpler ones such as misclassifi-

cation gain to aid in the tree building process.

5. Lastly, we have implemented all of the proposed algorithms in a Distributed Data

Mining Toolkit (DDMT) [44], developed by the DIADIC Research Lab at UMBC.

1.5 Dissertation Organization

This dissertation is organized as follows.

Chapter 1: This chapter introduces the domain of research, motivates the problem,

presents the problem statement and contributions, and states the organization of the dis-

sertation.

Chapter 2: This chapter presents a background study of the different types of P2P net-

works and the characteristics of the P2P data mining algorithms. Then it discusses the ex-

isting algorithms and techniques for distributed data mining, P2P data mining, distributed

data stream mining, sensor networks, GRID systems, P2P information retrieval and multi-

agent systems. Finally this chapter discusses some applications of the P2P networks.

Chapter 3: This chapter presents theDeFraLC framework (DeterministicFramework for

LocalComputing). ThePeer-to-PeerGenericMonitoringAlgorithm (PeGMA), the main
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component ofDeFraLC is capable of computing complex functions defined on the average

of the global data. Further, this chapter shows how the generic algorithm can be used for

L2 norm thresholding, mean monitoring,k-means monitoring, eigenvector monitoring and

multivariate regression in large P2P settings.

Chapter 4: This chapter presents an efficient P2P decision tree induction algorithm which

is asynchronous and robust to data and network changes. It shows (1) how the algorithm

is efficient compared to brute force centralization of data statistics and (2) the quality is

comparable to such a centralized algorithm.

Chapter 5: This chapter concludes the dissertation and presents some prospective areas of

future research.
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Chapter 2

BACKGROUND AND RELATED WORK

2.1 Introduction

P2P systems such as Gnutella, BitTorrents, e-Mule, Kazaa, and Freenet are increas-

ingly becoming popular for many applications that go beyonddownloading music without

paying for it. Examples include P2P systems for network storage, web caching, searching

and indexing of relevant documents and distributed network-threat analysis. The next gen-

eration of advanced P2P applications for bioinformatics1, client-side web mining [115] and

large-scale web search2 are likely to need support for advanced data analysis and mining.

This has resulted in the development of several distributeddata mining algorithms specifi-

cally focused towards knowledge extraction from such largeasynchronous networks.

Our goal in this chapter is to first familiarize the reader with the different types of P2P

networks. We then follow the discussion with the characteristics of the algorithms suitable

for P2P networks. Finally we present some related work in thearea of this research. For

convenience, we have categorized the related work into the following areas. We start with

the related work in DDM in Section 2.5 followed by the relatedwork in P2P computing

in Section 2.6. Since data stream mining in distributed environments has seen many al-

gorithms similar to P2P data mining, we discuss them in Section 2.7. Sensors are often

1http://smweb.bcgsc.bc.ca/chinook/index.html
2http://www.yacy.net/
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deployed both in military and civilian applications and they form an ad-hoc network. Al-

though currently their communication and network infrastructure are very structured and

hierarchical, the next generation of sensor net applications may have more decentralized

control such as in typical P2P networks. Because of its proximity to this area of research,

we summarize the related work in data mining in sensor networks in Section 2.8. We dis-

cuss the related work in P2P information retrieval in Section 2.9 followed by the related

work in data mining in GRIDS in Section 2.10. Finally, we present some work in the area

of multi-agent systems and distributed AI in Section 2.11. Before we end this chapter,

we also describe some exciting application areas of the P2P paradigm of data mining and

computing.

2.2 Client-Server Networks and Peer-to-Peer Networks

Advances in computing and communication over wired and wireless networks have

resulted in many pervasive distributed computing environments for example the Internet,

Intranets, local area networks, ad hoc wireless networks, sensor networks and peer-to-peer

networks. Most of the initial effort was directed towards developing systems based on

client-server architecture such as most modern web servers, file servers, mail servers, print

servers, e-commerce applications and more. Figure 2.1 shows a system based on client

server architecture. In the figure the clients try to connectto a file server, application

server, web server or database server. This architecture became popular mainly because

of the simple synchronous nature of the communication between the server and the client.

Since the data is stored mainly at the server, it is relatively easy to ensure security and

privacy. However as more and more of these systems evolved, several shortcomings were

realized. With increased clients and more requests from each client, traffic congestion

between the server and the client became heavy, leading to reduced throughput. Moreover

in many cases several clients sat idle, leading to unbalanced load distribution. Another
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FIG. 2.1. A client server architecture showing three clients and three servers
— a web server, application server and database server. Image source
http://www.sqapartners.com/images/webmatrix2590.jpg.

major drawback was the lack of robustness to failed clients.Since in a typical client server-

based distributed system the data is not replicated but rather kept at a single site, a node

failure is devastating for the entire system.

To alleviate some of these issues, Peer-to-Peer networks were developed. The term

“Peer-to-Peer” (P2P) refers to a class of systems and applications that employ distributed

resources to perform critical functions in a decentralizedmanner [124]. P2P networks are

typically used for connecting nodes via largely ad hoc connections and hence all the nodes

are equal in functionality. Each node acts as both theserver and clientand hence peers are

often referred to asservent. With the pervasive deployment of computers, P2P technology

is increasingly receiving attention in research, product development, and investment circles.

Sharing static content files such as audio, video, data or anything in digital format is very

common using P2P technology. Realtime data such as telephony traffic, streaming audio



11

FIG. 2.2. A P2P network of 100 nodes showing the ad-hoc structure.

and tv channels3 is handled in a P2P manner. There are several advantages of a P2P network

over the client-server model. Due to the absence of any centralized node, there is no single

point of failure. Moreover, all clients provide resources,including bandwidth, storage

space, and computing power. Thus, as nodes arrive and demandon the system increases,

the total capacity of the system also increases (because allnodes act as both the server and

client). This is not true of a client-server architecture with a fixed set of servers, in which

adding more clients could mean slower data transfer for all users. Since this research aims

at developing algorithms for data mining in P2P networks, the rest of this document will

focus on this model of computing.

Depending on how the individual peers are connected, there are different types of P2P

networks — we present an overview of the different types in the next section.

3http://www.sopcast.org/
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2.3 Types of Peer-to-Peer Networks

Several classifications exist for P2P networks. In this section we follow the one dis-

cussed by Lvet al. [117]. The authors classify the different architectures ofP2P networks

into three classes — (1) Centralized, (2) Decentralized butstructured, and (3) Decentralized

and unstructured.

2.3.1 Centralized

In this type of P2P networks, although there are several nodes or peers, the point of

control or communication is through a central server. In early days of its advent, Napster

[134] followed this type of P2P topology. All queries were handled through the central

node and hence this node needed to have an index of all the filesin the network in order to

provide an answer to the query. Naturally, the most serious disadvantage to this structure

is a single point of failure. Also these structures are not scalable due to the dependence on

the central node.

2.3.2 Decentralized but structured

In order to circumvent some of the problems associated with the earlier architecture,

designers came up with a decentralized network structure. In this model of architecture,

there is no concept of central node. However, in many cases, there is significant structure

imposed on the network. For example, in many applications, there is an implicit assumption

of an overlay tree structure in such networks [195]. There are more examples of such

networks as provided in CHORD [175], CAN [158], PASTRY [160]and more. In these

networks, the major idea is to use a Distributed Hash Table (DHT) to aid in the searching

of contents in such networks. The files to be searched are not placed in random nodes;

rather they are hashed to a number and the files are placed at the nodes corresponding to

that number (node id).
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2.3.3 Decentralized and unstructured

These are systems in which there is neither a centralized directory nor any precise

control over the network topology or file placement. Gnutella [68] is an example of such

designs. The resultant topology has certain properties, but the placement of files is not

based on any knowledge of the topology. To find a file, a node queries its neighbors.

The most typical query method is flooding, where the query is propagated to all neighbors

within a certain radius. These unstructured designs are extremely resilient to nodes entering

and leaving the system. These networks are easy to maintain as well.

With such varied types of P2P networks, it is easy to see that not all algorithms are

suitable for all the P2P architectures. In the next section we present some desired charac-

teristics of P2P data mining algorithms.

2.4 Characteristics of Peer-to-Peer Data Mining Algorithms

As pointed out in the last section, the computational environment of P2P systems is

quite different from the ones for which traditional data mining algorithms are intended. As

such, these environments demand a new breed of algorithms for efficient operation. Below

are a list of operational characteristics desired for data mining algorithms developed for

such networks.

1. Communication Efficient— P2P data mining algorithms must be able to work in

a communication efficient manner. Although, many P2P systems are designed for

sharing large data files (e.g. music, movies), a distributeddata mining system that

involves analyzing such data, may not have the luxury to frequently exchange large

volume of data among the nodes in the P2P network simply for data analysis. Ide-

ally, it should not move any data (or at the maximum share minimal data), but only

exchange ‘knowledge’ about data for mining purpose. Data mining in a P2P environ-
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ment should be “light-weight”; it should be able to perform distributed data analysis

with minimal communication overhead.

2. Scalability— One of the most desired characteristics of any P2P algorithm is scala-

bility. Since modern P2P systems can grow up to millions of peers (Skypepresently

has around 50 million peers), the computational and communication (bandwidth)

resource requirement for such algorithms should be independent of the size of the

system. Communication efficient algorithms are, in general, expected to be scalable.

Local algorithms, which we define in the next chapter offers a new way to develop

highly scalable P2P algorithms.

3. Anytimeness— In many real world P2P systemsviz. sensor networks, data at the

nodes often changes with time (streaming scenario). Any algorithm that needs to

begin computation from scratch whenever the data changes isthus inappropriate for

our goals since it would (1) take too many resources for everydata change, and (2)

take a long time to give the result. Typically, in a streamingscenario we want answers

to the problems as and when required — incremental algorithms are can provide with

the solutions quickly. Furthermore, since the rate of data-change may be higher than

the rate of computation in some applications, the algorithmshould be able to report

a partial, ad hoc solution, at any time.

4. Asynchronism— Due to the massive scale of P2P systems and its volatile nature,

P2P algorithms are desired to be asynchronous. Synchronized algorithms are likely

to fail due to connection latency, limited bandwidth or nodefailures.

5. Decentralization— Although some P2P systems still use central servers for various

purposes, ideally any algorithm designed for peer-to-peersystems should be able

to run in absence of any coordinator (server or router) and calculate the result in-

network rather than collect data in a single peer. This immediately points out the
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advantages — (1) there is no traffic bottleneck at the centralnode, and (2) there is no

single point of failure.

6. Fault-tolerance— In P2P systems, it is not unusual for several peers to leave and join

the system at any given moment. Thus,the system should be able to recover from the

failure of peers, and the subsequent loss of data. In other words, the algorithm must

be ‘robust’ to network and data changes.

7. Privacy and Security— Since P2P networks consists of heterogenous entities work-

ing in a collaborative fashion, privacy is an important issue. Similar to any other large

distributed system, security is also an important issue in P2P data mining system.

In many cases, developing algorithms that satisfy all of theabove requirements is quite

difficult. In this dissertation, therefore, we will focus oncertain characteristics of the P2P

algorithms.

In the next few sections we present some literature related to our area of research.

Since our research relates to many different areas of study,we have divided this section

into the following subsections. The first section (Section 2.5) discusses the related work

in distributed data mining. Section 2.6 discusses the related work in P2P data mining.

The next section (Section 2.7) presents the related work in distributed data stream mining

followed by the related work in data mining in sensor networks in Section 2.8. Section 2.10

offers some details in the area of data mining in Grids. Finally, we present some work in

the area of multi-agent systems and distributed AI in Section 2.11.

2.5 Related work: Distributed Data Mining

In this section we present a brief overview of the existing work on Distributed Data

Mining or (DDM) in general. DDM, as the name suggests, deals with the problem of data

analysis in environments with distributed data, computingnodes, and users. This area has
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seen considerable amount of research during the last decade. For an introduction to the

area, interested readers are referred to the books by Kargupta et al. [93][94]. A related of

research is the area of system development and algorithm development for distributed sys-

tems. The book by Ghosh [65] presents a detailed study of the different types of algorithms

developed for distributed systems.

Depending on how the data is distributed across the various sites, a natural way to

categorize the DDM algorithms is as follows:

• Horizontally partitioned— in which all the features are present in all the sites, but

the samples/data tuples are distributed across the sites.

• Vertically partitioned— in which the features are distributed across all the sites (may

be overlapping or disjoint).

DDM algorithms have been proposed for many popular data analysis tasks. In the next

two subsections, we present a brief sampling from each majorcategory. We focus primarily

on distributed clustering and classification since this thesis proposed algorithms for doing

the same in a P2P domain. Interested readers are referred to the books by Karguptaet al.

[93][94], the distributed data mining bibliography maintained at UMBC [43] and several

surveys [201][202] for more in-depth discussions.

2.5.1 Distributed Classification

Ensemble based classifier learning is well suited to distributed data mining frame-

work. In ensemble techniques such as bagging [21], boosting[62] and random forests [22]

several weak classifiers are induced from different partitions of the data and then they are

combined using voting techniques or otherwise to produce the output. These techniques

can be adopted for distributed learning by inducing a weak classifier from each distributed

data site and then combining them at a central location. In the literature this is popularly
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known as the meta-learning framework [31][30]. Several strategies for combining the clas-

sifiers have been proposed such as voting, arbitration and combiner. The meta learning

framework for homogenous dataset is implemented as part of the JAM system [176].

The problem of learning from heterogeneously partitioned data has been addressed by

several researchers. Park and his colleagues [148] have developed algorithms for learning

from heterogenous datasets using an evolutionary technique. Their work first builds local

classifiers and then identifies a selection of tuples that none of these local classifiers can

correctly classify. These tuples are centralized and a new classifier is build on this tuples.

The classification of a new tuple is based on either a collection of local classifiers or the

centralized one.

Carageaet al. [29] presented a decision tree induction algorithm for bothdistributed

homogenous and heterogenous environments. Noting that thecrux of any decision tree

algorithm is the use of an effective splitting criteria, theauthors propose a method by which

this criteria can be evaluated in a distributed fashion. More specifically the paper shows

that by only centralizing summary statistics from each sitee.g., counts of instances that

satisfy specific constraints on the values of the attributesto one location, there can be huge

savings in terms of communication when compared to brute force centralization. Moreover,

the distributed decision tree induced is the same compared to a centralized scenario. Their

system is available as part of the INDUS system.

A different approach was taken by Giannellaet al. [66] and Olsen [141]. They used

Gini information gain as the impurity measure and showed that Gini between two attributes

can be formulated as a dot product between two binary vectors. To cut down the commu-

nication complexity, the authors evaluated the dot productafter projecting the vectors in a

random subspace. Instead of sending either the raw data or the large binary vectors, the

distributed sites communicate only these projected low-dimensional vectors. The paper

shows that using only 20% of the communication cost necessary to centralize the data,
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they can build trees which are at least 80% accurate comparedto the trees produced by

centralization.

An order statistics based approach to combining classifier ensembles generated from

heterogenous data has been proposed by Tumer and Ghosh [189].

The collective data mining framework (CDM) by Karguptaet al. [92] proposes algo-

rithms for data mining from heterogenous data sites using orthogonal basis functions. The

basic idea is to represent the model to be built using an orthonormal basis set such as fourier

coefficients. These coefficients are then evaluated at each local site and they are transferred

to a central location. Coefficients involving cross terms between the sites are evaluated at

the central site after centralizing a sample of the data. Several data mining algorithms have

been proposed using this technique. Bayes net from distributed heterogenous data [33],

decision trees [96], distributed multivariate regression[78], distributed principle compo-

nent (PCA) and data clustering [95] are some of the algorithms developed using the CDM

framework.

2.5.2 Distributed Clustering

Several techniques have been proposed in the literature fordistributed clustering of

data.

Karguptaet al. [95] have developed a principle component analysis (PCA) based

clustering technique on the CDM framework for heterogeneously distributed data. Each

local site performs PCA, projects the local data along the principle components, and applies

a known clustering algorithm. The communication complexity of such a technique is much

smaller than centralizing all the data.

Klusch et al. [102] considered the problem of distributed clustering over homoge-

nously distributed data using kernel-density. They use a local definition of density based

cluster and points which have same density (according to some kernel function) are put in
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the same cluster. They build local clusters of the data and transmit these to a central site.

The central site then combines these clusters.

k-means clustering of data is a popular data mining technique. Distributed versions of

k-means clustering algorithms have been proposed by variousresearchers till date. Eisen-

hardtet al. [53] proposed a distributed method for document clusteringusingk-means.

Their technique is enhanced with a “probe and echo” mechanism for updating cluster cen-

troids. The algorithm is synchronized and each round corresponds to ak-means iteration.

There is one designated initiator node. It launches a probe message to all its neighbors and

sends its local centroids and weights. Whenever a nodePj receives a probe message from

its neighborPi, it first updates its current centroids with the ones received fromPi and then

forwards the probe to all its neighbors (exceptPi). When a site has received a probe or each

from everyone, it forwards the message to the one from which it first received the probe.

This process continues until a termination criteria stops the iterations.

Based on this technique, several extensions have been proposed. Banyopadhyayet al.

[7] have proposed an algorithm fork-means clustering based on sampling technique. To

relax the synchronization assumptions, Datta et al. [40] later proposed an asynchronous

version ofk-means algorithm suitable for P2P networks. Dhillon and Modha [46] have de-

veloped a parallel implementation of thek-means algorithm on homogenously partitioned

dataset. Similar technique fork-harmonic mean has been proposed by Forman and Zhang

[58].

A different approach to distributed clustering is to generate local models and then

combine them at a central site. These techniques are (1) asynchronous, (2) offer good com-

munication complexity compared to centralization of data,and (3) offers privacy preserving

solutions in many domains.

Johnson and Kargupta [87] have proposed a hierarchical clustering algorithm on het-

erogeneously distributed data. The idea is to generate local dendograms and then combine
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them at a central site.

Lazarevicet al. considered the problem of combining spatial clusterings toproduce a

global regression-based classifier on a homogenously distributed data.

Several other techniques for distributed heterogenous data clustering have been pro-

posed using ensemble approach such as [179] and [61].

2.6 Related work: Data Mining in Peer-to-Peer Environments

P2P data mining has very recently emerged as a subfield of DDM,specifically fo-

cusing on algorithms which satisfy the properties mentioned in Section 2.4. Due to its

nascency, this area of research has little prior work. Dattaet al. [39] present an overview

of this topic.

In the next few sections we present an overview of the different types of P2P data min-

ing algorithms. Table 2.1 shows the taxonomy of the different P2P data mining algorithms.

P2P Alg.





Approximate Alg.





Probabilistic Alg.

{
Sampling Alg.
Gossip-based Alg.

Deterministic Alg.

Exact Alg.





Flooding Alg.
Convergecast Alg.
Local Alg.
Cluster-based Alg.

Table 2.1. Categorization of the different P2P data mining algorithms.

2.6.1 Approximate Algorithms

Approximate algorithms, as the name suggests, computes theapproximate data min-

ing results. The approximation can be probabilistic (Section 2.6.1) or deterministic (Section

2.6.1).
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Probabilistic Approximate Algorithms: Probabilistic algorithms rely on the re-

sults of sampling theory from statistics to derive bounds onthe quality of the results.

1. Sampling-based algorithms: In sampling-based algorithms peers sample data (us-

ing some variations of graph random walk as proposed by Dattaet al. [41]) from their own

partition and that of several neighbors’ and then build a model assuming that this data is

representative of that of the entire set of peers. Thus, the algorithms claim nothing on the

accuracy of the resulting model in the general case. Examples for these algorithms in-

clude the P2Pk-Means algorithm by Banyopadhyayet al. [7], the naive Bayes algorithm

by Kowalczyket al. [104], and more. Banyopadhyayet al. [7] talk about a distributed

k-Means algorithm designed for a horizontally partitioned scenario, such that only the cen-

troids of the local sites need to be communicated. The paper presents a theoretical proof of

quality and convergence (in some restricted casese.g.when the data is sampled uniformly

from the network). This work was one of the first efforts of engineering a well-known data

mining technique to work in a P2P domain. Dattaet al. [40] later enhanced this algorithm

to work in an asynchronous environment. However it still lacks theoretical proof of quality

and convergence.

More recently, Daset al. have developed an algorithm [37] for identifying significant

inner product entries in a P2P network in a horizontally partitioned data distribution sce-

nario. Inner product is an important primitive in data mining, useful for many techniques

such as distance computation, clustering, classification and more. The proposed algorithm

uses a variant of Metropolis-Hastings random walk [121] to draw random samples from

the network and using the results from the ordinal decision theory bounds the quality of

the result and the communication complexity. Extending further, Liuet al. [115] proposed

an algorithm for community formation in P2P environments using client-side browser his-

tory and inner product computation. The latter paper also talks about preserving the users’

privacy using SMC protocols.
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2. Gossip-based algorithms: The second category, gossip-based algorithms, relies

on properties of random walks on graphs to provide estimatesfor various statistics of data

stored in the graph. Gossip-based computation was first introduced by Kempeet al. [99],

in which they showed that each peer, by contacting a small number of nodes chosen at

random, can get the result of the computation exponentiallyfast. Boydet al. [18] enhanced

the protocol for general graphs. The most important qualityof gossip-based algorithms

is that they provide probabilistic guarantees for the accuracy of the result. However, the

first gossip-based algorithms required that the algorithm be executed from scratch if the

data changes in order to maintain those guarantees. This problem was later addressed by

Mehyaret al. [119], and by Jelasityet al. [85]. Mehyaret al. [119] propose a graph

Laplacian-based approach to compute the average of a set of points in a P2P network. Each

peer has a number sayxi and an estimate of the global averagezi. The paper shows that

the rate at whichzi → 1
n

∑n

i=1 xi is exponential, thereby achieving fast convergence.

Deterministic Approximate Algorithms: The probabilistic techniques, as dis-

cussed in the previous sections use randomized algorithms and hence their output depends

on the input and some other random variables. As such, these algorithms can only guaran-

tee the quality of the results on average and the variance of the process is also bounded. A

single trial can yield a very different answer. To counter these problems, researchers have

proposed a new genre of approximation technique which we call here the deterministic

approximation technique. In such techniques, the output isonly dependent on the input.

The results, although approximate, hold true for every single trial. This makes them very

attractive for many real-life problems including data mining in distributed environments.

A popular method of performing deterministic approximation technique is to use the

method of variational approximation as proposed by Jordanet al. [89] and by Jaakkola

[83]. The variational approximation technique consists ofthree steps:

1. Pose the original problem as a optimization problem. Define an objective function
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for the same such that the optimal solution of this objectivefunction gives the exact

solution of the original problem.

2. Develop a search strategy to search in this transformed space.

3. Since for many problems this search can be intractable, apply approximations that

make this search computationally feasible. Note that this step makes (1) the varia-

tional technique feasible and (2) an approximate techniquerather than an exact tech-

nique.

Several approaches exist in the literature based on the variational approximation tech-

nique. Jordan and Jaakkola have proposed solutions for problems such as inferencing, pa-

rameter estimation using EM algorithm, gaussian mixture models and more. Bayesian pa-

rameter learning using variational technique have been proposed by Murphy [132]. While

most of these techniques work for centralized scenarios, Mukherjee [130] has proposed

distributed algorithms for variational approximation. The distributed inferencing or VIDE

framework [129] aims to solve the problem of target trackingin wireless sensor networks.

Further, he proposed solutions for distributed linear regression using the same variational

framework [131].

2.6.2 Exact Algorithms

Exact algorithms form an exciting paradigm of computation whereby the result gener-

ated by the distributed algorithms is exactly the same if allthe peers were given all the data.

Thus, contrary to approximate techniques, these algorithms produce the correct result ev-

erytime they are executed. Depending on how these algorithms compute the correct result,

exact algorithms can be classified as convergecast-based algorithms, flooding algorithms,

local algorithms, and cluster-based algorithms.
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Flooding Algorithms Flooding algorithms flood whatever data is available at each

node. This is very expensive since it communicates all the data. It is trivial to develop

algorithms for certain functions which flood all the data andguarantee correctness of the

results. In most interesting cases, we strive to develop algorithms which can do better than

this naive approach.

Convergecast Algorithms The second category, convergecast algorithms, are also

extremely simple. In such algorithms the computation takesplace over a spanning tree. For

any peer, computing the network sum, for example, amounts toreceiving the data of all the

neighbors, then adding its value and propagating the resultto its parent. Algorithms such

as [156] provide generic solutions — suitable for the computation of multiple functions.

They are also extremely communication efficient: computingthe average, for instance,

only requires one message from each peer. The problem with these algorithms is that they

are extremely synchronized — with every round of computation taking a lot of time. This

becomes very problematic when the data is dynamic and computation has to be iterated

frequently due to data change.

Local algorithms Local algorithms are a class of highly efficient algorithms devel-

oped for P2P networks. They are data dependent distributed algorithms. However, in a

distributed setup data dependency means that at certain conditions peer can cease to com-

municate with one another and the algorithm terminates withthe same result compared to

a centralized scenario. These conditions can occur after a peer has collected the statistics

of just few other peers. In such cases, the overhead of every peer becomes independent

of the size of the network — either a small constant or a slow growing polynomial com-

pared to the network size. Furthermore, these data dependent conditions can be rechecked

every time the data or the system, changes. If the change is stationary (i.e., the result of

the computation remains the same then, very often, no communication is needed. This fea-
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ture makes local algorithms exceptionally suitable for P2Pnetworks as well as for wireless

sensor networks.

The idea of using local rules for algorithms dates back to theseventies. John Holland

described such rules for non-linear adaptive systems and genetic algorithms in his seminal

work for biological systems [80]. Local evolutionary rulesfor grid-based cellular automa-

ton were first introduced in 1950’s by John Von Neumann [139] and later adopted in many

fields such as artificial agents, VLSI testing, physical simulations to mention a few. In the

context of graph theory, local algorithms were used in the early nineties. Linial [112] and

later Afeket al. [1] talked about local algorithms in the context of the graphcoloring prob-

lems. Naor and Stockmeyer [133] asked what properties of a graph can be computed in

constant time independent of the graph size. Kutten and Peleg [108] have introduced local

algorithms for fault-detection in which the cost depends only on the unknown number of

faults and not on the entire graph size. They have developed solutions for some key prob-

lems such as the maximal independent set (MIS) and graph coloring. Kuhnet al. [106]

have suggested that some properties of graphs cannot be computed locally.

Local algorithms for P2P data mining include the majority voting and association rule

mining protocol developed by Wolff and Schuster [196]. Thisalgorithm and the ones dis-

cussed in this section guaranteeeventual correctness— when the computation terminates,

each node computes the correct result compared to a centralized setting. In the most simple

form, majority rule protocol deals with the following computation: suppose each node has

two real numbersxi andyi, and the goal is to find out if
∑n

i=1 xi ≥
∑n

i=1 yi, where there

aren peers in the network. This protocol is eventually correct, fault-tolerant and robust to

data and network changes. They are efficient as well since in the typical dynamic setup

they require far less resources compared to broadcast. Based on its variants, researchers

have further proposed more complicated algorithms such as facility location [105], outlier

detection [19], and meta-classification [116].
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More recently, Bhaduri and Kargupta [13] have proposed a local algorithm for deter-

ministic multivariate regression in P2P networks. The ideais to use a two-step approach.

A local algorithm is used to track the fitness of the current regression model and the data.

If the data has changed such that the model no longer fits the data, a feedback loop is used

and the model is rebuilt. Experimental results show the accuracy and low monitoring cost

of the proposed technique.

All the algorithms depicted above require the existence of acommunication tree to

avoid duplicate accounting of data. Some work have shown that they can be transformed to

work for general networks as well [14]. Note that, as shown in[14], such a tree can be effi-

ciently constructed and maintained using variations of Bellman-Ford algorithms [57][84].

Generic local algorithms have also been proposed for a wide variety of data mining prob-

lems such as L2-norm thresholding,k-means monitoring and more [195].

Although several local algorithms have been developed, theoretical description of lo-

cal algorithm complexity is still an open issue. Birket al. [14] have proposed a new metric

Veracity Radius (VR)to capture the locality of local algorithms. This radius counts the

number of hops which is necessary in order to get the correct result from a local algorithm.

However this framework works only for simple aggregate problems such as majority vot-

ing.

While most of the work in local algorithms focus on developing algorithms which

compute models based on all the peers’ data, Pinget al. [116] have proposed a different

method. In that work, a meta classification algorithm is described in which every peer

computes a weak classifier on its own data. Then, weak classifiers are merged into a meta

classifier by computing — per new sample — the majority of the outcomes of the weak

classifiers. The computation of weak classifiers requires nocommunication overhead at

all, and the majority is computed using the majority voting protocol [196].

Another work which should be mentioned in the context of local algorithms is the
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WildFire algorithm by Bawaet al. [11]. WildFire too makes use of local techniques to

prune messages. It further suggests an algorithm for the problem of Means Monitoring

(computation of Sum or Average). However, the algorithm presented there is very costly

for dynamic data.

Cluster-based Algorithms There is an intrinsic relation between local algorithms

and communication-efficient algorithms for large clusters. While the latter algorithms rely

on broadcasting [164][168], or on hierarchical communication patterns [8] they still have

the idea that not all of the processors need to send their entire data for the global result to

be computed accurately. For instance, the association rulemining algorithms for clusters

[164] and P2P networks [196] both rely on an efficient majority votes. The algorithm

presented by Sharfmanet al. [168], generalizes [164]; but still relies on broadcast as the

communication model. Additionally, the notions of data andnetwork changes throughout

the algorithm execution are missing from the work on clusters, possibly because the smaller

scale of those systems permit ignoring or recovering from rare failures.

2.7 Related work: Distributed Data Stream Mining

There exists a plethora of work in the area of distributed data stream mining. Not only

have the distributed data mining and databases community contributed to the literature, a

bulk of the work also comes from the wireless and sensor networks community. In this

section we discuss some of the related papers with pointers for further reading.

Computation of complex functions over the union of multiplestreams have been stud-

ied widely in the stream mining literature. Gibbonset al. [67] presents the idea of doing

coordinated sampling in order to compute simple functions such as the total number of

ones in the union of two binary streams. They have developed anew sampling strategy to

sample from the two streams and have shown that their sampling strategy can reduce the
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space requirement for such a computation fromΩ(n) to log(n), wheren is the size of the

stream. Their technique can easily be extended to the scenario where there are more than

two streams. The authors also point out that this method would work even if the stream is

non-binary (with no change in space complexity).

Much work has been done in the area of query processing on distributed data streams.

Chenet al. [32] have developed a system ‘NiagaraCQ’ which allows answering continuous

queries in large scale systems such as the Internet. In such systems many of the queries

are similar. So a lot of computation, communication and I/O resources can be saved by

properly grouping the similar queries. NiagaraCQ achievesthe same goal. Their grouping

scheme is incremental and they use an adaptive regrouping scheme in order to find the

optimal match between a new query and the group to which the query should be placed. If

none of these matches, then a new query group is formed with this query. The paper does

not talk about reassignment of the existing queries into thenewly formed groups, rather

leaves it as a future work.

An different approach has been described by Olstonet al. [142]. The distributed

model described there has nodes sending streaming data to a central node which is re-

sponsible for answering the queries. The network links nearthe central node becomes a

bottleneck as soon as the arrival rate of data becomes too high. In order to avoid that, the

authors propose installing filters which restrict the data transfer rate from the individual

nodes. NodeO installs a filter of width or rangeWO and of range [LO, HO]. WO is cen-

tered around the most recent value of the objectV (LO = V − WO

2
andHO = V + WO

2
).

Now the node does not send updates ifV is inside the rangeLO ≤ V ≤ HO; otherwise

it sends updates to the central node and recenters the boundsLO andHO. This technique

provides the answers to queries approximately and works in the circumstances where we

do not require the exact answer to the queries. Since in many cases the user can provide the

query precision that is necessary, the filters can be made to work after setting the bounds
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based on this user input.

The sensor network community provides a rich literature on the data stream mining

algorithms. Since, in many applications, the sensors are deployed in hostile terrains, one

of the most fundamental task aims at developing a general framework for monitoring the

network themselves. A similar idea has been presented in [205]. This paper presents a gen-

eral framework and shows how decomposable functions like min, max, average, count and

sum can be computed over such an architecture. The architecture is highlighted by three

tools that the authors calldigests, scansanddumps. Digestsare the network parameters

(e.g. count of the number of nodes) that are computed either continuously, periodically or

in the event of a trigger.Scansare invoked when thedigestsreport a problem (e.g.a sudden

drop in the number of nodes) to find out the energy level throughout the network. These

two steps can guide a network administrator towards the location of the fault which can

be debugged using thedumps(dump all the data of a single or few of the sensors). Fur-

thermore, this paper talks about is the distributed computing of some aggregate functions

(mean, max, count etc.). Since all these functions are decomposable, the advantage is in-

network aggregation of partial results up a tree. The leaf does not need to send all its data

to the root and in this way vital savings can be done in terms ofcommunication. The major

concern though is maintaining this tree structure in such a dynamic environment. Also this

technique would fail for numerous non-decomposable functionse.g.median, quantile etc.

The above algorithm describes a way of monitoring the statusof the sensor network

itself. There are many data mining problems that need to be addressed in the sensor net-

work scenario. Such an algorithm for multi-target classification in the sensor networks

has been developed by Kotechaet al. [103] Each node makes local decisions and these

decisions are forwarded to a single node which acts as the manager node. The maximum

number of targets is known in apriori, although the exact number of targets is not known

in advance. Nodes that are sufficiently apart are expected toprovide independent feature
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vectors for the same target which can strengthen the global decision making. Moreover, for

an optimal classifier, the number of decisions increases exponentially with the number of

targets. Hence the authors propose the use of sub-optimal linear classifiers. Through real

life experiments they show that their suboptimal classifiers perform as well as the optimal

classifier under mild assumptions. This makes such a scheme attractive for low power, low

bandwidth environments.

Frequent items mining in distributed streams is an active area of research. There are

many variants of the problem that has been proposed in the literature. Interested readers are

referred to [118] for a description. Generally speaking there arem streamsS1, S2, .., Sm.

Each stream consists of items with time stamps< di1, ti1 >,< di2, ti2 >, etc. LetS be

the sequence preserving union of all the streams. If an itemi ∈ S has a countcount(i)

(the count may be evaluated by an exponential decay weighting scheme). The task is to

output an estimatêcount(i) of count(i) whose frequency exceeds a certain threshold. Each

node maintains a precision threshold and outputs only thoseitems exceeding the precision

threshold. As two extreme cases, the threshold can be set to very low (≈ 0) or very high

(≈ 1). In the first case, all the intermediate nodes will send everything without pruning

resulting in a message explosion at the root. In the second case, the intermediate nodes

will send a low number of items and hence no more pruning wouldbe possible at the

intermediate nodes. So the precision selection problem is crucial for such an algorithm

to produce meaningful results with low communication overhead. The paper presents a

number of ways to select the precision values (they call it precision gradients) for different

scenarios of load minimization.

2.8 Related work: Data Mining in Sensor Networks

In this section we present some related work in the area of data mining in sensor

networks.
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Wireless Sensor Networks (WSN’s) are finding increasing number of applications in

many domains, including battle fields, smart buildings, andeven the human body. Most

sensor networks consist of a collection of light-weight (possibly mobile) sensors connected

via wireless links to each other or to a more powerful gatewaynode that is in turn connected

with an external network through either wired or wireless connections. Currently most of

the sensor nodes are connected in a hierarchical fashion, with partial or complete central-

ized control. Simplicity and low maintenance of P2P architecture suggests that the next

generation of sensor nodes will communicate in an P2P architecture using ad-hoc links.

Hence, data mining in wireless sensor networks (WSN’s) is related to data process-

ing over a P2P network. However there are some significant differences. In many cases,

while designing algorithms for a P2P environment, we are mainly concerned with reduc-

ing the communication and making the algorithm scalable. However, in a typical WSN

we not only need to consider communication overhead, but we need to understand the en-

ergy requirement of the algorithm, the number of idle cyclesthat each sensor may waste

due to computation/communication, the size of the message payload and possibly more.

So a highly communication efficient algorithm in a P2P setting that requires each node to

constantly probe for incoming messages is not a very suitable candidate in a WSN envi-

ronment. More details about information processing in sensor network can be found in the

book by Zhao and Guibas [204].

Many researchers have focused on making the data collectiontask in a sensor network

energy efficient. LEACH, LEACH-C, LEACH-F [76][77], and PEGASIS [111] are some

of the attempts towards making that. Intrusion detection insensor networks has received

considerable attention in the last few years mainly becauseof the nature of the task that typ-

ical sensor networks are intended for. Radivojacet al. [157] has developed an algorithm for

intrusion detection in a supervised framework, where thereare far more negative instances

than positive (intrusions). An unsupervised approach to the outlier detection problem in
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sensor networks is presented by Palpanas et. al. [146], where kernel density estimators

are used to estimate the distribution of the data generated by the sensors, and then the out-

liers are detected depending on a distance based criterion.More recently, Branch et. al.

[19] proposed another unsupervised approach to detect outliers in wireless sensor networks

using local algorithms. This algorithm is robust to data andnetwork changes and, unlike

many other local algorithms, works for any general network topology.

In many cases computing decomposable aggregates such as sum, average, count is fa-

cilitated by doing an in network aggregation since these these aggregates can be computed

locally and combined to produce the final correct solution. However there are many func-

tion such as median, quantiles and the like whose exact computation requires knowledge

of the entire data. Greenwaldet al. [70] presents a general framework for computing the

ǫ-approximate quantile and median of the sensor data. The make the aggregates “quasi”-

decomposable and thereby achieve excellent reduction in communication per node. The

experimental results show the effectiveness of their approach.

An important area of research is clustering the sensors themselves since nodes that are

clustered together can easily communicate with each other or solve a spatial problem. In

many cases it is posed as an optimization problem. Ghiasiet al., [64] presents the theoret-

ical aspects of this problem with special emphasis to energyoptimization. Each cluster is

represented by a master node (similar to the centroid in ak-means clustering technique).

Their clustering algorithm ensures that each cluster is balanced and the total distance be-

tween the sensor nodes and the master nodes is minimized. Several other techniques are

also presented in the literature such as [200][34].

A recent workshop on “Data Mining in Sensor Networks” contains several relevant

works: an architecture for data mining [17], artificial neural-network algorithms [107],

pre-processing using EM [42] and more.
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2.9 Related work: Information Retrieval in P2P Networks

Information retrieval in P2P networks (P2PIR)is closely related to data mining in

P2P networks. Searching and ranking in P2P file sharing networks form basic foundation

of P2PIR. P2PIR is considered a special sub branch of distributed information retrieval.

Callan [25] presents an overview of distributed information retrieval where the searchable

databases are distributed across the network and there is nocentral coordinator or index

to aid in the searching process. An detailed study of the different issues and prospects of

P2PIR is presented by Sia [171]. Search and ordering in P2P networks are active areas of

research. In the remainder of this section we discuss the work related to search and ranking

in P2PIR.

2.9.1 Search in P2P Network

Several techniques have been proposed in the literature forefficient searching in P2P

networks. Lvet al. [117] argues that the flooding-based search technique currently em-

ployed by Gnutella [68] is not scalable due to its high bandwidth consumption in a large

P2P network. The alternate ideas proposed in the paper are touse (1) a TTL-token based

approach and (2) a random walk based approach. Each node in the network forwards a

query message, called walker, randomly to one of its peers. To reduce the query response

time, the idea of the 1-walker is extended to ak-walker, wherek independent walkers

are simultaneously propagated. The paper shows through simulations that their technique

achieves comparable results (compared to Gnutella) while reducing the network traffic by

two orders of magnitude. A different approach was proposed by Kalogeraki et. al [91]. The

proposed technique, known as Random Breadth First Search (RBFS), works by forwarding

a search message to only a fraction of its peers, selected at random. Since a node is able to

make decisions based on only a subset of the nodes in the network, the advantage of RBFS

is that it does not require global knowledge and is thereforescalable. However, being prob-
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abilistic in nature, the results are true based on the results of the theory of statistics. Yanget

al. [198] present a collection of heuristics for efficient searching in P2P networks. Iterated

deepening, directed BFS and local indices are the three techniques proposed. Experimental

results show that all of these techniques have their own merits and demerits and they are

applicable for the next generation P2P networks.

Given a collection of text documents, the problem of retrieving the subset that is rel-

evant to a particular query has been studied extensively [161][159]. Till today, one of the

most successful techniques for addressing this problem is the vector space ranking model

originally proposed by Salton and Yang [161]. Cuenca-Acunaand Nguyen [36] proposed

PlanetP, a P2P searching and information retrieval system based on the vector space rank-

ing model [161]. The main problem addressed in [36] is how to search for and retrieve

documents relevant to a query posed by some member of aPlanetPcommunity. The basic

idea inPlanetPis that each community member creates an inverted (word-to-document)

index of the documents (IDF) that it wishes to share, summarizes this index in a compact

form, and diffuses the summary throughout the community. More specifically, the paper

shows how to approximate TFxIDF using compact summaries of individual peers’ inverted

indexes rather than the inverted index of the entire communal store. This is important for

the scalability of the algorithm. The goal is to construct a content addressable publish/

subscribe service that uses gossiping of local state acrossunstructured communities for in-

formation retrieval. To achieve thisPlanetPuses a heuristic for adaptively determining the

set of peers that should be contacted for a query.

A popular technique of disseminating information among thenodes of a large P2P

network is Distributed Hash Tables (DHT). Distributed hashtables (DHTs) are a class

of decentralized distributed systems that provide a lookupservice similar to a hash table:

(name, value) pairs are stored in the DHT, and any participating node can efficiently retrieve

the value associated with a given name. The hash table is not kept at a central site, rather
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this lookup information is disseminated among the nodes, insuch a way that a change in

the set of participants causes a minimal amount of disruption. This allows DHTs to scale

to extremely large numbers of nodes and to handle continual node arrivals, departures, and

failures. Because DHTs support efficient querying and replication, they can be used for

distributed file systems, P2P file systems and content distribution systems.

Several DHTs have been proposed in the literature. CHORD [175], CAN [158], PAS-

TRY [160] and TAPESTRY [203] are some of the most popular ones. DHT’s are character-

ized by two quantities — keyspace partitioning and overlay network. Most DHTs use some

variant of consistent hashing to map keys to nodes. A function δ(k1, k2) is used to define

the distance between two keysk1 andk2 which is unrelated to geographical distance or

network latency. Each node is assigned a single key called its identifier (ID). A node with

ID i owns all the keys for whichi is the closest ID, measured according toδ. For example,

Chord DHT views the keys as if they are arranged on a circle andδ(k1, k2) is the distance

traveling clockwise around the circle fromk1 to k2. The main advantage with consistent

hashing is that removal or addition of one node changes only the set of keys owned by the

nodes with adjacent IDs, and leaves all other nodes unaffected. Along with this, each node

maintains a set of links to some other nodes in the overlay network. The overlay network

in a DHT topology is such that for any keyk, a node either ownsk or knows a node which

is closer tok. Given this, routing a message/query is easy: forward the message to the

neighbor whose ID is closest tok. When no such neighbor exists, we have reached the

owner of the data. DHT’s are scalable and the cost of inserting and deleting a node grows

very slowly.

Several other P2P search techniques and systems have been developed. Bessonovet

al. [12] proposed an open architecture for P2P searching as partof the OASIS project.

ODISSEA (Open DIStributed Search Engine Architecture) wasproposed in [180]. Tanget

al. [186] proposed another P2P search algorithm called pSearch, that distributes document
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indices through the P2P network based on document semanticsgenerated by Latent Se-

mantic Indexing (LSI). Klampanos and Jose [101] proposed another architecture for search

in P2P networks where there exists semi-collaborating peers in which peers collaborate to

achieve some global goal. However their own proprietary data is protected. Yee and Frieder

[199] have looked at several existing P2P search techniquesand proposed a combination

which is generally very effective in practice.

2.9.2 Ranking in P2P Network

P2P search forms the basis of information extraction from P2P networks. In many

cases, the search results are huge and unordered. In this section we discuss several algo-

rithms that have been proposed in the literature for rankingthe results in order of relevance

before presenting it to the user. However, ordering the results is a challenging task in

absence of a centralized document index. The centralized page rank algorithm, used by

Google4, and its variants are not applicable for a distributed scenario like P2P network.

As a result, top-k items identification in distributed settings and its variants are actively

researched even today.

Faginet al. [54] proposed a threshold algorithm for ordering top-k queries. Caoet al.

[28] later showed that the algorithm presented in [54] consumed a lot of bandwidth when

the number of nodes is large. The paper presents a new algorithm called “Three-Phase

Uniform Threshold” (TPUT). TPUT reduces network bandwidthconsumption by pruning

away ineligible objects, and terminates in three round-trips regardless of data input.

The KLEE framework [122] proposed by Michelet al. presents a novel family of

algorithms for top-k query processing in wide-area distributed environments. It shows how

efficiency can be enjoyed at low result-quality penalties. Shi et. al [170] presented a dis-

tributed version of the page-ranking algorithm used by Google to rank results obtained in a

4http://en.wikipedia.org/wiki/PageRank
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P2P network. Their Pagerank found by their algorithm converges to the centralized Pager-

ank algorithm. However, their technique is only applicableto structure P2P overlay net-

works. Nejdlet al. [136] considered the problem of ranking and finding the top-k queries

from a schema-based P2P network such as Edutella [137]. Edutella is a P2P infrastructure

for storing and retrieving RDF (Resource Description Format) metadata in a distributed en-

vironment. The proposed distributed algorithm makes use oflocal rankings, rank merging

and optimized routing based on peer ranks, and minimizes both answer set size and net-

work traffic among peers. They use the super peer approach to route the queries which may

be absent in many emerging P2P infrastructures. In 2005 [6],the authors improved upon

their earlier work and proposed a nearest match, or top-k query in P2P networks based on

the same super peer backbone. The proposed technique uses progressive improvement of

query results, thereby reducing network traffic by a lot. Ranking the best peers based on a

set of multiple queries has been addressed by Tempichet al. [187].

2.10 Related work: Data Mining in GRID

Grid can be defined as - “the ability, using a set of open standards and protocols, to

gain access to applications and data, processing power, storage capacity and a vast array of

other computing resources over the Internet” [71]. Grid computing has gained popularity as

a distributed computational resource for a plethora of massive computational tasks which

is difficult to handle by a single computational resource. Grids find applications in diverse

domains such as:

1. earth science applications (funded by NSF and NASA) — climate/weather modeling,

earthquake simulation and more,

2. financial applications such as financial modeling,

3. genetic algorithms using the Condor service,
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4. biological domains to study the effect of protein folding,

5. E-sciencE project, which is based in the European Union and includes sites in Asia

and the United States, is a follow up project to the European DataGrid (EDG) and is

arguably the largest computing grid on the planet,

6. and many more.

Grid computing was popularized by Ian Foster, Carl Kesselman and Steve Tuecke in

their seminal work [59] who are widely recognized as the “father of the modern grids”

[193]. A Grid is a type of parallel and distributed system that enables the sharing, selec-

tion, and aggregation of resources distributed across multiple administrative domains based

on the resources availability, capacity, performance, cost and users’ ”quality-of-service re-

quirements”. Since many disciplines of science involve scavenging through massive vol-

umes of data, computational grids offer a perfect platform for various data mining tasks.

Grid systems differ from P2P systems in the sense that grid systems have a built-in central-

ized control structure and network infrastructure which assigns jobs and ensures optimal

system performance. P2P systems on the other hand do not relyon such tightly coupled

central authority. Nevertheless, since both Grid and P2P systems deal with heterogenous

distributed resources coupled together to solve a common goal, they both relate to the idea

of distributed data mining and share some commonalities in terms of the data mining con-

straints. Talia and Trunfio [183] discuss the similarities between Grid and P2P computing.

In another work, Talia and Skillicorn [182] argues that the grid offers unique prospects

for mining of large data sets due to its collaborative storage, bandwidth and computational

resources. Cannataroet al. [26] address general issues in distributed data mining overthe

grid. Since the grid uses resource from various sources, proper resource allocation to dif-

ferent jobs is very important and challenging job. Hoscheket al. [81] discusses the data

management issues for grid data mining. Several interesting ongoing grid projects involve
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data mining over the grid. The NASA Information Power Grid5, Papyrus [4], the Data

Grid [38], the Knowledge Grid [27] are to name a few of them. The Globus Consortium

has put forward the Globus Toolkit, which is open source and helps researchers with grid

computing.

2.11 Related work: Distributed AI and Multi-Agent Systems

In this section we give a very brief overview of the field of distributed artificial intel-

ligence (DAI) and multi-agent systems (MAS). For a detailedoverview, interested readers

are referred to the PhD thesis of Stone [177][178] and the review paper by Sen [166].

The evolution of MAS can be traced to the early work in AI such as the blackboard

system [140], Minsky’sSociety of Mindconcept [125] and more. They fostered the concept

of independent entities working in a parallel manner to achieve some common goal.

In early years of MAS, Victor Lesser with the help of his colleagues and students

developed the distributed vehicle monitoring testbed [50][109]. Almost at the same time

Agha [2] and Hewitt [79] proposed the actors framework for parallel communication of the

agents. The contract net protocol developed by Smith [173] specifies agent communication

protocols.

Several researchers have looked into the following problems in MAS/DAI research.

Distributed search in scheduling and constraint satisfaction was dealt with by Durfee [52].

Multiagent learning is an active area of research. Haynes and Sen [75] have written as

series of papers which talk about learning in multi-agent learning.

There are several ways of dividing the MAS and the field of DAI [45][51]. Here we

follow the taxonomy presented by Stone [177]. The MAS literature can be subdivided into

the following four subsections as described below.

5http://www.gloriad.org/gloriad/projects/project000053.html
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2.11.1 Homogenous and non-communicating MAS

In homogenous MAS, all the agents are same in functionality,domain knowledge and

possible actions. They differ mainly in terms of their inputs (and hence outputs) because

they are located at different physical locations in the world. The agents cannot communi-

cate directly.

Using homogenous non-communicating agents, Balch and Arkin [5] have investigated

the formation control for robot teams. Such agents have alsobeen used elsewhere: local

knowledge [167], stigmergy [69] and recursive modeling [49].

2.11.2 Heterogenous and non-communicating MAS

In this scenario the agents are different in their goals, actions and domain knowledge.

The assumption that the agents do not communicate directly still holds. The goals of the

agents can be such that they are cooperative or disruptive. This issue of benevolence vs.

competitiveness has been addressed by Goldman and Rosenschein [69]. Game theoretic

formulations for cooperative games such as prisoner’s dilemma have been proposed by

Mor and Rosenschein [127]. Littman [114] considered a zero sum non-cooperating game

and proposed Minimax-Q which is a variation of Q-learning.

The use of heterogenous non-communicating agents extends to competitive co-

evolution [75], adaptive load balancing [162] and more.

2.11.3 Homogenous and communicating MAS

In homogenous communicating, the agents are the same (except the inputs and hence

output) as in homogenous non-communicating, except that these agents can now talk to

each other. The communication can be broadcast, point-to-point or shared memory. This

area is closely related to the sensor network domain. Use of MAS in this domain include

the cooperative distributed vision project [135] and the real time traffic information system
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[128].

2.11.4 Heterogenous and communicating MAS

This is perhaps the most difficult scenario to model because of heterogeneity and com-

munication. Several techniques have been proposed for heterogenous agent communication

such as KQML [56]. A plethora of work exists with this type of MAS such as cooperative

co-evolution [24], multi-agent Q-learning [184], query response in information networks

[181], coalitions [169] and more. Interested readers are refereed to Stone [177] for a de-

tailed discussion on this topic.

2.12 Applications of Peer-to-Peer Data Mining

The proliferation of the P2P networks over the last decade has generated a large num-

ber of interesting applications. In this section we barely scratch the surface. For a more

detailed discussion interested readers are refereed to theP2P article in Wikipedia [144].

2.12.1 File storage

The biggest and probably the most widely used application ofP2P networks is file

storage. The past decade has witnessed a large number of P2P storage systems both aca-

demic and commercial. On the academic side CHORD [175], PASTRY [160] and CAN

[158] are some of the well known P2P file storage applications. Commercial P2P storage

systems such as Napster [134], Gnutella [68], BitTorrents [16] and Kazaa [97] have been

extremely popular for data storage, music, video and photo sharing. More upcoming P2P

storage applications include the UbiStorage project [190]. Hasanet al. [74] presents a

detailed overview of the different P2P distributed file storage systems.

These file storage applications offer an important testbed for P2P data mining algo-

rithms. Data mining algorithms are necessary for recommender systems, search engines,
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classification and clustering of the documents/files in suchsettings.

2.12.2 Education

Several interesting P2P projects are currently being undertaken at different educational

institutions or in a consortium of such institutions.

One of them is the ScienceNet P2P search engine, currently under deployment by the

Karlsruhe Institute of Technology - Liebel-Lab [165]. The idea is to do distributed index-

ing of university or research websites to keep up-to-date information about the collabora-

tors and researchers. It is based on “YaCy”, a P2P search engine software. Universities,

research institutes or individuals can download the free java software and install it on their

own machine. The latter would then join the SceienceNet network and help in the indexing

of researchers or universities.

With the rapid explosion of data, many universities are collaborating on data storage

using a P2P technology. One such endeavor is by the Pennsylvania State University, MIT

and Simon Fraser University who are carrying on a project called LionShare [113] designed

for facilitating file sharing among educational institutions globally.

Another project worth mentioning is the PlanetLab project originally started by the

researches at UC Berkeley, Intel labs and Princeton [151]. The project aims at maintaining

a large number of nodes as a testbed for running applicationsfor distributed systems. As

of October 2007, there 825 nodes spread across the US, Europeand Asia. Most of the

participants are educational institutions, research labsand corporate agencies interested

in distributed and networking systems research. Many research papers published today

contain simulation results based on PlanetLab — a sure sign that this testbed is becoming

popular.
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2.12.3 Bioinformatics

Bioinformatics is the interaction of Biology and Information Science or Data Mining.

Being a data rich subject, bioinformatics is a natural candidate for application of P2P mode

of computing. P2P networks are specifically used to run largeprograms which can identify

drug candidates such as the one conducted at the Centre for Computational Drug Discovery

at Oxford University in cooperation with the National Foundation for Cancer Research,

stared from 2001. Chinook [35][126] is a P2P bioinformatic service focusing on exchange

of analysis between bioinformatic researchers worldwide.It consists of self-administered

programs for computational biologists to run and compare various bioinformatics software.

Tranche [188] is an bioinformatics network developed to ease the data sharing problems

among the researchers.

2.12.4 Consumer Applications

P2P technologies have found a number of uses in our everyday lives. Real-time audio

and video streaming using the Peer Distributed Transfer Protocol (PDTP) is more common

today than simple offline audio and video downloading. One such implementation is the

“distribustream” peercasting service [47]. Many TV channels are now broadcast using the

P2P technology, commonly referred to as P2PTV. Sopcast [174], developed in China is an

extremely popular P2PTV service which people use worldwidefor viewing multi-language

TV channels in TV resolution. Joost [88] is also another hugely popular service.

P2P technology is actively used in tele-communications. Today, many Voice-over-IP

(VoIP) service is handled in a P2P fashion — Skype [172] beingone of the most popular.

Currently it has over fifty million users.

Sun Microsystems has developed the JXTATM [90] protocol specifically to allow de-

velopers develop P2P applications. Numerous P2P chat applets and instant messaging

service exist today based on JXTATM.
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2.12.5 Sensor Network Applications

A completely different application of P2P networks is the sensor network applica-

tion originally started by the US Defense Agency (DARPA) forbattlefield surveillance.

Many sensor network-based civilian applications have emerged such as habitat monitoring,

healthcare applications, home automation, and traffic control.

Sensors are deployed in hostile locations to provide detailed environmental informa-

tion. These sensors form an ad-hoc P2P connection. For sensors, the preservation of bat-

tery power is critical due to two reasons — (1) the sensors aresmall in size having limited

power and (2) due to their physical placement, it is not possible to change the batteries

often. In such sensors, wireless communication significantly consumes more energy than

any other operation. Therefore, algorithms designed for such networks need to be ex-

tremely communication-efficient and put the sensors into a sleep mode to conserve the

battery power. Moreover, sensors need to operate in a router-less environment with no

global IPs. Finally, due to the limited power and hostile environment, light-weight, wire-

less sensor networks are highly dynamic with sensor dropoutand edge failure a common

occurrence.

2.12.6 Mobile Ad-hoc Networks (MANETs)

MANETs are getting increasing attention in many wireless application domains. Sev-

eral data rich environments (e.g. vehicular ad-hoc networks, P2P e-commerce environ-

ments) are emerging and they are likely to need data analyticsupports for efficient and

personalized services. Consider a simple profiling application launched via cellular phones

that tries to automatically connect to MANET like network formed by different cellular

phones in the vicinity and identify peers with similar interest to form a social network. A

lightweight P2P classification algorithm may be very handy in such an application.

Many upcoming vehicular networks are built using wireless communication technol-
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ogy enabling cars to talk to each other to get traffic information, suggest alternate routes,

alert drivers in case of approaching bad weather and preventlife-threatening accidents by

taking evasive actions. These cars form an ad hoc P2P connection; node failures and re-

connection are very high. All these techniques use variantsof distributed data mining

algorithms to generate models on the fly and in real-time. Forexample, predicting a fu-

ture action requires one to model the past behavior and current state using classification or

regression algorithms. The Campus Vehicular Testbed at theUniversity of California Los

Angeles (CVet@UCLA) [191] is one such initiative.

2.13 Summary

In this chapter first we have presented a detailed backgroundstudy of the different

types of P2P networks. We have classified P2P networks into three main categories —

(1) centralized, (2) decentralized but structured, and (3)decentralized and unstructured.

This type of classification has been proposed by Lvet al. [117]. Since P2P data mining

algorithms operate in many different environments, we havepresented a few important and

desired properties of P2P data mining algorithms. A comprehensive literature review of the

previous work related to this area of research is presented next. For convenience, we have

divided the related work into the following areas:

1. distributed data mining

2. data mining in P2P networks

3. data stream monitoring

4. data mining in sensor networks

5. information retrieval in P2P networks

6. data mining in Grids
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7. machine learning in multi-agent systems and distributedartificial intelligence

Finally we have presented some application areas of P2P datamining which, over the

last decade, have received considerable attention.
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Chapter 3

DEFRALC: A DETERMINISTIC FRAMEWORK FOR

LOCAL COMPUTATION IN LARGE DISTRIBUTED

SYSTEMS

3.1 Introduction

In sensor networks, P2P systems, grid systems, and other large distributed systems

there is often the need to model the data that is distributed over the entire system. In most

cases, centralizing all or some of the data is a costly approach. The cost becomes higher

if the data distribution changes and the computation needs to be updated to follow that

change.

Statistical models can be built and updated from distributed data in several different

ways. Theglobal computation paradigm uses the information from all the nodes in the

network to construct a data mining model by aggregating all the data to a central location.

Such a computing model has several advantages: (1) a large variety of models can be com-

puted, (2) the output can be provably correct for many problems, (3) the algorithms can be

very simple (e.g. broadcast, convergecast). However theirmajor drawback is scalability.

Computing models using the information from all the nodes inthe network means the al-

gorithms scale proportional to the size of the network. Thisbecomes severely problematic

especially for large networks consisting of millions of nodes. Moreover, these algorithms
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are very synchronous, unlikely to be useful in today’s asynchronous P2P networks. On the

other hand, it should be noted that global computation is notalways essential. Consider for

example the problem of finding the mean of an array of numbers where each node has one

number. Instead of transmitting the entire data, each node can simply communicate with

its neighbors and then the result can be propagated. Such algorithms which compute the

results in a small neighborhood and then propagate the results are calledlocal algorithms.

Local algorithms, introduced in Chapter 2, are highly efficient family of algorithms devel-

oped for distributed systems. Firstly, local algorithms are in-network algorithms in which

the computation nodes only exchange statistics — not raw data — with their neighbors to

compute the result. Secondly, at the heart of a local algorithm there is a data dependent

criteria dictating when nodes can avoid sending updates to their neighbors. An algorithm

is generally called local if the total communication per node is upper bounded by some

constant, independent of the number of nodes in the network.Primarily for this reason,

local algorithms exhibit high scalability. Moreover localalgorithms exhibit higher fault

tolerance due to their ability to localize and isolate the faults and avoid a single point of

failure.

The superior scalability of local algorithms motivates us to develop a local framework

for data mining in large distributed environments. Specifically, we focus on local algo-

rithms which are provably correct compared to a centralizedexecution. Our goal in this

chapter is to first introduce the reader with some definitionsand properties of local algo-

rithms. Next we present ourDeFraLC framework (DeterministicFramework forLocal

Computing). Section 3.6 presents the main theorem inDeFraLC. Section 3.7 discusses the

Peer-to-PeerGenericMonitoringAlgorithm (PeGMA) in DeFraLCcapable of computing

complex functions of distributed data. Finally we also discuss several instantiations of the

PeGMAand also demonstrate how theDeFraLC can be used for developing several data

mining algorithms.
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3.2 What is locality ?

In this section we present a brief intuition of local algorithms as used in this disser-

tation. Consider a large network in which every node has somedata and our task is to

compute some function defined on the union of all the data of all the peers. One way of

doing this computation is to allow each peer to communicate with all the other nodes in the

network to get a global model. This process, reminiscent of gossip, flooding or broadcast-

style communication is too expensive — typically the communication cost per node is

O(size of the network). As a result, increasing the network size increases the communica-

tion cost by the same factor. Therefore these algorithms arenot suitable for modern-day

large-scale P2P networks spanning possibly millions of peers.

An alternate approach is to develop distributed algorithmswhich satisfy the following

property: each node should base its output by communicatingonly with a fixed number

of neighbors and the total size of the query exchanged for theentire execution of the al-

gorithm should also be bounded. Ideally, these “fixed bounds” should be small constants,

independent of the size of the system. As a consequence, these algorithms exhibit locality

in their execution and are therefore highly scalable. Increasing the system size has virtu-

ally no effect on the performance of these algorithms makingthem ideal candidate for P2P

networks. Moreover, locality has intrinsic relation to fault tolerance and robustness — for

any peer since the execution is local, only peers in its fixed neighborhood are affected.

An example of local communication is shown in Figure 3.1. In the figure, peer 47 is

connected to peers 25, 30, 31, 45 and 49. If the algorithm run on this network is such that

each peer can do this local computation and still guarantee some global result, it would

eventually mean high scalability of such algorithms.
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FIG. 3.1. Figure showing connections to immediate neighbors.

3.3 Local Algorithms: Definitions and Properties

The idea of using local rules for algorithms dates back to theseventies. John Holland

described such rules for non-linear adaptive systems and genetic algorithms in his seminal

work for biological systems [80]. Local evolutionary rulesfor grid-based cellular automa-

ton were first introduced in 1950’s by John Von Neumann [139] and later adopted in many

fields such as artificial agents, VLSI testing, physical simulations to mention a few. In

the context of graph theory, local algorithms were used in the early nineties. Linial [112]

and later Afeket al. [1] talked about local algorithms in the context of the graphcoloring

problems. Kutten and Peleg [108] have introduced local algorithms for fault-detection in

which the cost depends only on the unknown number of faults and not on the entire graph

size. They proposed solutions for some key problems such as the maximal independent set

(MIS) and graph coloring. Naor and Stockmeyer [133] defined locality as follows.

Definition 3.3.1 (Local Algorithm: Naor and Stockmeyer [133]). An algorithm is called

local if it runs in constant time, independent of the size of the network.

This definition implies that if an algorithm runs in constanttime t, then it must com-
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pute its results by contacting nodes only in a neighborhood of radiust. It further argues that

local algorithms offer good fault tolerance — a failure at a noden can only affect nodes in

the neighborhood ofn. However in many cases, strict independence is not always possible.

For example, if the computation of a node increases very slowly compared to the size of

the network, then the algorithm is not local according to this definition. However we feel

that it should be called local since its growth rate is bounded, even though not independent

of the size of the network.

Graph theoretic formulations of locality and network computations are discussed ex-

tensively in the book by Peleg [149]. The locality-sensitive approach to network computa-

tions tries to restrict computations within a particular region (cluster). Intuitively, the idea

is to cover the network by overlapping clusters and each nodeparticipates in computation

in its own cluster. As a result the cost of a task depends only on the locality properties of

the cluster.

The application of local algorithms for data mining in P2P networks is relatively new.

Data mining in P2P networks requires algorithms that work indynamic environments. The

following is a definition of local algorithm proposed by Wolff et al. [195].

Definition 3.3.2(Local Algorithm: Wolff et al [195]). An algorithm islocal if there exists

a constantc such that for any number of peersn, there are instances (i.e., neighborsΓi,

input and intermediate states for each peerPi) such that from the last change of the data

and system to the termination state of the algorithm no peer uses more thanc additional

messages, memory bits, CPU cycles, and time units.

Although the above definition is strictly from an efficiency standpoint, it is fairly easy

to argue the effectiveness of such a definition from the standpoint of the graph theoretic

notions oflocality. According to Definition 3.3.2, for any graph with unit delayalong its

edges, a peer can contact at mostc peers in its entire neighborhood for it to be local. This

means that the result of a query can propagate at mostc hops. In other words the data



52
propagation and the running time is bounded by a constantc for any graphG.

However, Definition 3.3.2 is not without its limitations. First of all in order for a

distributed algorithm to be termed local, the communication per node should be small.

Requiring it to be a constant is not sufficient, since the constant can itself be large with

respect to the size of the network. Moreover, the size of the message is not bounded. To

deal with this, Dattaet al. [39] proposed a definition of local algorithm which is later

refined by Daset al. [37]. First we define theα-neighborhood of a vertex.

Definition 3.3.3(α-neighborhood of a vertex). LetG = (V,E) be the graph representing

the network whereV denotes the set of nodes andE represents the edges between the

nodes. Theα-neighborhood of a vertexv ∈ V is the collection of vertices at distanceα or

less from it inG: Γv(α, v, V ) = {u|dist(u, v) ≤ α}, wheredist(u, v) denotes the length

of the shortest path in betweenu andv and the length of a path is defined as the number of

edges in it.

Next we define anα-local query based on the definition ofα-neighborhood of a vertex.

Definition 3.3.4 (α-local query). LetG = (V,E) be a graph as defined in last definition.

Let each nodev ∈ V store a data setXv. Anα-local queryby some vertexv is a query

whose response can be computed using some functionF(Xα(v)) whereXα(v) = {Xv|v ∈

Γv(α, v, V )}.

Finally we present the definition of (α, γ)-local algorithm.

Definition 3.3.5 ((α, γ)-local algorithm). An algorithm is called(α, γ)-local if it never

requires computation of aβ-local query such thatβ > α and the total size (measured in

bits) of the response to all suchα-local queries sent out by a peer is bounded byγ. α

can be a constant or a function parameterized by the size of the network whileγ can be

parameterized by both the size of the data of a peer and the size of the network.
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We call such an (α, γ)-local algorithmefficient if both α andγ are either small con-

stants or some slow growing functions (sub-linear) with respect to its parameters.

Consider an algorithm with broadcast as the communication mode. For such an algo-

rithm, γ is O(size of the network). Hence broadcast-based algorithms are not local accord-

ing to this definition.

Next consider an algorithm which does convergecast over a communication tree in

order to compute a sum of the numbers held at each peer. The protocol works as follows.

A leaf peer sends its data to its parent up the tree. Whenever an intermediate peer gets data

from all its childern except one, it adds all the data it has received from its children and

its own data. Then it sends it to the neighbor from whom it has not received anything. If

it has received from everyone, it computes the sum of all those including its own data and

then broadcasts it. Otherwise, a peer keeps waiting. The following lemma (Lemma 3.3.1)

shows that such an algorithm is not local considering bounded γ.

Lemma 3.3.1.The convergecast algorithm for computing the sum (as statedabove) is not

(O(1), γ)-local for a constantγ or slow growingγ with respect to the size of the network

n.

Proof. It is obvious thatα=1 since, for any peer, communication takes place among its

immediate neighbors only.

For bounds onγ, let the data at each peer bedi and letm bytes be needed to represent

di. For any peerPi, letChildi denote the size of the subtree i.e. number of children rooted

atPi. Pi does the following computation when its gets data from all its neighbors:

di +
∑

ℓ∈Γi−1 dℓ

The number of bytes necessary to represent this sum is

m+m× (Childi) = m× (1 + Childi)
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For the root node,Childi = n − 1, therefore the message size at the root ism × n.

Thus there exist one peer in the network, the root whoseγ = O(n). Hence the convergecast

algorithm for computing the sum is not(0(1), γ)− local for a constant or slowly growing

γ.

However, using such a convergecast technique for computingthe maximum of the

numbers located at each peer is(O(1), γ)-local whenγ is a constant, independent of the

size of the network. Lemma 3.3.2 proves this claim.

Lemma 3.3.2.The convergecast algorithm for computing the maximum is(O(1), γ)-local,

whenγ is a constant, independent of the size of the network.

Proof. It is obvious thatα=1 since, for any peer, communication takes place among its

immediate neighbors only.

For bounds onγ, let the data at each peer bedi and letm bytes be needed to represent

di. PeerPi does the following computation:

max {di,maxℓ∈Γi−1 {dℓ}}

At any node, the maximum can be represent usingm bytes. Thus for any node in the

network, the total size of the query is a constantm. Hence the convergecast algorithm for

computing the maximum is(O(1), γ)− local, for a constantγ.

Although the previous definition discusses about the efficiency of local algorithms, it

does not specify the quality of the result. The yardstick formeasuring the result of any

distributed data mining algorithm for computing a functionF is to compare it with a cen-

tralized algorithm for computing the same functionF having access to all of the data and

the resources. Traditionally, based on accuracy, local algorithms can broadly be classified

as: exactandapproximate. In an exact local algorithm, once the computation terminates,

the result computed by each peer is the same as that compared to a centralized execution



55
e.g. [196][195][105]. On the other hand, researchers have also proposed approximate local

algorithms using probabilistic techniques e.g. K-means [40] and top-l elements identifica-

tion [37].

Before we formally define the accuracy of local distributed data mining algorithms, we

state what we mean by the accuracy of a centralized algorithmunder the same conditions.

Definition 3.3.6 (Accuracy of centralized algorithm). Given a distributed algorithm for

computing a functionF : Rd → O, (whereO has an arbitrary range) theaccuracy of a

centralized algorithmfor computingF is the accuracy achieved by an algorithm having

access to all of the data and other distributed resources at acentral location.

We are now in a position to discuss the accuracy of (α, γ)-local distributed data mining

algorithms.

Definition 3.3.7((α, γ)-probably approximately correct local algorithm). LetE (A,F) de-

note the error induced by an algorithmA when computing a functionF as measured

against the trueF . LetX be a random variable which measures the difference of the error

between an (α, γ)-local distributed algorithmAd computingF and a centralized algorithm

Ac, computing the same functionF . Ad is (ǫ, δ) correct, if

Pr(X > ǫ) < 1− δ

In this work, the local algorithms that we have developed as part of theDeFraLC

framework areexact. We focus on developinglocal algorithms which satisfy the following

desired properties:

• It should guarantee eventual correctness.

• It should have a local stopping rule — each peer should be ableto determine inde-

pendently when to stop communicating its data.
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• Any peer should ideally communicate with only its immediateneighbors — at the

most it can communicate with peers which are at a small distance (bounded number

of hops) from it.

• The total communication overhead per peer should be a small number and indepen-

dent of the size of the network.

Low communication overhead makes local algorithms highly scalable. Computation

for local algorithms is, in most cases, independent of the size of the system. So we can

potentially increase the size of the system with very littleincrease in communication and

deterioration in quality. Henceforth we will use the(α, γ)-locality definition as the general

definition of local algorithms.

3.4 Approach

Let G denote a collection of data tuples (input vectors) that is horizontally distributed

over a large (undirected) network of machines (peers) wherein each peer communicates

only with its immediate neighbors (one hop neighbors) in thenetwork. The communication

network can be thought of as a graph with vertices (peers)V .

The algorithms we describe in this dissertation (PeGMAand its instantiations) deal

with deterministic efficient local function computation defined on the global datasetG.

Note that vectors inG can be combined in many different ways to produce a statistic:

weighted linear combination and its variants (sum, difference, average), cartesian product,

inner product, cross product and more. Linear combination of the vectors inG provide a

good measure of the variability of the vectors inG. Thus, the algorithms described here

focus on function computation defined on linear combinationof vectors inG. Furthermore,

the algorithms are correct when compared to a centralized scenario and this correctness can

be guaranteed even in the case of data and network changes. Efficiency of our technique is
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due to the use of local data dependent rules which allows a peer to get the correct result by

communicating in a small neighborhood and thereby cutting down the number of messages

drastically.

Linear combinations such as the average find use in many data mining and signal

processing problems such as source detection and localization [150], recommender systems

in the Internet, leader election and many more. As we furthershow in this chapter and the

next chapter, function computation on the global average vector is a very powerful tool

— a wide variety of complex data mining algorithms such ask-means, eigen-monitoring,

multivariate regression and decision trees can be developed from using a such a simple yet

powerful primitive.

The next section gives a formal description of the notation and problem definition.

3.5 Notations, Assumptions, and Problem Definition

This section we discuss the notations and assumptions whichwill be used throughout

the rest of this chapter.

3.5.1 Notations

Let V = {P1, . . . , Pn} be a set of peers (we use the term peers to describe the peers of

a peer-to-peer system, motes of a wireless sensor network, etc.) connected to one another

via an underlying communication infrastructure such that the set ofPi’s neighbors,Γi, is

known toPi. Additionally, Pi is given a time varying set of input vectors inRd, Si =
{−→
x1
i ,
−→
x2
i , . . .

}
. In this distributed data mining literature this is often referred to as the

horizontally data distribution scenario.

In this work peers communicate with one another by sending sets of input vectors as

defined in Definition 3.5.1.
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Definition 3.5.1(Message for sets). Themessagethat peerPi needs to send toPj consists

of a set of vectors and is denoted byXi,j. Each vector is inRd and the size of the set

depends on the data that peerPi needs to send toPj.

Below, we show that for our purposes statistics such as the average and number of

vectors are sufficient. Assuming reliable messaging, once amessage is delivered bothPi

andPj know bothXi,j andXj,i. Our goal is to compute functions defined on the union of

all the data of all the peers. We want to achieve this without all peers requiring to send all

of their data. For this, we define four sets of vectors which are local to a peer. As shown in

a later section (Section 3.6), conditions on these local vectors imply certain conditions on

the global dataset and hence functions defined on the union ofall data of all peers.

Definition 3.5.2(Knowledge). TheknowledgeofPi, denoted asKi, is the union ofSi with

Xj,i for all Pj ∈ Γi and is defined asKi = Si ∪
⋃

Pj∈Γi

Xj,i.

Definition 3.5.3 (Agreement). Theagreementof Pi and any of its neighborsPj isAi,j =

Xi,j ∪Xj,i.

Definition 3.5.4 (Withhled knowledge). Thewithheld knowledgeof Pi with respect to a

neighborPj is the subtraction of the agreement from the knowledgeWi,j = Ki \ Ai,j.

Definition 3.5.5 (Global input). Theglobal input at any time is the set of all inputs of all

the peers and is denoted byG =
⋃

i=1,...,n

Si.

Many data mining primitives in the literature can be posed asa geometric problem.

For example consider the problem of checking if the L2 norm ofa vector inR2 is greater

than a user-definedǫ. This has applications in many complex data mining problemsas we

show in this dissertation. Geometrically, checking if the L2 norm is greater thanǫ amounts

to checking if the vector lies inside a circle of radiusǫ. The theorems in theDeFraLC

framework deal with convex regions and their collections inorder to guarantee results on
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the global data (and hence functions defined on them) based onthe sets of local vectors only

viz.Ki,Ai,j andWi,j . Hence, next we define convex region, invariant functions defined in

convex regions andω-cover i.e.Cω.

Definition 3.5.6 (Convex region). A regionR ⊆ Rd is convex, if for every two points

−→x ,−→y ∈ R and everyα ∈ [0, 1], the weighted averageα−→x + (1− α)−→y ∈ R.

Definition 3.5.7(Invariant function in a convex region). LetF be a function fromRd → O.

We sayF is invariant in R (in shortFR-invariant), if the value ofF onR is constant, i.e.

∀−→x ,−→y ∈ R : F (−→x ) = F (−→y ).

Definition 3.5.8 (ω-cover of a domain for a functionF ). A collection of non-overlapping

convex regionsCω = {R1, R2, . . . , Rn} is aω-cover ofF if:

1. everyRi ∈ Cω is convex andFRi
-invariant inRi

2. the area ofRd not covered by
⋃n

i=1Ri is less thanω

Our next definition deals with the tie regions.

Definition 3.5.9(Tie region). LetCω = {R1, R2, . . . , Rn} be a convex cover for a function

F as defined earlier. Also letD =
{−→x |−→x ∈ Rd

}
be the set of all vectors inRd. Thetie

regionT is the region uncovered byC =
⋃n

i=1Ri i.e. T = {−→x |−→x ∈ D \ C}.

Next we define the global termination state of a distributed asynchronous algorithm.

Definition 3.5.10(Global termination state of a distributed asynchronous algorithm [10]).

A distributed asynchronous algorithm is said to have terminated globally or reached a

termination at a certain global stateif

1. all nodes become idle,

2. all edges become empty (i.e. all messages are delivered),and

3. the system does not change for a time period∆t, which is parameterized by the

diameter of the network and the maximal edge delay of a node.
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3.5.2 Assumptions

In this section we state the assumptions that we have made fordeveloping algorithms

underDeFraLC.

Assumption 3.5.1.In this dissertation we are interested in computing functions defined on

linear combinations of vectors inG. Hence the underlying space is a linear vector space

of G.

Linear combinations such as the average is a technique for combining vectors inG.

Average vector also measures the variability of the vectorsin the setG. Simplicity com-

bined with the ability to represent a number of well-known data mining problems (as we

show later) motivates us to concentrate in such a linear space.

Assumption 3.5.2.Communication among neighboring peers isreliableandordered.

This assumption can easily be enforced using standard numbering and retransmission

(in which messages are numbered, ordered and retransmittedif an acknowledgement does

not arrive in time), ordering, and heart-beat mechanisms. Moreover, this assumption is

not uncommon and have been made elsewhere in the distributedalgorithms literature [63].

Khilar and Mahapatra [100] discuss the use of heartbeat mechanisms for failure diagnosis

in mobile ad-hoc networks.

Assumption 3.5.3.Communication takes place over acommunication tree.

It is assumed that sets of vectors sent fromPi to Pj is never sent back toPj. Since

we are dealing with statistics of data (e.g. counts), one wayof ensuring this is to make

sure that a tree overlay structure is imposed on the originalnetwork such that there are no

cycles. As described in Section 3.5.3, this assumption allows us to send statistics of the

sets and not the sets themselves. We could get around this assumption in one of two ways.

(1) Liss et al. [14], have shown how the distributed majority voting algorithm (which
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require a communication tree) can be developed for general networks. We could use a

similar technique here, although the generalization to other networks may be non-trivial

(2) The underlying tree communication topology could be maintained independently of

our framework using standard techniques such as [63] (for wired networks) or [110] (for

wireless networks).

Our goal is to develop a local framework for correctly computing a functionF defined

on G (the same function output at each node). However, the network is dynamic in the

sense that the network topology can change (peers may enter or leave at any time) or the

data held by each peer can change. HenceG, the union of all peers data, can be thought of

as time-varying as well as the set of neighborsΓi for each peerPi. This leads us to our next

assumption.

Assumption 3.5.4.Peers are notified onchanges(addition/deletion of data tuples or mod-

ification to the attribute values) in their own dataSi, and in the set of their neighbors

Γi.

Assumption 3.5.5.Input data tuples (or vectors) inSi areunique.

Assumption 3.5.6.A ω-coverCω can beprecomputedfor everyF and desiredω.

Note that Assumption 3.5.6 is the weakest of all the assumptions. In this work (see

Section 3.7.3) we show how such aω-cover can be devised for a specific function — the

hyper-sphere inRd — which solves several data mining problems. Finding a coverCω

for an arbitraryF in Rd depends onF and the spaceRd. The communication complexity

of our algorithm might suffer due to an inefficient choice ofCω. Moreover, for the hyper-

sphere, we show in our extensive experiments that the communication complexity increases

linearly with the increase ind, while the space increases exponentially. Formulating an

algorithm which can output the setω-cover for all functionsF defined inRd is, according

to us, an open research topic.
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3.5.3 Sufficient Statistics

The algorithms we describe in this dissertation deal with computing functions of linear

combinations of vectors inG i.e. we restrict ourselves to a linear vector space. For clarity,

we will focus on one such combination — the average. When approximating the average

— due to the assumption of a tree overlay used in this work — we can completely represent

the setsG, Si, Ki, Ai,j, Xi,j andXj,i we previously defined with some of their statistics:

the average vector of the set and its size. We can do that because as long as messages sent

from Pi to Pj are independent ofXj,i, bothXi,j ∩ Xj,i = ∅ andWi,j ∩ Kj = ∅. Next we

define the average and the size of any arbitrary set.

Definition 3.5.11(Average vector of a set). Given a setX, theaverage vector of the setis

the average of all the vectors in the set and is denoted by
−→
X .

Definition 3.5.12(Size of a set). Given a setX, thesize of the setis the cardinality of the

set i.e. the number of vectors in the set and is denoted by|X|.

Definition 3.5.13(Average vector of a set union). Given two setsX andY , theaverage

vector of the setX ∪ Y , is defined as follows:
−−−−→
X ∪ Y =

−→
X+

−→
Y

2
.

Definition 3.5.14(Size of a set union). Given two setsX andY , thesize of the setX ∪ Y ,

is defined as follows:|X ∪ Y | = |X|+ |Y |.

Similar statistics can be written for each of the following sets: Si,Ki,Ai,j andWi,j.

Given the definitions of the average vectors and the sizes of the sets, the idea is to express

the statistics ofKi, Ai,j, andWi,j in terms of the statistics ofSi andXi,j ’s rather than in

terms of the statistics of unions thereof. Below we define theaverage vectors and sizes of

each of the sets.

Definition 3.5.15(Average and size of local dataset). Thesizeandaverageof local dataset

Si are defined as:
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• Size:|Si| = number of data tuples inSi

• Average:
−→
Si =

1
|Si|

∑

−→x ∈Si

−→x

Definition 3.5.16(Average and size of knowledge). Thesizeandaverageof knowledgeKi

are defined as:

• Size:|Ki| = |Si|+
∑

Pj∈Γi

|Xj,i|

• Average:
−→Ki =

|Si|
|Ki|

−→
Si +

∑

Pj∈Γi

|Xj,i|
|Ki|
−−→
Xj,i

Definition 3.5.17 (Average and size of agreement). Thesizeand averageof agreement

Ai,j are defined as:

• Size:|Ai,j| = |Xi,j|+ |Xj,i|

• Average:
−−→Ai,j =

|Xi,j |

|Xi,j |+|Xj,i|

−−→
Xi,j +

|Xj,i|

|Xi,j |+|Xj,i|

−−→
Xj,i

Definition 3.5.18(Average and size of withheld knowledge). Thesizeandaverageof with-

held knowledgeWi,j are defined as:

• Size:|Wi,j | = |Ki| − |Ai,j|

• Average:
−−→Wi,j =

|Ki|
|Wi,j |

−→Ki − |Ai,j |

|Wi,j |

−−→Ai,j or
−−→Wi,j =

−→
0 in case|Wi,j| = 0

Definition 3.5.19(Average and size of global knowledge). Thesizeandaverageof global

knowledgeG are defined as:

• Size:|G| =∑n

i=1 |Si|

• Average:
−→G = 1

|G|

∑n

i=1

−→
Si
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3.5.4 Problem Definition

Problem 1: Given a functionF : Rd → O and a time varying data setSi at each peer

Pi, we are interested in computing the value ofF
(−→G

)
at each peerPi.

Considering the dynamic and distributed nature of the data,accurate computation of

F
(−→G

)
can be very difficult. This might be, for example, because

−→G changes at a rate

faster than the rate at which data can be propagated through the network. We therefore

pose a quality standard and a correctness standard suitablefor this scenario.

Definition 3.5.20 (Accuracy). Given an algorithm for computingF
(−→G

)
the accuracy

of the algorithm is measured as the fraction of peers which compute the correct outcome

F
(−→G

)
at any timet.

Definition 3.5.21 (Eventually correct). An algorithm which converges to a termination

state iseventually correctif it guarantees that at any termination state every peer computes

the correct outcomeF
(−→G

)
, where the correct output is the one which is computed on all

the data of all the peers.

3.5.5 Illustration

Having stated the notations and problem definition, in this section we present an illus-

trative example.

Let there be two peersP1 andP2 connected to each other such thatΓ1 = P2 and

Γ2 = P1. The local data ofP1 andP2 i.e. S1 andS2 are vectors inR2. Let

• S1 = {(2, 6), (3, 8), (1, 4)}

• S2 = {(7, 9), (10, 12)}

Furthermore for simplicity we consider an initialization state of the peers whereby

X1,2 = X2,1 = ∅.

We first calculate the knowledge, agreement and witheld knowledge ofP1:



65
• Sets forP1:

– K1 = S1 ∪
⋃

P2∈Γ1

X2,1 = {(2, 6), (3, 8), (1, 4)}

– A1,2 = X1,2 ∪X2,1 = ∅

– W1,2 = K1 \ A1,2 = {(2, 6), (3, 8), (1, 4)}

• Statistics forP1:

– |S1| = 3

–
−→
S1 =

1
|S1|

∑

−→x ∈S1

−→x = {(2, 6)}

– |K1| = |S1|+
∑

P2∈Γ1

|X2,1| = 3

–
−→K1 =

|S1|
|K1|

−→
S1 +

∑

P2∈Γ1

|X2,1|
|K1|

−−→
X2,1 = {(2, 6)}

– |A1,2| = |X1,2|+ |X2,1| = 0

–
−−→A1,2 =

|X1,2|

|X1,2|+|X2,1|

−−→
X1,2 +

|X2,1|

|X1,2|+|X2,1|

−−→
X2,1 = ∅

– |W1,2| = |K1| − |A1,2| = 3

–
−−→W1,2 =

|K1|
|W1,2|

−→K1 − |A1,2|

|W1,2|

−−→A1,2 = {(2, 6)}

Similarly for P2, we can write:

• Sets forP2:

– K2 = {(7, 9), (10, 12)}

– A2,1 = ∅

– W2,1 = {(7, 9), (10, 12)}

• Statistics forP2:

– |S2| = 2
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–
−→
S2 = {(8.5, 10.5)}

– |K2| = 2

–
−→K2 = {(8.5, 10.5)}

– |A2,1| = 0

–
−−→A2,1 = ∅

– |W2,1| = 2

–
−−→W2,1 = {(8.5, 10.5)}

Now the global knowledgeG = {(2, 6), (3, 8), (1, 4), (7, 9), (10, 12)}and the statistics

are:

• |G| = 5

• −→G = {(4.6, 7.8)}

We may be interested in finding if
−→G lies inside a square centered at (0,0) and side of

length 16 as shown in Figure 3.2. The output is 0 if
−→G ∈ Rs and 1 otherwise. Also shown

in the figure areCω = {Rs, R1, R2, R3, R4},
−→K1,
−→K2 and

−→G . It is evident from the figure

that
−→G ∈ Rs and

−→K1 ∈ Rs but
−→K2 /∈ Rs. Therefore the correct answer is 0. PeerP1 will

output 0 andP2 will output 1. The algorithms we describe in this dissertation enable every

peer to produce the correct outcome as
−→G by exchanging only the statistics and not

−→
S1 and

−→
S2.

For a problem inRd, the knowledge, agreement and witheld knowledge can be evalu-

ated in a similar fashion. However, it becomes significantlymore difficult to find the cover

Cω for an arbitraryF andRd. The communication complexity of our algorithm might

suffer due to an inefficient choice ofCω.

The next section presents a theorem (Theorem 3.6.1) which allows a peer to decide if
−→G resides inside a convex region inCω based on only local information i.e. its knowledge,

agreement and witheld knowledge.
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FIG. 3.2. An example showing the cover and the vectors~G, ~K1 and ~K2. Each shaded
region is a convex region along with the unshaded region inside the square.

3.6 Main Theorems

The main theorems of theDeFraLC framework apply to the eventual correctness of

local algorithms. Since eventual correctness is concernedwith termination states, the state

of the algorithm can be expressed in terms of only the variables of each peer. Local al-

gorithms rely on conditions which permit extending the rules defined on the states of the

different peers onto rules defined on the global dataG. Specifically, the theorems described

herein state conditions on
−→Ki,
−−→Ai,j, and

−−→Wi,j , subject to which it can be determined if
−→G

resides inside a specific convex regionRi ∈ Cω.

Definition 3.6.1(Unification of peers). LetPi andPj be two neighboring peers. The pro-

cess of deletingPj, by combining its knowledge
−→Kj , agreement

−−→Aj,i and witheld knowledge
−−→Wj,i withPi is known asunification.
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Theorem 3.6.1. [Convex Stopping Rule]Let P1, . . . , Pn be a set of peers connected to

each other via a communication treeG (V,E). Let Si, Xi,j, G, Ki, Ai,j, andWi,j be as

defined in the previous section. LetR be an arbitrary convex region inRd. If at timet no

messages traverse the network, and for eachPi,
−→Ki ∈ R and for everyPj ∈ Γi

−−→Ai,j ∈ R,

and for everyPj ∈ Γi either
−−→Wi,j ∈ R orWi,j = ∅, then

−→G ∈ R.

Proof. Assume an arbitraryPi sends all of the vectors inWi,j to its neighborPj and re-

ceivesWj,i. The new knowledge ofPi isK′
i = Ki ∪Wj,i. The average vector of the new

knowledge is
−→K′

i =
−−−−−−→Ki ∪Wj,i. If Wj,i = ∅ then of courseK′

i = Ki. Otherwise, since

in a treeWj,i ∩ Ki = ∅, K′
i can be rewritten as a weighted average of the two vectors

−→K′
i = α

−→Ki + (1− α)
−−→Wj,i for someα ∈ [0, 1]. Since both

−→Ki and
−−→Wj,i are inR, and since

R is convex, any average vector is also inR. It follows that
−→K′

i is in R too.

The new withheld knowledge ofPi with respect to any other neighborPk, W ′
i,k, is

equal to the withheld knowledge prior to the unification, plus the added vectors,W ′
i,k =

Wi,k ∪Wj,i. Again,Wj,i = ∅ thenW ′
i,k =Wi,k. Otherwise, since both

−−→Wi,k and
−−→Wj,i are

in R and sinceWj,i ∩Wi,k = ∅, it follows that
−−−−−−−→Wi,k +Wj,i = α

−−→Wi,k + (1− α)
−−→Wj,i is in

R too.

Note thatAi,k does not change because no message is sent fromPi toPk or vice-versa.

It follows thatPj can be eliminated by connecting all of its other neighbors toPi, and by

setting the agreement ofPi and its new neighbor to the previous agreement that neighbor

had withPj.

Similarly considerPz — any other neighbor ofPi. Using a similar argument,Pz can

be unified withPi and hence deleted. If this process is continued, we will eventually be left

with a single peerPi with
−→Ki =

−→G . Since in every step of the induction
−→Ki remained inside

R,
−→G must be inR.

Theorem 3.6.1 can be explained using Figure 3.3. The top row of the figure shows the

state of the peersP1, P2, P3 andP4 at any time instance. Note that all the vectors are inside
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FIG. 3.3. Vectors of four peers before and after Theorem 3.6.1 isapplied. The knowledge,
the agreement and the withheld knowledge are shown in the figure. The top row represents
the initial states of the four peers. The bottom row depicts what happens ifP2 sends all its
data toP3.
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someR (in this case, a circle). Let us suppose thatP2 andP3 exchange all of their data.

The new knowledge ofP3,
−→K′

3, is a convex combination of
−→K3 and

−−→W2,3. The new withheld

knowledge ofP3 with respect toP4 is denoted by
−−→W ′

3,4 and is a convex combination of
−−→W3,4

and
−−→W2,1. Similarly,

−−→W ′
3,1 is a convex combination of

−−→W3,2 and
−−→W2,1. The agreement

−−→A3,1

is equal to the agreementP2 had withP1 and hence is equal to
−−→A2,1. The other agreements

of P3 do not change since no data is exchanged. Since
−→K′

3 =
−→K′

2,
−−→W ′

3,4 and
−−→W ′

3,1 are all

inside the sameR, P2 can be eliminated by joining the neighbors ofP2 with P3. Repeating

this elimination forP1 andP4 eventually leaves a single peer whose knowledge is equal to
−→G ∈ R.

The significance of Theorem 3.6.1 is that under the conditiondescribed above,Pi

can stop sending messages to its neighbors and outputF
(−→Ki

)
. If the current state of

the system is indeed a termination state, then Theorem 3.6.1guarantees this is the correct

solution. Else, either there must be a message traversing the network, or some peerPk

for whom the condition does not hold. Eventually,Pk will send a message which, once

received, may change the knowledge ofPi, and thus guarantee eventual correctness.

Theorem 3.6.1 only discusses about a single region. However, it is fairly easy to

extend it to a collection of non-overlapping regions.

Lemma 3.6.2.LetCω = {R1, R2, . . . , Rn} be a set of convex non-overlapping regions in

Rd. If for every peerPi, the regionRz ∈ Cω containing
−→Ki also contains

−−→Wi,j and
−−→Ai,j for

every neighbor ofΓi, then for any peerPk, the knowledge
−→Kk ∈ Rz.

Proof. Let Rz (~x) be the region containing a vector~x. Since the state of the system is

a termination state,Ai,j = Aj,i. Thus, for every two neighborsPi andPj , R
(−→Ki

)
=

Rz

(−−→Ai,j

)
= Rz

(−−→Aj,i

)
= Rz

(−→Kj

)
. Assuming the communication graph is connected,

this equivalence can be carried over to every peer in the network.

The result of Lemma 3.6.2, states a condition by which peers can agree on the region

which includes
−→G . Each peer choosesR according to its knowledge

−→Ki and applies the
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condition of Theorem 3.6.1 toR. The agreement on the region also implies an agreement

on the value ofF
(−→G

)
.

Illustration Recall from Section 3.5.5,

• −→K1 = {(2, 6)}

• −−→A1,2 = ∅

• −−→W1,2 = {(2, 6)}

• −→K2 = {(8.5, 10.5)}

• −−→A2,1 = ∅

• −−→W2,1 = {(8.5, 10.5)}

• −→G = {(4.6, 7.8)}

We may be interested in finding if
−→G lies inside a circle of radius 10 and center at

(0,0) i.e. if
∣∣∣
∣∣∣−→G
∣∣∣
∣∣∣ = 9.055 < 10. In this case the output is true. Also,

∣∣∣
∣∣∣−→K1

∣∣∣
∣∣∣ = 6.33 < 10

but
∣∣∣
∣∣∣−→K2

∣∣∣
∣∣∣ = 13.51 > 10. Therefore if the peers decide the output based solely on

−→K , the

result will be wrong.

Now let us apply the conditions of Theorem 3.6.1 to the vectors of P1 andP2. The

regionR is the circle of radius 10. For peerP1:

•
∣∣∣
∣∣∣−→K1

∣∣∣
∣∣∣ = 6.33: Inside circle

•
∣∣∣
∣∣∣−−→A1,2

∣∣∣
∣∣∣ = 0: Inside circle

•
∣∣∣
∣∣∣−−→W1,2

∣∣∣
∣∣∣ = 6.33: Inside circle

Therefore the conditions of the theorem dictates that this is a termination state of peer

P1. Similarly for peerP2:
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•
∣∣∣
∣∣∣−→K2

∣∣∣
∣∣∣ = 13.51: Outside circle

•
∣∣∣
∣∣∣−−→A2,1

∣∣∣
∣∣∣ = 0: Inside circle

•
∣∣∣
∣∣∣−−→W2,1

∣∣∣
∣∣∣ = 13.51: Outside circle

In this case, however, the conditions of the theorem states thatP2 has not reached a

termination state. ThereforeP2 will send messages which will change its state. In Section

3.7.3 we show what message is sent and how each peer outputs the correct result.

We are now in a position to present our local P2P generic algorithm (PeGMA) for

computing complex functions in large distributed systems.

3.7 Peer-to-Peer Generic Algorithm (PeGMA) and its Instantiations

This section describesPeGMA— a P2P generic local algorithm for computing in large

distributed systems. It relies on the results presented in the previous section to compute the

value of a given function of the average of the input vectors.As proved below,PeGMA

is both local and eventually correct. The section proceeds to exemplify howPeGMAcan

be used for solving interesting data mining problems by instantiating it for two different

functions: (1) a function that outputs 0 if the norm of the average vector inRd is less than

ǫ, and 1 otherwise; and (2) a function that outputs 0 inside a Pacman shape inR2 and 1

outside of it.

Note that for all the algorithms, one of the inputs is theω-cover. Finding an algorithm

which outputs theω-cover for any functionF is an open research issue. Finite Element

technique (FEM) [55] using quadtree (inR2) or octree (inR3) can be used to split any

arbitraryF into convex regions. An example is shown in Figure 3.4. However, the cost

of building the tree increases exponentially with increasein the dimension of the problem.

Randomized algorithms for generatingω-cover offer better complexities as we show in

Section 3.7.3.
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FIG. 3.4. An arbitraryF is subdivided using quadtree data structure.

3.7.1 PeGMA: Algorithmic Details

PeGMA, depicted in Algorithm 1, receives as input the functionF , theω-cover, which

is a set of non-overlapping convex regions, and a constant —L — whose function is ex-

plained below. Each peer outputs, at every given time, the value ofF based on its knowl-

edge
−→Ki.

The algorithm is event driven. Events could be one of the following: a message from

a neighbor peer, a change in the set of neighbors (e.g., due tofailure or recovery), a change

in the local data, or the expiry of a timer which is always set to no more thanL. On any

such eventPi calls theOnChangemethod. If the event is a message
−→
X, |X| received from

a neighborPj , Pi would update
−−→
Xi,j to

−→
X and|Xi,j| to |X| before it callsOnChange.

The objective of theOnChangemethod is to make certain that the conditions of The-

orem 3.6.1 are maintained for the peer that runs it. These conditions require
−→Ki,
−−→Ai,j, and

−−→Wi,j (in case it is not null) all to be in the same convex region. Since
−→Ki cannot be manip-

ulated by the peer, it dictates the active regionR.
−→Ki can also be outside all of the regions

in Cω (when it is in a tie area). Since Theorem 3.6.1 does not provide any guarantee unless
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in this case, any withheld knowledge it has to its neighbors.Otherwise, the conditions for

which data need to be sent are two: (1) if either the agreement
−−→Ai,j or the withheld knowl-

edge
−−→Wi,j are outsideR or (2) if the knowledge

−→Ki is different from the agreement
−−→Ai,j,

but the size of the withheld knowledge is zero. This can only occur if there is no withheld

knowledge at all, and then the data changes.

It should be stressed here that in any case other than those described above, the peer

does not need to do anything even if its data changes. The peercan rely on the correctness

of the general results from the previous section which ensure that ifF
(−→Ki

)
is not the

correct answer then eventually one of its neighbors will send it some new data and change
−→Ki. If, one the other hand, one of the aforementioned cases do occur, thenPi sends a

message. This is performed by theSendMessagemethod. If
−→Ki is in a tie area, thenPi

simply sends all of the withheld data. Otherwise, a message is computed which will ensure
−−→Ai,j and

−−→Wi,j are inR. In PeGMAwe do not specify exactly how this is done. Nevertheless,

one way is evident — sending all of the withheld knowledge would set
−−→Ai,j to

−→Ki (which,

from the way we selectR, is inR) andWi,j to zero.

One last mechanism employed in the algorithm is a “leaky bucket” mechanism. This

mechanism makes certain that no two messages are sent in a period shorter than a constant

L. Leaky bucket is often used in asynchronous, event-based systems to prevent message

explosion. Every time a message needs to be sent, the algorithm checks how much time

has passed since the last one was sent. If that time is less thanL, the algorithm sets a timer

for the reminder of the period and callsOnChangeagain when the timer expires. Note that

this mechanism does not enforce any kind of synchronizationon the system. It also has

nothing to do with correctness; at most it might delay convergence. Figure 3.5 shows the

flowchart ofPeGMA.
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Input : F , Cω, L, Si, andΓi

Output : F
(−→Ki

)

Data structure: For eachPj ∈ Γi

−−→
Xi,j, |Xi,j|,

−−→
Xj,i, |Xi,j|, last message;1

if MessageRecvd
(
Pj,
−→
X, |X|

)
then

−−→
Xj,i ← −→X and|Xj,i| ← |X|;2

if Si, Γi,
−→Ki or |Ki| changesthen call OnChange;3

Function OnChange()4

begin5

SetR←
{

Rj ∈ Cω ∃Rj ∈ Cω :
−→Ki ∈ Rj

∅ Otherwise6

for eachPj ∈ Γi do7

if
[
R = ∅∧

(−−→Ai,j 6=
−→Ki
∨ |Ai,j| 6= |Ki|

)] ∨ [|Wi,j| = 0
∧−−→Ai,j 6=

−→Ki

] ∨
8

[Ai,j 6∈ R
∨Wi,j 6∈ R] then call SendMessage(Pj);

end9

end10

Function SendMessage(Pj)11

begin12

if time ()− last message ≥ L then13

Compute new
−−→
Xi,j and|Xi,j| such that both

−→Ki,
−−→Ai,j and

−−→Wi,j are inR;14

if no such
−−→
Xi,j and |Xi,j| existthen15

−−→
Xi,j ← |Ki|

−→
Ki−|Xj,i|

−−→
Xj,i

|Ki|−|Xj,i|
; |Xi,j| ← |Ki| − |Xj,i| ;16

end17

last message← time ();18

Send
−−→
Xi,j, |Xi,j| to Pj;19

end20

else Wait L− (time ()− last message) time units and then call21

OnChange();
end22

Algorithm 1 : P2P Generic Local Algorithm (PeGMA)
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FIG. 3.5. Flowchart ofPeGMA.

3.7.2 PeGMA: Correctness and Locality

This section proves thatPeGMAdescribed above is both local and eventually correct.

In order to show eventual correctness we need to prove that if, at some point in timeτ ,

both the underlying communication graph and the data at every peer cease to change, then

after some length of time every peer would output the correctresultF
(−→G

)
; and that this

would happen foranystatic communication treeG(V,E), anystatic dataSi at the peers,

and any possible state of the peers at timeτ .

Theorem 3.7.1. [Correctness]The Peer-to-Peer Generic Monitoring Algorithm (PeGMA)

is eventually correct.

Proof. Regardless of the state ofKi, Ai,j,Wi,j, the algorithm will continue to send mes-

sages, and accumulate more and more ofG in eachKi until one of two things happen: either

for every peerKi = G or for everyPi bothKi, Ai,j, andWi,j are in the sameRℓ ∈ Cω. In
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the former case,

−→Ki =
−→G , so every peer obviously computesF

(−→Ki

)
= F

(−→G
)

. In the

latter case, Theorem 3.6.1 dictates that
−→G ∈ Rℓ, soF

(−→Ki

)
= F

(−→G
)

too.

Lastly, we claim that PeGMA is(α, γ)-local. The art of measuring(α, γ)-locality of

algorithms is at its infancy. An attempt has been made to define locality with respect to the

Veracity Radiusof an aggregation problem [15]. However this method does notextend well

to algorithms that contains randomness (e.g., in message scheduling) or to dynamic data

and topology. Considering the (α, γ) framework we defined earlier, there always exist prob-

lem instances for which any eventually correct algorithm (e.g. [116][196][195][119][163]

and including all ones described in this dissertation) willhave worst caseγ = O(n) (as

shown in Theorem 3.7.3), wheren is the size of the network. WhileO(n) is the upper

bound on the communication complexity, more accurate bounds onγ can be developed

by identifying the specific problems and input instances. Wefeel that there is an intrin-

sic relation betweenγ andǫ. For example increasingǫ decreasesγ though it needs to be

investigated further and constitutes part of the future work of this dissertation. Moreover,

another factor which actively controlsγ is the area of the tie region. As we describe here,

this area can be made arbitrarily small by introducing more convex regions. An appropri-

ate measure of accuracy, therefore can be the ratio of the union of the areas spanned by the

cover to the tie region.

Lemma 3.7.2.Considering a two node network,Pi andPj, the maximum number of mes-

sages exchanged between them to come to a consensus about thecorrect output is 2.

Proof. Using the notations defined earlier, let
−→Ki ∈ Rk,

−→Kj ∈ Rℓ and
−→G ∈ Rm, where

Rm, Rk, Rℓ ∈ Cω andm 6= k 6= ℓ. Considering an initialization state, where
−−→
Xi,j =

−−→
Xj,i =

0 such that
−−→Ai,j = 0 =

−−→Aj,i. In this case the condition of Theorem 3.6.1 does not hold

for bothPi andPj . Pi will send all of its data (which is
−→Ki) to Pj which will enablePj to

correctly compute
−→G (since

−→G is a convex combination of
−→Ki and

−→Kj). On receiving
−→Ki

from Pi, Pj will apply the conditions of Theorem 3.6.1. Since clearly
−→Kj =

−→G ∈ Rm but
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−→Ki ∈ Rk, the condition of the theorem dictates it to send a message toPi and it

will send all the data which it has not received fromPi i.e.
−→Kj . At this point bothPi and

Pj have both
−→Ki and

−→Kj. Hence they can compute
−→G correctly. Therefore the number of

messages exchanged is 2.

It can also happen that
−→Ki or

−→Kj or both lie inside a tie region. In this case the peers

will exchange all of their data and following a similar argument as stated above, we can

show that the total number of messages exchanged is 2.

Our next theorem bounds the total number of messages sent byPeGMA. Because of

the dependence on the data, counting the number of messages in a data independent manner

for such an asynchronous algorithm seems extremely difficult. Therefore in the following

theorem (Theorem 3.7.3), we find the upper bound of the numberof messages exchanged

by any peer when the data of all the peer changes.

Theorem 3.7.3. [Communication Complexity]LetSt be a state of the network at timet

where for everyPi,
−→Ki ∈ Rℓ, Rℓ ∈ Cω. Hence

−→G ∈ Rℓ as well and thus the peers have

converged to the correct result. Let at timet′ > t the data of each peer changes. Without

loss of generality, let us assume that at timet′,
−→Ki ∈ Ri where eachRi ∈ Cω. Let us also

assume that
−→G ∈ Rg, whereg /∈ {1 . . . n}. The maximum number of messages sent by any

peerPi is (n− 1)× (|Γi| − 1) in order to ensure
−→Ki ∈ Rg.

Proof. It is clear that the output of each peer will be correct only when each
−→Ki =

−→G . This

will only happen when eachPi has communicated with all the peers in the network i.e.
−→Ki =

∑n

i=1

−→Ki. SincePeGMAonly communicates with immediate neighbors, in the worst

case any peerPi will be updated with each value of
−→Kj, j 6= i one at a time. Every timePi

gets one
−→Kj , it communicates with all its neighbors except the one from which it got

−→Kj.

This process can be repeated in the worst case for(n− 1) times in order to get all the
−→Kj ’s.

At every such update,Pi will communicate with|Γi| − 1 neighbors. Therefore, the total

number of messages sent byPi is (n− 1)× (|Γi| − 1).
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Our next theorem shows thatPeGMAis (O(1), O(n))-local.

Theorem 3.7.4. [Locality]PeGMA(O(1), O(n))-local.

Proof. PeGMAis designed to work by communicating with immediate neighbors of a peer

only. Hence by design,α = 1.

From Lemma 3.7.3, we know thatγ = O(n). Hence,PeGMAis (O(1), O(n))-local.

While the worst caseγ = O(n), there exist many interesting problem instances for

whichγ is small and independent of the size of the network, as corroborated by our exten-

sive experimental results. Furthermore, the cases for which the communication is global

can be controlled to any desired degree by reducing the area of the tie region.

3.7.3 Local L2 Norm Thresholding

Following the description ofPeGMA, specific algorithms can be implemented for var-

ious functionsF . One of the most interesting functions is that of thresholding the L2

norm of the average vector, i.e., deciding if
∥∥∥−→G
∥∥∥ ≤ ǫ, whereǫ is a user chosen threshold.

Geometrically this means deciding if
−→G lies inside a circle of radius ofǫ and centered at

(0,0).

To produce a specific algorithm fromPeGMA, the following two steps need to be

taken:

1. A ω-cover by non-overlapping convex regions, in each of whichFRi
-invariant, needs

to be found

2. A method for finding
−−→
Xi,j and|Xi,j |which ensures that both

−−→Ai,j and
−−→Wi,j ∈ R needs

to be formulated

The case of L2 thresholding problem inR2 is illustrated in Figure 3.6. Obviously,

the area for whichF outputstrue — the inside of anǫ-circle — is convex. This area is
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B

C

D

A

FIG. 3.6. (A) the area inside anǫ circle (B) A random vector (C) A tangent defining a
half-space (D) The areas between the circle and the union of half-spaces are the tie areas

denoted byRin. The area outside theǫ-circle can be divided by randomly selecting unit

vectorsû1, . . . , ûℓ and then drawing the half-spacesHj = {~x : ~x · ûj ≥ ǫ}. Each half-space

is a convex region and is entirely outside the circle. However, these half-spaces overlap.

Therefore, non-overlapping regions are defined by removingfrom each half-space points

that belong to the next in order half-spaceRj =
{
~x : ~x · ûj ≥ ǫ ∧ ~x · ˆu(j+1) mod ℓ < ǫ

}
. By

increasingℓ, the area between the halfspaces and the circle or the tie area can be minimized

to any desired degree. Thus,Rin, R1, . . . , Rℓ constitute aω-cover. Since the domain can

be infinite, we make sure the tie area is less than aω fraction of the area of theǫ-circle and

thus clearly less than aω fraction of the entire domain. The pseudo code of the cover for a

sphere inRd is shown in Algorithm 2.

The running time of the algorithm isO(ℓ× d). This is a huge improvement from the

exponential time complexity ind using quadtree/octree data structure we discussed earlier.

We now describe how theSendMessagemethod computes a message that forces
−−→Ai,j
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Input : dimension of the problemd, number of unit vectors requiredℓ
Output : Cω

Generateℓ random vectors:r1 = {r11, r12, . . . , r1d}, r2 = {r21, r22, . . . , r2d}, . . . ,1

rℓ = {rℓ1, rℓ2, . . . , rℓd}.
Normalize these vectors:̂u1 =

1√
r2
11
+r2

12
+···+r2

1d

{r11, r12, . . . , r1d}2

û2 =
1√

r2
21
+r2

22
+···+r2

2d

{r21, r22, . . . , r2d}, . . . ,

ûℓ =
1√

r2
ℓ1
+r2

ℓ2
+···+r2

ℓd

{rℓ1, rℓ2, . . . , rℓd}.
Rin = {−→x : ||−→x || < ǫ}3

Ri = {−→x : −→x · ûi > ǫ}4

Cω = {Rin, R1, . . . , Rℓ}5

Algorithm 2 : Generic cover for sphere inRd.

and
−−→Wi,j into the region which contains

−→Ki if they are not in it. A related algorithm,

Majority-Rule [196], suggests sending all of the withheld knowledge in this case. How-

ever, experiments with dynamic data hint this method may be unfavorable. If all or most of

the knowledge is sent and the data later changes, the withheld knowledge becomes the dif-

ference between the old and the new data. This difference tends to be far more noisy than

the original data. Thus, while the algorithm makes certain that
−−→Ai,j and

−−→Wi,j are brought

into the same region as
−→Ki, it still makes an effort to maintain some withheld knowledge.

Though it may be possible to optimize the size of|Wi,j| we take the simple and effec-

tive approach of testing an exponentially decreasing sequence of |Wi,j | values, and then

choosing the first such value satisfying the requirements for
−−→Ai,j and

−−→Wi,j .

When a peerPi needs to send a message, it computes
−→
X , the new value for

−−→
Xi,j, based

on the contributions of all sources of input vectors other thanPj,
−→
X ← |Ki|

−→
Ki−|Xj,i|

−−→
Xj,i

|Ki|−|Xj,i|
.

Then, it tests a sequence of values for|X|, the new weight|Xi,j|; first setting it to

(|Ki| − |Xj,i|) /2 and then gradually increasing it until either
−−→Ai,j and

−−→Wi,j ∈ R or

|X| = |Ki| − |Xj,i|.
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Input : ǫ, L, Si, Γi, Cω

Output : 0 if
∥∥∥
−→
Ki

∥∥∥ ≤ ǫ, 1 otherwise

Function ComputeNew(|Xi,j | and
−−→
Xi,j)1

begin2

LetR be the region selected by thePeGMA;3

−→
X ← |Ki|

−→
Ki−|Xj,i|

−−→
Xj,i

|Ki|−|Xj,i|
;4

w ← |X| ← |Ki| − |Xj,i|;5

repeat6

w ← ⌊w
2
⌋;7

|X| ← |Ki| − |Xj,i| − w;8

−→
A = |X|

−→
X+|Xj,i|

−−→
Xj,i

|X|+|Xj,i|
;9

|A| = |X|+ |Xj,i|;10

−→
B = |Ki|

−→
Ki−|X|

−→
X−|Xj,i|

−−→
Xj,i

|Ki|−|X|−|Xj,i|
;11

|B| =|Ki| − |X| − |Xj,i|;12

until
−→
A,
−→
B ∈ R or w = 0 ;13

Return|X| and
−→
X as the new|Xi,j| and

−−→
Xi,j;14

end15

Other than these specifications follow the rules specified inPeGMA16

Algorithm 3 : Local L2 Thresholding
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Illustration In this section we continue with our example. We want to test if

−→G lies

inside a circle of radius 10. The messages exchanged by each peer is shown in Table 3.1.

Note how at the convergence the output of each peer is the correct global output.

3.7.4 Computing Pacman

We now show howPeGMAcan be suited for another specific function — that of Pac-

man. The Pacman shape is a circle with one quadrant cut out (See Fig 3.7). Computation of

F inside Pacman is significant since it shows howF can be computed inside any arbitrary

non-convex figure by decomposing the non-convex shape into convex regions.

First we define theω-cover for this problem.

LetCω = Rin, R1, . . . , Rℓ be the cover defined in the previous section for the purpose

of L2 Thresholding. The cover for the Pacman function is computed by removingRin from

the list of covers, and replacing it with three new regions:

1. Ra = {−→x = (r cos β, r sin β) : 0 ≤ r ≤ ǫ ∧ 0 ≤ β < π};

2. Rb =
{−→x = (r cos β, r sin β) : 0 ≤ r ≤ ǫ ∧ π ≤ β < π + π

2

}
;

3. Rc =
{−→x = (r cos β, r sin β) : 0 ≤ r ≤ ǫ ∧ π + π

2
≤ β < 2π

}
.

The angle spanned by each of these regions is less thanπ. Hence each of these re-

gions are convex. The value ofF in each region is constant (1 for the first two, and

0 for the last one). Thus the new cover is aω-cover. Theω-cover can be written as:

Cω = {Ra, Rb, Rc, R1, . . . , Rℓ}. In order to monitorF inside the Pacman, the conditions

of Theorem 3.6.1 are applied to each of these regions inCω. The output of the Pacman

monitoring algorithm would be:

Output=





0, if
−→Ki ∈ {Rc, R1, . . . , Rℓ};

1, if
−→Ki ∈ {Ra, Rb};
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PeerP1 PeerP2

Time t0: Time t0:∣∣∣
∣∣∣
−→K1

∣∣∣
∣∣∣ = 6.33,

∣∣∣∣
∣∣∣∣
−−→A1,2

∣∣∣∣
∣∣∣∣ = 0,

∣∣∣∣
∣∣∣∣
−−→W1,2

∣∣∣∣
∣∣∣∣ = 6.33

∣∣∣
∣∣∣
−→K2

∣∣∣
∣∣∣ = 13.51,

∣∣∣∣
∣∣∣∣
−−→A2,1

∣∣∣∣
∣∣∣∣ = 0,

∣∣∣∣
∣∣∣∣
−−→W2,1

∣∣∣∣
∣∣∣∣ = 13.51

Output:true Output:false
All inside circle, so no message All not inside circle, so send message

|X2,1|=|K2| − |X1,2| = 2−−→
X2,1=

−→K2 −
−−→
X1,2 = (8.5, 10.5)

Send
−−→
X2,1, |X2,1| toP1

After message sent:∣∣∣
∣∣∣
−→K2

∣∣∣
∣∣∣ = 13.51,

∣∣∣∣
∣∣∣∣
−−→A2,1

∣∣∣∣
∣∣∣∣ = 13.51,

∣∣∣∣
∣∣∣∣
−−→W2,1

∣∣∣∣
∣∣∣∣ = 0

Time t1:
When message received fromP2:
|K1| = 3 + 2 = 5−→K1 = 1

5
{(6, 18) + (17, 21)} = {(4.6, 7.8)}∣∣∣

∣∣∣
−→K1

∣∣∣
∣∣∣=9.055 (Inside)

|A1,2| = 2−−→A1,2 = {(8.5, 10.5)}∣∣∣∣
∣∣∣∣
−−→A1,2

∣∣∣∣
∣∣∣∣=13.51 (Outside)

|W1,2| = 5-2 = 3−−→W1,2 = 1

3
{(23, 39)− (17, 21)} = {(2, 6)}∣∣∣∣

∣∣∣∣
−−→W1,2

∣∣∣∣
∣∣∣∣=6.33 (Inside)

Output:true
All not inside circle, so send message
|X1,2|=|K1| − |X2,1| = 3−−→
X1,2=

−→K1 −
−−→
X2,1 = (2, 6)

Send
−−→
X1,2, |X1,2| toP2

After message sent:∣∣∣
∣∣∣
−→K1

∣∣∣
∣∣∣ = 9.055,

∣∣∣∣
∣∣∣∣
−−→A1,2

∣∣∣∣
∣∣∣∣ = 9.055,

∣∣∣∣
∣∣∣∣
−−→W1,2

∣∣∣∣
∣∣∣∣ = 0

Time t2:
When message received fromP1:
|K2| = 2 + 3 = 5−→K2 = 1

5
{(17, 21) + (6, 18)} = {(4.6, 7.8)}∣∣∣

∣∣∣
−→K2

∣∣∣
∣∣∣=9.055 (Inside)

|A2,1| = 5−−→A2,1 = {(4.6, 7.8)}∣∣∣∣
∣∣∣∣
−−→A2,1

∣∣∣∣
∣∣∣∣=9.055 (Inside)

|W2,1| = 0−−→W2,1 =
−→
0∣∣∣∣

∣∣∣∣
−−→W2,1

∣∣∣∣
∣∣∣∣=0 (Inside)

Output:true
All inside circle, so no message

Table 3.1. Table showing the messages exchanged by two peersPi andPj for the L2
thresholding algorithm

.
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FIG. 3.7. A circle of radiusǫ circumscribing a Pacman shape. (A) Area inside the shape.
(B) Area outside the shape. (C) Unit vectors defining the tangent lines. (D) Tangent lines
defining the bounding polygon.

The same algorithm employed for L2 Thresholding can be used for the Pacman prob-

lem without any additional change.

3.8 Reactive Algorithms

The previous section describedPeGMA— an efficient local algorithm capable of com-

puting complex functions defined on the average of the data even when the data and sys-

tem are constantly changing. In this section, we leverage this powerful tool to create a

framework for producing and maintaining various data mining models. This framework is

simpler than the current methodology of inventing a specificdistributed algorithm for each

problem.

The basic idea of the framework is to employ a simple, costly,and possibly inaccurate

convergecastalgorithm to sample data from the network to a central post and to compute,
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based on this “best-effort” sample, a data mining model. Thesecond part uses abroadcast

technique to distribute this model in the network. The localalgorithm is then used to moni-

tor the quality of the model. If the model is not sufficiently accurate or the data has changed

to the degree that the model no longer fits it, the monitoring algorithm alerts and triggers

another cycle of data collection. It is also possible to tunethe algorithm by increasing the

sample size if the alerts are frequent and decreasing it whenthey are infrequent. Since the

monitoring algorithm is eventually correct, eventual convergence to a sufficiently accurate

model is very likely. Furthermore, when the data only goes through stationary changes, the

monitoring algorithm triggers false alerts infrequently and hence can be extremely efficient.

Thus, the overall cost of the framework is low.

Note that the communication complexity of the convergecastprocess is not local.

Rather it is equal to the size of the network. However, this process is only invoked if

the data undergoes a change in the underlying distribution.If the number of times this

change is low, the total cost is amortized by the stationary periods in which our algorithm

is very efficient.

We describe four different instantiations of this basic framework, each highlighting a

different aspect. First we discuss the problem of computingthe average input vector, to a

desired degree of accuracy. Second, we present an algorithmfor computing a variant of the

k-means clusters suitable for dynamic data. Third, we focus on the problem of computing

the first eigenvector of the data. Finally, we discuss the problem of computing multivariate

regression in P2P networks.

3.8.1 Mean Monitoring

The problem of monitoring the mean of the input vectors has direct applications to

many data analysis tasks. The objective in this problem is tocompute a vector−→µ which is

a good approximation for
−→G . Formally, we require that

∥∥∥−→G −−→µ
∥∥∥ ≤ ǫ for a desired value
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of ǫ.

For any given estimate−→µ , monitoring whether
∥∥∥−→G −−→µ

∥∥∥ ≤ ǫ is possible via direct

application of the L2 Thresholding algorithm from Section 3.7.3. Every peerPi subtracts

−→µ from every input vector inSi. Then, the peers jointly execute L2 Norm Thresholding

over the modified data. If the resulting average is inside theǫ-circle then−→µ is a sufficiently

accurate approximation of
−→G ; otherwise, it is not.

The basic idea of the Mean Monitoring algorithm is to employ aconvergecast-

broadcast process in which the convergecast part computes the average of the input vectors

and the broadcast part delivers the new average to all the peers. The trick is that, before a

peer sends the data it collected up the convergecast tree, itwaits for an indication that the

current−→µ is not a good approximation of the current data. Thus, when the current−→µ is

a good approximation, convergecast is slow and only progresses as a result of false alerts.

During this time, the cost of the convergecast process is negligible compared to that of the

L2 Thresholding algorithm. When, on the other hand, the datadoes change, all peers alert

almost immediately. Thus, convergecast progresses very fast, reaches the root, and initiates

the broadcast phase. Hence a new−→µ is delivered to every peer which is a more updated

estimate of
−→G .

Algorithm Detail The exact algorithm, described in Algorithm 4, adds very little to

what is described above. The first addition is that of an alertmitigation constant,τ , selected

by the user. The idea here is that an alert should persist for agiven period of time before

the convergecast advances. Experimental evidence suggests that settingτ to even a fraction

of the average edge delay greatly reduces the number of convergecasts without incurring a

significant delay in updating−→µ .

A second detail is the separation of the data used for alerting — the input of the L2

Thresholding algorithm — from that which is used for computing the new average. If

the two are the same, then the new average tends to be biased. This is because an alert,
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and consequently an advancement in the convergecast, is bound to be more frequent when

the local data is extreme. Thus, the initial data, and later on every new data, is randomly

associated with one of two datasets:Ri — which is used by the L2 Thresholding algorithm,

andTi on whom the average is computed when convergecast advances.

A third detail is the implementation of the convergecast process. First, every peer

tracks changes in the knowledge of the underlying L2 Thresholding algorithm. When it

moves from inside theǫ-circle to outside theǫ-circle the peer takes note of the time, and

sets a timer toτ time units. Whenever a timer expires, or a data message is received from

one of its neighbors,Pi first checks if currently there is an alert and if it was recordedτ or

more time units ago. If so, it counts from how many of its neighbors it has received data

messages. If it has received data messages from all of its neighbors, the peer moves to the

broadcast phase, computes the average of its own data and thereceived data and sends it

to itself. If it has received data messages from all but one ofthe neighbors then this one

neighbor becomes the peer’s parent in the convergecast tree; the peer computes the average

of its own and its other neighbors’ data, and sends the average with its cumulative weight

to the parent. Then, it moves to the broadcast phase. If it received no data messages from

two or more of its neighbors the peer just keeps waiting.

Lastly, the broadcast phase is fairly straightforward. Every peer which receives the

new−→µ vector, updates its data by subtracting it from every vectorin Ri and transfers those

vectors to the underlying L2 Thresholding algorithm. Then,if it is in the broadcast phase

it sends the new vector to its other neighbors and changes thestatus to convergecast. There

could be one situation in which a peer receives a new−→µ vector when it is already in the

convergecast phase. This is when two neighbor peers concurrently become roots of the

convergecast tree i.e., when each of them concurrently sends the last convergecast message

to the other. To break the tie, a root peerPi which receives−→µ from a neighborPj while

in the convergecast phase comparesi to j. If i > j it ignores the message. Otherwise,Pi
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treats the message just as it would in a broadcast phase.

Figure 3.8 shows a snap-shot of the convergecast broadcast steps as it progresses up

the communication tree. In subfigure 3.8(a), the peers do notraise a flag and only runs the

local L2 algorithm. In subfigure 3.8(b), the two leaves raisetheir flags and send their data

up (to the parent) as shown using arrows. Figure 3.8(c) showsan intermediate step where

the nodes keep waiting. Finally, the roots (two of them) become activated in subfigure

3.8(d) by exchanging data with each other. The new statisticis computed at both the roots

and broadcast. The root with the higher id gets to propagate its result.

3.8.2 k-Means Monitoring

We now turn to a more complex problem, that of computing thek-means of distributed

data. The classic formulation of thek-means algorithm is a two step recursive process in

which every data point is first associated with the nearest ofk centroids, and then every

centroid is moved to the average of the points associated with it — until the average is the

same as the centroid. To make the algorithm suitable for a dynamic setup, we relax the

stopping criteria. In our formulation, a solution is considered admissible when the average

of point is within anǫ-distance of the centroid with whom they are associated.

Similar to the Mean-Monitoring, thek-Means Monitoring algorithm (Algorithm. 7)

is performed in a cycle of convergecast and broadcast. The algorithm, however, is different

in some important respects. First, instead of taking part ofjust one execution of L2 Thresh-

olding, each peer takes part ink such executions — one per centroid. The input of the

ℓth execution are those points in the local data setSi for which theℓth centroid,−→cℓ , is the

closest. Thus, each execution monitors whether one of the centroids needs to be updated.

If even one execution discovers that the norm of the corresponding knowledge
∥∥∥
−→
Kℓ

i

∥∥∥ is

greater thanǫ the peer raises an alert. If the alert persists forτ time units, the peer advances

to the convergecast process.
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Input : ǫ, L, Si, Γi,
−→µ0, τ

Output :
−→µ such that

∥∥∥
−→G −−→µ

∥∥∥ < ǫ

Data structure: Ri andTi, last change, flags:alert, root, andphase, for each1

Pj ∈ Γi, a vector−→v j and a countercj;
Initialization:2

begin3

Set
−→µ ← −→µ0, alert← false, phase← convergecast;4

Split Si evenly betweenRi andTi;5

Initialize L2 with the input
{−→xi,1 −−→µ ,

−→xi,2 −−→µ , . . . ,
−−→xi,B −−→µ :

−→xi,j ∈ Ri

}
;6

Set
−→vj , cj to

−→
0 , 0 for all Pj ∈ Γi;7

end8

On addition of a new vector−→x to Si:9

begin10

Randomly add−→x to eitherRi or Ti and remove the oldest point;11

if −→x was added toRi then pass−→x −−→µ to the L2 thresholding algorithm;12

end13

On change in
−→Ki of the L2 thresholding algorithm:14

begin15

if
∥∥∥
−→Ki

∥∥∥ ≥ ǫ andalert = false then16

last change← time();17

alert← true;18

timer← τ ;19

end20

if
∥∥∥
−→Ki

∥∥∥ < ǫ then alert← false;21

end22

if DataReceived(Pj,
−→v , c) then23 −→vj ← −→v , cj ← c;24

Call Convergecast(See Alg. 5 for pseudocode);25

end26

if timer expiresthen Call Convergecast(See Alg. 5 for pseudocode);27

if newµ′ receivedthen Call ProcessNewMeans(µ′) (See Alg. 6 for pseudocode);28

Algorithm 4 : Mean Monitoring.
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Function Convergecast1

begin2

if alert = false then return;3

if time()− last change < τ then4

timer ← time() + τ − last change;5

return;6

end7

if ∀Pk ∈ Γi except for oneck 6= 0 then8

s = |Ti|+
∑

Pj∈Γi
cj;9

−→s = |Ti|
s

−→
Ti +

∑
Pj∈Γi

cj
s

−→vj ;10

Sends,−→s to Pl;11

Setroot← false, phase← Broadcast;12

end13

if ∀Pk ∈ Γi ck 6= 0 then14

s = |Ti|+
∑

Pj∈Γi
cj;15

−→s = |Ti|
s

−→
Ti +

∑
Pj∈Γi

cj
s

−→vj ;16

root← true;17

phase← Convergecast;18

Send
−→µ to all Pk ∈ Γi19

end20

end21

Algorithm 5 : Convergecast function for Mean Monitoring.

Function ProcessNewMeans(
−→
µ′ )1

begin2

if (phase = broadcast
∨
phase = convergecast)

∧
root = true

∧
j > i then3

−→µ ←
−→
µ′ ;4

Send
−→µ to all Pk 6= Pj ∈ Γi;5

ReplaceSi of the L2 Thresholding algorithm with
{−→x −−→µ : −→x ∈ Ri

}
;6

phase← convergecast;7

end8

end9

Algorithm 6 : Function handling the receipt of new meansµ for Mean Monitoring.
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(a) Initial state (b) Activated leaves

(c) Activated intermediate nodes (d) Activated roots

FIG. 3.8. Convergecast and broadcast through the different steps. In subfigure 3.8(a), the
peers do not raise a flag. In subfigure 3.8(b), the two leaves raise their flags and send their
data up (to the parent) as shown using arrows. Figure 3.8(c) shows an intermediate step.
Finally, the roots (two of them) become activated in subfigure 3.8(d) by exchanging data
with each other.
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Another difference between thek-Means Monitoring and the Mean-Monitoring algo-

rithm is the statistics collected during convergecast. Ink-Means Monitoring, the statistics

is a sample of sizeb (dictated by the user) from the data. Each peer samples (withreturns)

from the samples it received from its neighbors, and from itsown data, such that the prob-

ability of sampling a point is proportional to the weight. The result of this procedure is

that every input point stands an equal chance to be included in the sample that arrives to

the root. The root then computes a centralizedk-Means on the sample, and sends the new

centroids in a broadcast message.

3.8.3 Eigenvector Monitoring

The next algorithm described in this chapter is an algorithmfor monitoring the first

eigenvector of data. In this problem we assume that the data at each peer,Si, is a matrix.

The objective of the algorithm is to compute the first eigenvector and the corresponding

eigenvalue of the global data — the point-wise addition of all of the local matrices. For this

purpose, the algorithm takes advantage of the accepted Power Method. The Power Method

is a numeric method for approximating the first eigenvector —eigenvalue pair of a matrix

M. It begins with a random guess
−→
V andθ of the eigenvector-eigenvalue pair and keeps

updating them until
∥∥∥M−→V − θ

−→
V
∥∥∥ ≤ ǫ.

Given the formulation above, the computational task of eigenvector monitoring reverts

to exactly L2 Thresholding. For a given guess
−→
V , θ, the peers need to compute if

∥∥∥[
∑

i Si] ·
−→
V − θ

−→
V
∥∥∥ ≤ ǫ

=⇒
∥∥∥
∑

i

[
Si ·
−→
V
]
− θ
−→
V
∥∥∥ ≤ ǫ

=⇒
∥∥∥ 1
n

∑
i

[
Si ·
−→
V
]
− θ

n

−→
V
∥∥∥ ≤ ǫ

n

For everyPi,
[
Si ·
−→
V
]

can be computed locally and1
n

∑
i

[
Si ·
−→
V
]

is simply the aver-

age of those vectors. On the other hand,
−→
V and θ

n

−→
V are constants computed and distributed



94
Input : ǫ, L, Si, Γi, an initial guess for the centroidsC0, τ , b
Output : k centroids such that the average of the points assigned to every centroid is within

ǫ of that centroid.
Data structure of peerPi: A partitioning ofSi into k setsS1

i . . . S
k
i , C =

{−→c1 , . . . ,−→ck
}

,1

for each centroidj = 1, . . . , k, a flagalertj, a timestamplast changej , a datasetBj and
a counterbj, a flagroot and a flagphase.
Initialization:2

begin3

C ← C0;4

for j = 1 . . . k doS
j
i =

{−→x ∈ Si :
−→cj = argminℓ=1...k

∥∥∥−→x −−→cℓ
∥∥∥
}

;5

Initialize k instances of L2 thresholding algorithm, such that thejth instance has input6

data
{−→x −−→cj : −→x ∈ S

j
i

}
;

forall Pj ∈ Γi do bj ← 0;7

for j = 1, . . . , k do8

alertj ← false;9

last changej ← −∞;10

root← false;11

phase← convergecast;12

end13

end14

On addition of a new vector−→x to Si:15

begin16

Find cj closest to−→x and add−→x −−→cj to jth L2 instance;17

end18

On removal of a vector−→x from Si:19

begin20

Find cj closest to−→x and remove−→x −−→cj from jth L2 instance;21

end22

On change in
−→Ki of the jth instance of the L2 thresholding algorithm:23

begin24

if
∥∥∥
−→Ki

∥∥∥ ≥ ǫ andalertj = false then25

last changej ← time();26

alertj ← true;27

timer ← τ time units;28

end29

if
∥∥∥
−→Ki

∥∥∥ < ǫ then alertj ← false;30

end31

if DataReceived(Pj , B, b) then32

Bj ← B, bj ← b;33

call Convergecast(See Algo. 8 for pseudocode);34

end35

if timer expiresthen Call Convergecast(See Alg. 8 for pseudocode);36

if newC ′ receivedthen Call ProcessNewCentroids(C ′) (See Alg. 9 for pseudocode);37

Algorithm 7 : P2Pk-Means Clustering
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Function Convergecast1

begin2

if for ℓ ∈ [1, . . . , k] then alertℓ = false then return;3

t← Minℓ=1...k {last messageℓ : alertℓ = true};4

A be a set ofb samples returned bySample;5

if time() < t + τ then6

timer ← t+ τ − time();7

return;8

end9

if ∀Pk ∈ Γi except for onebk 6= 0 then10

root← false;11

phase← Broadcast;12

SendA, 1 +
∑

m=1... bm to Pℓ;13

return;14

end15

if ∀Pk ∈ Γibk 6= 0 then16

C ′ ← centroids by computing thek-means clustering ofA;17

root← true;18

SendC ′ to self;19

return;20

end21

end22

Function Sample23

begin24

Return a random sample fromSi with probability1/
(
1 +

∑
m=1...|Γi|

bm

)
or25

from a datasetBj with probabilitybj/
(
1 +

∑
m=1...|Γi|

bm

)
;

end26

Algorithm 8 : Convergecast function for P2Pk-Mean Monitoring.



96

Function ProcessNewCentroids(
−→
C ′)1

begin2

if (phase = Broadcast
∨
phase = convergecast)

∧
root = true

∧
j > i3

then
C ← C ′;4

for j = 1 . . . k do Sj
i ←

{−→x ∈ Si :
−→cj = argminℓ=1...k

∥∥∥−→x −−→cℓ
∥∥∥
}

;5

for j = 1 . . . |Γi| do bj ← 0;6

Restart all the L2 Thresholding instances with the new centroid;7

SendC to all Pk 6= Pj ∈ Γi;8

phase← Convergecast;9

end10

end11

Algorithm 9 : Function handling the receipt of new centroidsC ′ for P2Pk-means
Monitoring.

using broadcast. The problem is therefore equivalent to Mean-Monitoring withSi ·
−→
V tak-

ing the place of
−→
Si , θ

n

−→
V the place of−→µ , and ǫ

n
the place ofǫ.

The rest is very similar tok-Means Monitoring. The peers monitor the average vector

for the current guess of
−→
V andθ. If the resulting vector is greater thanǫ

n
, they advance the

convergecast process which samples the data to a root. The root then uses the sampled data

to compute new
−→
V andθ, that are broadcast to all of the peers. Because of the similarity of

the algorithm to thek-Means Monitoring, we avoid presenting the pseudo code here.

3.8.4 Distributed Multivariate Regression

The last algorithm discussed in this chapter is a distributed multivariate regression

(MR) algorithm. Since this algorithm is different in many aspects compared to the other

algorithms presented in this chapter, we start with some background material before we

describe the algorithm.

P2P multivariate regression considers building and updating regression models from

data distributed over a P2P network where each peer containsa subset of the data tuples.
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In the distributed data mining literature, this is usually called the horizontally partitioned

or homogeneously distributed data scenario. Building a global regression model (defined

on the union of all the data of all the peers) in large-scale networks and maintaining it is

a vital task. Consider a network where there are a number of nodes and each node gets

a stream of tuples (can be sensor readings, music files etc.) every few seconds thereby

generating huge volume of data. We may wish to build a regression model on the global

data to (1) compactly represent the data and (2) predict the value of a target variable. This

is difficult since the data is distributed and more so becauseit is dynamic. Centralization

obviously does not work because the data may change at a faster rate than the rate at which

it can be centralized and it can be too costly. Local algorithms are an excellent choice

in such scenarios since in a local algorithm, each peer computes the result based on the

information from only a handful of nearby neighbors. Hence local algorithms are highly

scalable. Furthermore, they guarantee that once the computation terminates, each node

will have the correct regression model. Therefore, such an algorithm will enable the user

to monitor regression models using low resources and high accuracy.

Related Work The problem of distributed multivariate regression has been ad-

dressed by many researchers till date. Hershbergeret al. [78] considered the problem

of performing global MR in a vertically partitioned data distribution scenario. The authors

propose a wavelet transform of the data such that, after the transformation, effect of the

cross terms can be dealt with easily. The local MR models are then transported to the cen-

tral site and combined to form the global MR model. Such synchronized techniques will

not scale in large, asynchronous systems such as modern P2P networks.

Many researchers have looked into the problem of doing distributed MR using dis-

tributed kernel regression techniques such as Guestrinet al. [72] and Preddet al. [153].

The algorithm presented by Guestrinet al. [72] performs linear regression in a network of

sensors using in-network processing of messages. Instead of transmitting the raw data, the
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proposed technique transmits constraints only, thereby reducing the communication com-

plexity drastically. Similar to the work proposed here, their work also uses local rules to

prune messages. However the major drawback is that their algorithm is not suitable for

dynamic data. It will be very costly if the data changes since, as the authors point out, that

two passes are required over the entire network to make sure that the effect of the measure-

ments of each node are propagated to every other node. Moreover, contrary to the broad

class of problems that we can solve using our technique, their technique is only applicable

for solving the linear regression problem.

Linear Regression from heterogeneously distributed data using variational approxi-

mation technique has been proposed by Mukherjee and Kargupta [131]. In the paper, the

authors pose the original linear regression problem as a convex optimization problem and

then use variation approximation technique to solve it. Distributed computation of the re-

gression coefficients reduces to distributed inner productcomputation and the authors use

the technique proposed by Egeciogluet al. [143] to compute the inner products efficiently.

This distributed regression technique is scalable as corroborated by the theoretical analysis

and experimental results.

Meta-learning is an interesting class of algorithms typically used for supervised learn-

ing. In a meta learning, such as bagging [21] or boosting [62]many models are induced

from different partitions of the data and these “weak” models are combined using a sec-

ond level algorithm which can be as simple as taking the average output of the models for

any new sample. Such a technique is suitable for inducing models from distributed data as

proposed by Stolfoet al. [176]. The basic idea is to learn a model at each site locally (no

communication at all) and then, when a new sample comes, predict the output by simply

taking an average of the local outputs. Xinget al. [197] present such a framework for do-

ing regression in heterogenous datasets. However, these techniques require synchronization

since the locally learned models are shipped to a central site for the final combination.
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Notation and Problem Definition The local data of peerPi at time t is a set

of vectors inRd denoted bySi=
[(−→

xi
1, f(
−→
xi
1)
)
,
(−→
xi
2, f(
−→
xi
2)
)
, . . . ,

(−→
xi
s , f(
−→
xi
s)
)]

. Each

d-dimensional data vector consists of two components — theinput set of attributes
−→
xi
j=
[
xi
j1x

i
j2 . . . x

i
j(d−1)

]
of dimensionalityRd−1 and the real-valuedoutputf

(−→
xi
j

)
. There-

fore each data vector inSi can be viewed as an input-output pair. The functionf is defined

as follows:f : Rd−1 → R. The rest of the notations are the ones defined in Section 3.5.1.

In MR, the task is to learn a function̂f(−→x ) which “best” approximatesf(−→x ) accord-

ing to some measure such as least square. Now depending on therepresentation chosen for

f̂(−→x ), various types of regression models (linear or nonlinear) can be developed. We leave

this type specification as part of the problem statement for our algorithm, rather than an

assumption.

In MR, for each data point−→x , the error between̂f(−→x ) andf(−→x ) can be computed

as
[
f(−→x )− f̂(−→x )

]2
. In our scenario, since this error value is distributed across the peers,

a good estimate of the global error is the average error across all the peers, denoted as

Avg
[
f(−→x )− f̂(−→x )

]2
. There exist several methods for measuring how suitable a model is

for the data under consideration. We have used the L2-norm distance between the current

network data and the model as a quality metric for the model built. Given a dynamic envi-

ronment, our goal is to maintain âf(−→x ) at each peer at any time which best approximates

f(−→x ).

Problem 1.[MR Problem] Given a time varying datasetSi, a user-defined thresholdǫ and

f̂(−→x ) to all the peers, the MR problem is to maintain af̂(−→x ) at each peer such that, at any

time t,

∣∣∣∣
∣∣∣∣Avg

[
f(−→x )− f̂(−→x )

]2∣∣∣∣
∣∣∣∣ < ǫ.

For ease of explanation, we decompose this task into two subtasks. First, given̂f(−→x )

to all the peers, we want to raise an alarm whenever

∣∣∣∣
∣∣∣∣Avg

[
f(−→x )− f̂(−→x )

]2∣∣∣∣
∣∣∣∣ > ǫ, where



100
ǫ is a user-defined threshold. This is themodel monitoring problem. Secondly, iff̂(−→x )

no longer representsf (−→x ), we sample from the network (or even better do an in-network

aggregation) to find an updated̂f(−→x ). This is themodel computation problem. Mathemat-

ically, the subproblems can be formalized as follows.

Problem 2.[Monitoring Problem ] Given Si, and f̂(−→x ) to all the peers, the monitoring

problem is to output 0 if

∣∣∣∣
∣∣∣∣Avg

[
f(−→x )− f̂(−→x )

]2∣∣∣∣
∣∣∣∣ < ǫ, and 1 otherwise, at any timet.

Problem 3.[Computation Problem] The model computation problem is to find a new

f̂(−→x ) based on a sample of the data collected from the network.

Approach With the two problems defined earlier, it is easy to see that the monitoring

problem reverts exactly to the L2 Monitoring algorithm. Theglobal average error between

the true model and the computed one is a point inR. In order to use L2 norm thresholding as

the metric for tracking this average error, we transform this 1-D problem to a 2-D problem

by defining a vector inR2 with the first component set to the average error for the peer and

the second component set to 0. Therefore, determining if theaverage error is less thanǫ is

equivalent to finding if the average error vector lies insidea circle of radiusǫ, i.e. tracking

the L2-norm of the global average error.

The second problem can be solved using the application of a convergecast-broadcast

technique. Once the L2 thresholding algorithm raises a flag,samples are collected and

propagated up the tree using a convergecast process, the newmodel f̂(−→x ) is computed

at the root and then propagated down the tree (the broadcast process). One interesting

point to note is that iff(−→x ) is linear in terms of the weights of the regression model, the

convergecast process is exact rather than approximate.
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Example In this section we illustrate the P2P MR algorithm. Let therebe two peers

Pi andPj. Let the regression model be linear in the regression coefficients:a0+a1x1+a2x2,

wherea0, a1 anda2 are the regression coefficients having values 1, 2 and -2 respectively

andx1 andx2 are the two attributes of the data. The coefficients are givento all the peers.

The data of peerPi is Si = {(3, 1, 3.9), (0,−1, 3.6)}, where the third entry of each data

point is the output generated according to the regression model. To this, we add 30% noise.

Similarly, for peerPj, Sj = {(1, 4,−6.5), (−3, 2,−9.1)}. Now for peerPi, the squared

error for each point is:{(0.9)2, (0.6)2}. Similarly for Pj , the errors are{(1.5)2, (2.1)2}.
The average error is(0.9)

2+(0.6)2+(1.5)2+(2.1)2

4
= 1.9575. In R2, the task is to determine if

||1.9575, 0|| > ǫ i.e. 3.83 > ǫ, for a user definedǫ.

Special case : Linear Regression In many cases, sampling from the network is

communication intensive. We can find the coefficients using an in-network aggregation if

we choose to monitor a widely used regression modelviz. linear regression (linear with

respect to the parameters or the unknown weights).

Let the global dataset over all the peers be denoted by:

G =




x11 x12 . . . x1(d−1) f(−→x1)

x21 x22 . . . x2(d−1) f(−→x2)

...
...

...
...

xj1 xj2 . . . xj(d−1) f(−→xj )

...
...

...
...

x|G|1 x|G|2 . . . x|G|(d−1) f(−→x|G|)




where−→xj =
{
xj1xj2 . . . xj(d−1)

}
.

In MR, the idea is to learn a function̂f(−→xj ) which approximatesf(−→xj ) for all the data

points inG. For linear regression, that function̂f(−→xj ) is chosen to be a linear function i.e.
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a d − 1 degree polynomial fitted to the input attribute points

{
xj1xj2 . . . xj(d−1)

}
∀j = 1

to |G|. More specifically, the linear model which we want to fit be:f̂(−→xj ) = a0 + a1xj1 +

a2xj2 + ... + aj(d−1)xd−1, whereai’s are the coefficients that need to be estimated from

the global datasetG. We drop the cross terms involvingxjk andxjℓ for simplicity ∀k, ℓ ∈

[1..(d− 1)].

For every data point in the setG, the squared error is:

E1 =
[
f (−→x1)− a0 − a1x11 − a2x12 − . . .− ad−1x1(d−1)

]2

E2 =
[
f (−→x1)− a0 − a1x21 − a2x22 − . . .− ad−1x2(d−1)

]2

...

E|G| =
[
f
(−→x|G|

)
− a0 − a1x|G|1 − a2x|G|2 − . . .− ad−1x|G|(d−1)

]2

Thus the total square error over all the data points is

SSE =

|G|∑

j=1

Ej =

|G|∑

j=1

[
f (−→xj )− a0 − a1xj1 − a2xj2 − . . .− ad−1xj(d−1)

]2

For linear regression, closed form expressions exist for finding the coefficientsai’s by

finding the partial derivatives of SSE with respect to theai’s and setting them to zero:
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∂

∂a0
SSE = 2

|G|∑

j=1

[
f (−→xj )− a0 − a1xj1 − a2xj2 − . . .− ad−1xj(d−1)

]
(−1) = 0

∂

∂a1
SSE = 2

|G|∑

j=1

[
f (−→xj )− a0 − a1xj1 − a2xj2 − . . .− ad−1xj(d−1)

]
(−xj1) = 0

∂

∂a2
SSE = 2

|G|∑

j=1

[
f (−→xj )− a0 − a1xj1 − a2xj2 − . . .− ad−1xj(d−1)

]
(−xj2) = 0

...

∂

∂ad−1

SSE = 2

|G|∑

j=1

[
f (−→xj )− a0 − a1xj1 − a2xj2 − . . .− ad−1xj(d−1)

]
(−xj(d−1)) = 0

In the matrix form this can be written as:




|G| ∑|G|
j=1 xj1 . . .

∑|G|
j=1 xj(d−1)

∑|G|
j=1 xj1

∑|G|
j=1(xj1)

2 . . .
∑|G|

j=1 xj1 ∗ xj(d−1)

...
...

. . .
...

∑|G|
j=1 xj(d−1)

∑|G|
j=1 xj(d−1) ∗ xj1 . . .

∑|G|
j=1(xj(d−1))

2




×




a0

a1
...

ad−1




=




∑|G|
j=1 f(

−→xj )
∑|G|

j=1 f(
−→x j)xj1

...
∑|G|

j=1 f(
−→x j)xj(d−1)




⇒ Xa = Y

Therefore for computing the matrix (or more appropriately vector)a, we need to eval-

uate the matricesX andY. This can be done in a communication efficient manner by notic-

ing that the entries of these matrices are simply sums. Consider the distributed scenario

whereG is distributed amongn peersS1, S2, . . . , Sn. Any entry ofX, say
∑|G|

j=1(xj1)
2, can
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be decomposed as

|G|∑

j=1

(xj1)
2 =

∑

xj1∈S1

(xj1)
2

︸ ︷︷ ︸
for S1

+
∑

xj1∈S2

(xj1)
2

︸ ︷︷ ︸
for S2

+ . . .+
∑

xj1∈Sn

(xj1)
2

︸ ︷︷ ︸
for Sn

Therefore each entry ofX andY can be computed by simple sum over all the peers.

Thus, instead of sending the raw data in the convergecast round, peerPi can forward a

locally computed matrixXi andYi. PeerPj, on receiving this, can forward a new matrix

Xj andYj by aggregating, in a component-wise fashion, its local matrix and the received

ones. Note that the avoidance of the sampling technique ensures that the result is exactly

the same compared to a centralized setting.

Communication Complexity Next we prove a lemma which states the communi-

cation complexity of computing the linear regression model.

Theorem 3.8.1.The communication complexity of computing a linear regression model is

only dependent on the degree of the polynomial (d) and is independent of the number of

data points i.e.|G|.

Proof. As shown in Section 3.8.4, the task of computing the regression coefficients

{a0, a1, . . . ad−1} can be reduced to computing the matricesXi andYi. The dimensionality

of Xi d.d = d2. Similarly the dimensionality ofYi d.1 = d. Therefore the total communi-

cation complexity isO(d2), which is independent of the size of the dataset|G|.

The efficiency of the convergecast process is due to the fact thatd≪ |G|. Hence there

can be significant savings in terms of communication by not communicating the raw data.
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3.9 Experimental Validation

To validate the performance of our algorithms we conducted experiments on a simu-

lated network of thousands of peers. In this section we discuss the experimental setup and

analyze the performance of the algorithms.

3.9.1 Experimental Setup

Our implementation makes use of the Distributed Data MiningToolkit (DDMT)

[44] — a distributed data mining development environment from DIADIC research lab

at UMBC. DDMT uses topological information which can be generate by BRITE [23], a

universal topology generator from Boston University. In our simulations we used topolo-

gies generated according to theBarabasi Albert (BA)model, which is often considered a

reasonable model for the Internet. BA also defines delays fornetwork edges, which are the

basis for our time measurement1. On top of the network generated by BRITE, we overlayed

a communication tree.

Data Generation The data used in the simulations of the L2 Thresholding algo-

rithm, the Mean Monitoring algorithm, thek-Means and the Eigen Monitoring algorithm

was generated using a mixture of Gaussians inRd. Every time a simulated peer needed

an additional data point, it sampledd Gaussians and multiplied the resulting vector with

a d × d covariance matrix in which the diagonal elements were all 1.0’s while the off-

diagonal elements were chosen uniformly between 1.0 and 2.0. Alternatively, 10% of the

points were chosen uniformly at random in the range ofµ ± 3σ. At controlled intervals,

the means of the Gaussians were changed, thereby creating anepoch change. A typical

data in two dimensions can be seen in Figure 3.9. We preferredsynthetic data because of

the large number of factors (twelve, in our analysis) which influence the behavior of an

1Wall time is meaningless when simulating thousands of computers on a single PC.
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algorithm, and the desire to perform a tightly controlled experiment in order to understand

the behavior of a complex algorithm which operates in an equally as complex environment.

For the multivariate regression problem, the input data of apeer is a vector(x1, x2, . . . , xd)

∈ Rd, where the firstd − 1 dimensions correspond to the input variables and the last

dimension corresponds to the output. We have conducted experiments on both linear

and non-linear regression models. For the linear model, theoutput is generated ac-

cording toxd = a0 + a1x1 + a2x2 + . . . + ad−1xd−1. We have used two functions

for the non-linear model: (1)x3 = a0 + a1a2x1 + a0a1x2 (multiplicative) and (2)

x3 = a0 ∗ sin(a1 + a2x1) + a1 ∗ sin(a2 + a0x2) (sinusoidal). Every time a simulated

peer needs an additional data point, it chooses the values ofx1, x2, . . . xd−1, each indepen-

dently in the range -100 to +100. Then it generates the value of the target variablexd using

any of the above functions and adds a uniform noise in the range 5 to 20% of the value

of the target output. The regression weightsa0, a1, . . . , ad−1’s are changed randomly at

controlled intervals to create an epoch change.

Measurement Metric The two most important qualities measured in our experi-

ments are thequality of the result and thecostof the algorithm. Quality is defined differ-

ently for the L2 Thresholding algorithm, the Mean Monitoring algorithm, thek-Means, the

Eigen Monitoring algorithm and the Multivariate Regression algorithm.

For the L2 Thresholding algorithm, quality is measured in terms of the number of

peers correctly computing an alerti.e. the percentage of peers for whom
∥∥∥−→Ki

∥∥∥ < ǫ when
∥∥∥−→G
∥∥∥ < ǫ, and the percentage of peers for whom

∥∥∥−→Ki

∥∥∥ ≥ ǫ when
∥∥∥−→G
∥∥∥ ≥ ǫ. We measure

the maximal, average and minimal quality over all the peers (averaged over a number of

different experiments). Quality is reported in three different scenarios: overall quality,

averaged over the entire experiment; and quality on stationary data, measured separately

for periods in which the mean of the data is inside theǫ-circle
(∥∥∥−→G

∥∥∥ < ǫ
)

and for periods

in which the means of the data is outside the circle
(∥∥∥−→G

∥∥∥ ≥ ǫ
)

.
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For the Mean Monitoring algorithm, quality is the average distance between

−→G and

the computed mean vector−→µ . We plot, separately, the overall quality (during the entire

experiment) and the quality after the sufficient statisticshave been collected.

For thek-Means and eigenvector monitoring algorithm, quality is defined as the dis-

tance between the solution of our algorithm and that computed by a centralized algorithm,

given all the data of all of the peers.

Lastly, for the regression monitoring algorithm, quality is defined as the L2 norm

distance between the solution of our algorithm and the actual regression weights.

We measured the cost of the algorithm according to the frequency in which messages

are sent by each peer. Because of the leaky bucket mechanism which is part of the algo-

rithm (see Section 3.7.1 for explanation), the rate of messages per average peer is bounded

by two for everyL time units (one to each neighbor, for an average of two neighbors per

peer). The trivial algorithm that floods every change in the data would send messages at

this rate. The communication cost of our algorithms is thus defined in terms of normalized

messages - the portion of this maximal rate which the algorithm uses. Thus, 0.1 normalized

messages means that nine times out of ten the algorithm manages to avoid sending a mes-

sage. We report both overall cost, which includes the stationary and transitional phases of

the experiment (and thus is necessarily higher), and the monitoring cost, which only refers

to stationary periods. The monitoring cost is the cost paid by the algorithm even if the data

remains stationary; hence, it measures the “wasted effort”of the algorithm. We also sep-

arate, where appropriate, messages pertaining to the computation of the L2 Thresholding

algorithm from those used for convergecast and broadcast ofstatistics.

Typical Experiment There are many factors which may influence the performance

of the algorithms. First, are those pertaining to the data: the number of dimensionsd, the

covarianceσ, and the distance between the means of the Gaussians of the different epochs

(the algorithm is oblivious to the actual values of the means), and the length of the epochs
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T . Second, there are factors pertaining to the system: the topology, the number of peers,

and the size of the local data. Last, there are control arguments of the algorithm: most

importantly ǫ — the desired alert threshold, and then alsoL — the maximal frequency

of messages. In all the experiments that we report in this section, one parameter of the

system was changed and the others were kept at their default values. The default values

were : number of peers = 1000,|Si| = 800, ǫ = 2, d = 5, L = 500 (where the average

edge delay is about 1100 time units), and the Frobenius norm of the covariance of the data

‖σ‖F =
∑

i=1...m

∑
j=1...n |σi,j|2 at 5.0. We selected the distance between the means so that

the rates of false negatives and false positives are about equal. More specifically, the means

for one of the epochs was +2 along each dimension and for the other it was -2 along each

dimension. For each selection of the parameters, we ran the experiment for a long period

of simulated time, allowing 10 epochs to occur.

A typical experiment is described in Figure 3.10(a) and 3.10(b). In the experiment,

after every 2× 105 simulator ticks, the data distribution is changed, therebycreating an

epoch. To start with, every peer is given the same mean as the mean of the Gaussian. Thus

a very high percentage (∼ 100 %) of the peers states that
∥∥∥−→G
∥∥∥ < ǫ. After the aforesaid

number (2 × 105) of simulator ticks, we change the Gaussian without changing the mean

given to each peer. Thus, for the next epoch, we see that a verylow percentage of the

peers (∼ 0 %) output that
∥∥∥−→G
∥∥∥ < ǫ. For the cost of the algorithm in Figure 3.10(b),

we see that messages exchanged during the stationary phase are low. Many messages are,

however, exchanged as soon as the epoch changes. This is expected since all the peers need

to communicate in order to get convinced that the distribution has indeed changed. The

number of messages decreases once the distribution becomesstable again.
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FIG. 3.9. 2-D typical data used in the experiment. It shows the two gaussians along with
random noise.
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(b) Typical messaging throughout an experiment

FIG. 3.10. A typical experiment is run for 10 equal length epochs. The epochs have very
similar means. Quality and overall cost are measured acrossthe entire experiment — in-
cluding transitional phases. The monitoring cost is measured on the last80% of every
epoch, in order to ignore transitional effects.
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(c) Cost vs. number of peers
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FIG. 3.11. Scalability of Local L2 algorithm w.r.t number of peers and the dimension. Both
quality and cost w.r.t number of peers converge to a constant, showing high scalability. For
dimension variability, the cost increases almost linearlyw.r.t dimension, when the space
increases exponentially.
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3.9.2 Experiments with Local L2 Thresholding Algorithm

The L2 Thresholding algorithm is the simplest one we presenthere. In our experi-

ments, we use the L2 Thresholding to establish the scalability of the algorithms with re-

spect to both the number of peers and the dimensionality of the data, and the dependency

of the algorithm on the main parameters — the norm of the covarianceσ, the size of the

local data set, the toleranceǫ, and the bucket sizeL.

In Figure 3.11, we analyze the scalability of the local L2 algorithm. As Figure 3.11(a)

and Figure 3.11(c) show, the average quality and cost of the algorithm converge to a con-

stant as the number of peers increase. This typifies local algorithms — because the compu-

tation is local, the total number of peers do not affect performance. Hence, there could be

no deterioration in quality or cost. Also the number of messages per peer become a con-

stant — typical to local algorithms. Similarly, Figure 3.11(b) and Figure 3.11(d) show the

scalability with respect to the dimension of the problem. Asshown in the figures, quality

does not deteriorate when the dimension of the problem is increased. Also note that the

cost increases approximately linearly with the dimension.This independence of the quality

can be explained if one thinks of what the algorithm does in terms of domain linearization.

We hypothesis that when the mean of the data is outside the circle, most peers tend to select

the same half-space. If this is true then the problem is projected along the vector defining

that half-space — i.e., becomes uni-dimensional. Inside the circle, the problem is again

uni-dimensional; if thought about in terms of the polar coordinate system (rooted at the

center of the circle), then obviously the only dimension on which the algorithm depends is

the radius. The dependency of the cost on the dimension stemsfrom the linear dependence

of the variance of the data on the number of Gaussians with whose variance is constant.

In Figures 3.12—3.15, we explore the dependency of the L2 algorithm on dif-

ferent parametersviz. Frobenius norm of the covariance of the dataσ (‖σ‖F =
∑

i=1...m

∑
j=1...n |σi,j |2), the size of the local dataset|Si|, the alert thresholdǫ, and the
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size of the leaky bucketL. As noted earlier, in each experiment one parameter was varied

and the rest were kept at their default values.

The first pair of figures, Figure 3.12(a) and Figure 3.12(b), outline the dependency of

the quality and the cost on the covariance of the data (σ = A
−→
E ) whereA is the covariance

matrix and
−→
E is the variance of the Gaussians (refer to Section 3.9.1). Matrix A is as

defined in Section 3.9.1 while
−→
E is the column vector representing the variance of the

Gaussians and takes the values 5, 10, 15 or 25. For epochs with
∥∥∥−→G
∥∥∥ < ǫ, the maximal,

the average, and the minimal quality in every experiment decrease linearly with the variance

(from around99% on average to around96%). Epochs with
∥∥∥−→G
∥∥∥ > ǫ, on the other hand,

retained very high quality, regardless of the level of variance. The overall quality also

decreases linearly from around 97% to 84%, apparently resulting from slower convergence

on every epoch change. As for the cost of the algorithm, this increases as the square root of

‖σ‖F (i.e., linear to the variance), both for the stationary and overall period. Nevertheless,

even with the highest variance, the cost stayed far from the theoretical maximum of two

messages per peer per leaky bucket period.

The second pair of figures, Figure 3.13(a) and Figure 3.13(b), show that the variance

can be controlled by increasing the local data. As|Si| increases, the quality increases,

and cost decreases, proportional to
√
|Si|. The cause of that is clearly the relation of the

variance of an i.i.d. sample to the sample size which is inverse of the square root.

The third pair of figures, Figure 3.14(a) and Figure 3.14(b),present the effect of chang-

ing ǫ on both the cost and quality of the algorithm. As can be seen, below a certain point,

the number of false positives grows drastically. The numberof false negatives, on the other

hand, remains constant regardless ofǫ. Whenǫ is about two, the distances of the two means

of the data (for the two epochs) from the boundary of the circle are approximately the same

and hence the rates of false positives and false negatives are approximately the same too.

As ǫ decreases, it becomes increasingly difficult to judge if themean of the data is inside
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FIG. 3.12. Dependency of cost and quality of L2 Thresholding on‖σ‖F . Quality is defined

as the percentage of peers correctly computing an alert (separated for epochs with
∥∥∥~G
∥∥∥ less

and more thanǫ). Cost is defined as the portion of the leaky buckets intervals that are used.
Both overall cost and cost of just the stationary periods arereported. Quality degrades and
cost increases as‖σ‖F is increased.

the smaller circle and increasingly easier to judge that themean is outside the circle. Thus,

the number of false positives increase. The cost of the algorithm decreases linearly asǫ

grows from 0.5 to 2.0, and reaches nearly zero forǫ = 3. Note that even for a fairly low

ǫ = 0.5, the number of messages per peer per leaky bucket period is around 0.75, which is

far less than the theoretical maximum of 2.

Figure 3.15(a) and Figure 3.15(b) explore the dependency ofthe quality and the cost

on the size of the leaky bucketL. Interestingly, the reduction in cost here is far faster than

the reduction in quality, with the optimal point (assuming 1:1 relation between cost and

quality) somewhere between 100 time units and 500 time units. It should be noted that

the average delay BRITE assigned to and edge is around 1100 time units. This shows that

even a very permissive leaky bucket mechanism is sufficient to greatly limit the number of

messages.

We conclude that the L2 Thresholding provides a moderate rate of false positives even
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FIG. 3.13. Dependency of cost and quality of L2 Thresholding on|Si|. Quality is defined

as the percentage of peers correctly computing an alert (separated for epochs with
∥∥∥~G
∥∥∥ less

and more thanǫ). Cost is defined as the portion of the leaky buckets intervals that are used.
Both overall cost and cost of just the stationary periods arereported. The quality improves
and the cost decreases as|Si| is increased.

0.5 1 2 3
40

60

80

100

ε

%
 c

or
re

ct
 p

ee
rs

||G||<ε
||G||>ε
Overall

(a) Quality vs.ǫ

0.5 1 2 3
0

0.25

0.5

0.75

1

ε

N
or

m
al

iz
ed

 M
es

sa
ge

s

Overall
Stationary period

(b) Cost vs.ǫ

FIG. 3.14. Dependency of cost and quality of L2 Thresholding onǫ. Quality is defined as

the percentage of peers correctly computing an alert (separated for epochs with
∥∥∥~G
∥∥∥ less

and more thanǫ). Cost is defined as the portion of the leaky buckets intervals that are used.
Both overall cost and cost of just the stationary periods arereported. There is a drastic
improvement of quality and decrease in cost asǫ is increased.
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FIG. 3.15. Dependency of cost and quality of L2 Thresholding thesize of the leaky bucket
L. Quality is defined as the percentage of peers correctly computing an alert (separated for

epochs with
∥∥∥~G
∥∥∥ less and more thanǫ). Cost is defined as the portion of the leaky buckets

intervals that are used. Both overall cost and cost of just the stationary periods are reported.
Quality is almost unaffected byL, while cost decreased with increasingL.

for noisy data and an excellent rate of false negatives regardless of the noise. It requires

little communication overhead during stationary periods.Furthermore, the algorithm is

highly scalable — both with respect to the number of peers anddimensionality — because

performance is independent of the number of peers and dimension of the problem.

3.9.3 Experiments with Means-Monitoring

Having explored the effects of the different parameters of the L2 Thresholding algo-

rithm, we now shift our focus on the experiments with the MeanMonitoring algorithm.

We have explored the three most important parameters that affect the behavior of the Mean

Monitoring algorithm:τ — the alert mitigation period,T — the length of an epoch, andǫ

— the alert threshold.

Figures 3.16—3.18 summarize the results of these experiments. As can be seen, the

quality, measured by the distance of the actual means vector
−→G from the computed one−→µ



116

100 500 1000 1500 2000
0

0.025

0.05

0.075

0.1

0.125

A
vg

 ||
 G

 −
 µ

 ||

Alert mitigation period (τ)

Overall
After Data Collection

(a) Quality vs.τ

100 500 1000 1500 2000

2

2.5

3

A
ve

ra
ge

 D
at

a 
C

ol
le

ct
io

n

Alert mitigation period (τ)
100 500 1000 1500 2000

0

0.05

0.1

0.15

0.2

N
or

m
al

iz
ed

 L
2 

M
es

sa
ge

s

(b) Cost vs.τ

FIG. 3.16. Dependency of cost and quality of Mean-Monitoring onalert mitigation period
τ . The number of data collection rounds decrease asτ is increased.
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FIG. 3.17. Dependency of cost and quality of Mean-Monitoring onepoch length (T ). AsT
increases, the average||G − µ|| and L2 monitoring cost decrease since the average is taken
over a larger stationary period in whichµ is correct.
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FIG. 3.18. Dependence of cost and quality of Mean-Monitoring onǫ. Average||G − µ||
increases and the cost decreases asǫ is increased.

is excellent in all three graphs. Also shown are the cost graphs with separate plots for the

L2 messages (on the right axis) and the number of convergecast rounds — each costing two

messages per peer on average — (on the left axis) per epoch. InFigure 3.16(a), the average

distance between
−→G and−→µ decreases as the alert mitigation period(τ) is decreased for

the entire length of the experiment. This is as expected, since, with a smallerτ , the peers

can rebuild the model more frequently, resulting in more accurate models. On the other

hand, the quality after the data collection is extremely good and is independent ofτ . With

increasingτ , the number of convergecast rounds per epoch decreases (from three to two

on average) as shown in Figure 3.16(b). In our analysis, thisresults from a decrease in the

number of false alerts.

Figure 3.17(a) depicts the relation of the quality (both overall and stationary periods)

toT . The average distance between the estimated mean vector andthe actual one decreases

as the epoch lengthT increases. The reason is the following: at each epoch, several con-

vergecast rounds usually occur. The later the round is, the less polluted is the data by

remnants of the previous epoch — and thus the more accurate is−→µ . Thus, when the epoch

length increases, the proportion of these later−→µ ’s, which are highly accurate, increases in
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the overall quality leading to a more accurate average. Figure 3.17(b) shows a similar trend

for the cost incurred. One can see that the number of L2 messages decrease asT increases.

Clearly, the more accurate−→µ is, the less monitoring messages are sent. Therefore with

increasingT , the quality increases and cost decreases in the later rounds and these effects

are reflected in the figures.

Finally, the average distance between
−→G and−→µ decreases asǫ decreases as demon-

strated in Figure 3.18(a). This is as expected, since with decreasingǫ, the L2 algorithm

ensures that these two quantities be brought closer to each other and thus the average dis-

tance between them decreases. The cost of the algorithm, however, shows the reverse trend.

This result is intuitive — with increasingǫ, the algorithm has bigger area in which to bound

the global average and thus the problem becomes easier, and hence less costly, to solve.

On the whole, quality of the Mean-Monitoring algorithm outcome behaves well re-

spective to all the three parameters influencing it. The monitoring costi.e. L2 messages

is also low. Furthermore, on an average, the number of convergecast rounds per epoch

is around three — which can easily be reduced further by usinga biggerτ as the default

value.

3.9.4 Experiments withk-Means and Eigen-Monitoring

In this set of experiments our goal is to investigate the effect of the sample size on both

the P2Pk-means algorithm and the Eigen-monitoring algorithm. To dothat we compare

the results of our algorithm to those of a centralized algorithm that processed the entire

data. We compute the distance between each centroid computed by the P2P algorithm

and the closest centroid computed by the centralized one. Since our algorithm is not only

distributed but also sample-based, we include for comparison the results of centralized al-

gorithm (k-means or eigenvector computation, respectively) which takes a sample from the

entire data as its input. The most outstanding result, seen in Figure 3.19(a), is that most
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of the error of the distributed algorithm is due to sampling and not due to decentralization.

The error, both average, best case, and worst case, is very similar to that of the centralized

sample-based algorithm. This is significant in two ways. First, the decentralized algorithm

is obviously an alternative to centralization; especiallyconsidering the far lower communi-

cation cost. Secondly, the error of the decentralized algorithm can be easily controlled by

increasing the sample size.

The costs ofk-means have to be separated to those related to monitoring the current

centroids and those related to the collection of the sample.Figure 3.19(b) presents the costs

of monitoring a single centroid and the number of times data was collected per epoch.

These could be multiplied byk to bound the total costs (note that messages relating to

different centroids can be piggybacked on each other). The cost of monitoring decreases

drastically with increasing sample size — resulting from the better accuracy provided by

the larger sample. Also there is a decrease in the number of convergecast rounds as the

sample size increases. The default value of the alert mitigation factorτ in this experimental

setup was 500. For any sample size greater than 2000, the number of convergecast rounds

is about two per epoch — in the first round, it seems, the data isso much polluted by data

from the previous epoch that a new round is immediately triggered. As noted earlier, this

can be further decreased using a larger value ofτ .

Results for the Eigen-monitoring algorithm (Figure 3.20) are very similar to those of

k-means. Even more evidently, the source of error in the eigenvector is that it is based on a

sample from the data. Since the eigenvector is more robust statistics thank-means results,

the error is significantly smaller. The monitoring cost and the data collection rounds also

decrease with increasing sample size. Note that in this casewe chose a smallerǫ = 0.02.
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FIG. 3.19. The Quality and Cost ofk-means Clustering.
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FIG. 3.20. The Quality and Cost of Eigen monitoring.
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FIG. 3.21. A typical experiment for the regression monitoring algorithm.

3.9.5 Experiments with Multivariate Regression Algorithm

We divide the experimental results in two subsections — the first part consists of the

results related to the regression monitoring algorithm andthe second section presents the

results related to the regression computation problem.

Results: Regression Monitoring A typical experiment for the regression monitor-

ing algorithm is shown in Figure 3.21. As before, the monitoring cost is low and quality is

good throughout the execution of the experiment.

There are four external parameters which can influence the behavior of the regression

monitoring algorithm: size of local dataset|Si|, the radius of the circleǫ, size of the leaky

bucketL and noise in the data. Apart from these there are also the system size (number of

peers) and dimensionality of the multivariate regression problem which can affect perfor-

mance. In this section we present the quality (insidei.e.
∣∣∣
∣∣∣−→G
∣∣∣
∣∣∣ < ǫ, outsidei.e.

∣∣∣
∣∣∣−→G
∣∣∣
∣∣∣ > ǫ

and overall) and cost of the algorithm w.r.t. different parameters. Note that, unless other-

wise stated, we have used the following default values for the different parameters: number

of peers = 1000,|Si| = 50, ǫ = 1.5, d = 10 andL = 500 (where the average edge delay is
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FIG. 3.22. Dependence of the quality and cost of the monitoring algorithm on|Si|. As
before, quality improves and cost decreases as|Si| increases.

about 1100 time units). As we have already stated, independent of the regression function

chosen, the underlying monitoring problem is always inR2. The results reported in this

section are with respect to linear model since it is the most widely used regression model.

Results of monitoring more complex models are reported in the next section.

Figures 3.22(a) and 3.22(b) show the quality and cost of the algorithm as the size of

local dataset is changed. As expected, the inside quality increases and the cost decreases

as the size of dataset increases. The outside quality is veryhigh throughout. This stems

from the fact that, with the noise in the data, it is easy for a peer to get flipped over when

it is checking for inside a circle. On the other hand, noise cannot change the belief of the

peer when the average is outside. In the second set of experiments, we variedǫ from 1.0

to 2.5 (Figure 3.23(a) and 3.23(b)). Here also, the quality increases asǫ is increased. This

is because with increasingǫ, there is a bigger region in which to bound the global average.

This is also reflected with decreasing number of messages. Note that, even forǫ = 1.0,

the normalized messages are around 1.6, which is far less than the theoretical maximum of

2 (assuming two neighbors per peer). The third set of experiments analyzes the effect of
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FIG. 3.23. Dependence of the monitoring algorithm onǫ. As ǫ is increased, quality
improves and cost decreases since the problem becomes significantly simpler.
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FIG. 3.24. Behavior of the monitoring algorithm w.r.t size of the leaky bucketL. The
quality and cost in almost invariant ofL.
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FIG. 3.25. Dependence of the quality and cost of the monitoring algorithm on noise in the
data. The quality degrades and cost increases as percentageis increased.

leaky bucketL. As shown in Figure 3.24(a) quality does not depend onL, while Figure

3.24(b) shows that the cost decreases slowly with increasingL. Finally, Figures 3.25(a) and

3.25(b) depict the dependence of the noise on the monitoringalgorithm. Quality degrades

and cost increases with increasing noise. This is expected,since with increasing noise a

peer is more prone to random effects. This effect can, however, be nullified by using a large

dataset or biggerǫ.

Our next experiment analyzes the scalability of the monitoring algorithm w.r.t the

number of peers and dimension of the multivariate problem. As Figures 3.26(a) and 3.26(c)

show, both the quality and cost of the algorithm converge to aconstant as the number of

peers increase. This is a typical behavior of local algorithms. For any peer, since the

computation is dependent on the result from only a handful ofits neighbors, the overall size

of the network does not degrade the quality or cost. Similarly, Figures 3.26(b) and 3.26(d)

show that the quality or the cost does not depend on the dimension of the multivariate

problem either. This independence of the quality and cost can be explained by noting that

the underlying monitoring problem is inR2. Therefore for a given problem, the system size
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FIG. 3.26. Scalability with respect to both number of peers and dimension of the multivari-
ate problem. Both quality and cost is independent of the number of peers and dimension of
the multi-variate problem.

or dimensionality of the problem has no effect on the qualityor the cost.

Overall, the results show that the monitoring algorithm offers extremely good quality,

incurs low monitoring cost and has high scalability.

3.9.6 Results: Regression Models

Our next set of experiments measure the quality of the regression model computed by

our algorithm against a centralized algorithm having access to the entire data. There are

two important parameters to be considered here — (1) the alert mitigation constant (τ ) and
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FIG. 3.27. Quality and cost of computing regression coefficients for linear model.

(2) the sample size (for non-linear regression). For computing the non-linear regression

coefficients, we have implemented the Nelder-Mead simplex method [138].

We have conducted experiments on three datasets. Each quality graph in Figures

3.27—3.29 presents two sets of error bars. The square markers show the L2 norm distance

between the distributed coefficients and the actual ones. Also shown in each figure is the L2

norm distance between the coefficients found by a centralized algorithm and the actual ones

(diamond markers). The first pair of figures, Figures 3.27(a)and 3.27(b) show the results

of computing a linear regression model. Our aim is to measurethe effect of variation of

alert mitigation periodτ on quality and cost. As shown in Figure 3.27(a), the quality of

our algorithm deteriorates asτ increases. This is because, on increasingτ , a peer builds

a model later and therefore is inaccurate for a longer intermediate period. Figure 3.27(b)

shows that the number of data collection rounds (dot markers) decrease from four times to

twice per epoch. This results from a decrease in the number offalse alerts. Also shown are

monitoring messages (green squares).

Figures 3.28(a) and 3.28(b) analyzes the quality of our algorithm while computing a

non-linear multiplicative regression modelviz.x3 = a0 + a1a2x1 + a0a1x2. Figure 3.28(a)
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FIG. 3.28. Quality and cost of computing regression coefficients for multiplicative model.
The accuracy of the result becomes more accurate and the costdecreases as the sample size
is increased.
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FIG. 3.29. Quality and cost of computing regression coefficients for sinusoidal model. The
accuracy of the result becomes more accurate and the cost decreases as the sample size is
increased.
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presents the quality as other parameterviz. sampling size is varied. As expected, the results

from the distributed and centralized computations converge with increasing sample size.

Also the number of data collection rounds as depicted in Figure 3.28(b) decrease as sample

size is increased.

The third pair of figures, Figures 3.29(a) and 3.29(b) show the same results for a

sinusoidal model :x3 = a0 ∗ sin(a1 + a2x1) + a1 ∗ sin(a2 + a0x2). Here also the quality

becomes better and the cost decreases as the sample size is increased.

To sum everything up, the regression computation algorithmoffers excellent accu-

racy and low monitoring cost. Also, the number of convergecast-broadcast rounds is also

two times per epoch on an average. We have tested our algorithm on several regression

functions and the results are highly satisfactory.

3.10 Summary

In this chapter we have presentedDeFraLC — the framework for deterministic data

mining in P2P environments. The generic algorithm,PeGMA is capable of computing

complex functions of the average data in large distributed system. We present a number

of interesting applications ofPeGMA: a local L2 thresholding algorithm, a reactive means-

monitoring algorithm, ak-means algorithm, an eigenvector-monitoring algorithm and a

multivariate regression algorithm. Besides the direct contributions of this work with re-

spect to the calculation of L2 norm,k-means and eigen monitoring in P2P networks, it

also suggests an entirely new way by which local algorithms can be used in data mining.

Previously, developing a local algorithm for the direct computation of a data mining model

was tedious. However, a small number of those local algorithms are arguably sufficient

to provide tools for deciding whether a data mining model correctly represents the data.

Models can therefore be computed by any method (exact, approximate, or even at random)

and then efficiently judged by the local algorithm. Furthermore, whatever the costs are for
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computing the model, they can be amortized on periods where the data distribution does

not change and only the efficient local algorithm operates.
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Chapter 4

DISTRIBUTED DECISION TREE INDUCTION IN

PEER-TO-PEER SYSTEMS

4.1 Introduction

Decision tree induction [154][20] is a powerful statistical and machine learning tool

widely used for data classification, predictive modeling and more. Given a set of learn-

ing examples (attribute values and corresponding class labels) at a single location, there

exist several well-known methods to build a decision tree such as ID3 [154] and C4.5

[155]. However, there can be several situations in which thedata is distributed over a

large, dynamic network containing no special server or client peers. A typical example

is Peer-to-Peer (P2P) networks. Performing data mining tasks such as building decision

trees is very challenging in a P2P network because of the large number of data sources,

the asynchronous nature of the P2P networks, and dynamic nature of the data. A scheme

which centralizes the network data is unscalable because any change must be reported to

the central site, since it might very well alter the result.

To deal with this, in this chapter we propose a P2P decision tree induction algorithm in

which every peer learns and maintains the correct decision tree compared to a centralized

scenario. Our algorithm is highly scalable, completely decentralized and asynchronous and

adapts to changes in the data and the network. The algorithm is efficient in the sense that it
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guarantees that as long as the decision tree represents the data, the communication overhead

is low when compared to a broadcast-based algorithm. As a result, the algorithm is highly

scalable. When the data distribution changes, the decisiontree is updated automatically.

Our work is the first of its kind in the sense that it induces decision trees in large P2P

systems in a communication-efficient manner without the need for global synchronization

and the tree is the same that would have been induced given allthe data to all the peers.

In the next section we present the related work in distributed classification algorithms.

4.2 Related Work: Distributed Classification Algorithms

Classification is one of the classic problems of the data mining and machine learning

fields. Researchers have proposed several solutions to thisproblem — Bayesian models

[86], ID3 and C4.5 decision trees [154][155], and SVMs [192]being just a tiny selection.

In this section we present several algorithms which have been developed for distributed

classification. The solutions proposed by these algorithmsdiffer in three major aspects —

(1) how the search domain is represented using an objective function, (2) which algorithm is

chosen to optimize the objective function, and (3) how the work is distributed for efficient

searching through the entire space. The latter item has two typical modes — in some

algorithms the learning examples are only used during the search for a function (e.g., in

decision trees and SVMs) while in other they are also used during the classification of new

samples (notably, in Bayesian classifiers).

Meta classifiers are another interesting group of classification algorithms. In a meta

classification algorithm such as bagging [21] or boosting [62], many classifiers (of any of

the previous mentioned kinds) are first built on either samples or partitions of the training

data. Then, those “weak” classifiers are combined using a second level algorithm which

can be as simple as taking the majority of their outcomes for any new sample.

Some classification algorithms are better suited for a distributed set up. For instance,
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Stolfo et el. [176] learn a weak classifier on every partitionof the data, and then centralize

the classifiers and a sample of the data. This can be a lot cheaper than transferring the entire

raw data. Then the meta-classifier is deduced centrally fromthese data. Another sugges-

tion, by Bar-Oret al. [9] was to execute ID3 in a hierarchical network by centralizing, for

every node of the tree and at each level, only statistics regarding the most promising at-

tributes. These statistics can, as the authors show, provide a proof that the selected attribute

is indeed the one having the highest gain — or otherwise trigger the algorithm to request

further statistics.

Carageaet al. [29] presented a decision tree induction algorithm for bothdistributed

homogenous and heterogenous environments. Noting that thecrux of any decision tree al-

gorithm is the use of an effective splitting criteria, the authors propose a method by which

this criteria can be evaluated in a distributed fashion. More specifically, the paper shows

that by only centralizing the summary statistics from each site to one location, there can

be huge savings in terms of communication when compared to brute force centralization.

Moreover, the distributed decision tree induced is the samecompared to a centralized sce-

nario. Their system is available as part of the INDUS system.

A different approach was taken by Giannellaet al. [66] and Olsen [141] for inducing

decision tree in vertically partitioned data. They used Gini information gain as the impurity

measure and showed that Gini between two attributes can be formulated as a dot product

between two binary vectors. To reduce the communication cost, the authors evaluated the

dot product after projecting the vectors in a random smallersubspace. Instead of sending

either the raw data or the large binary vectors, the distributed sites communicate only these

projected low-dimensional vectors. The paper shows that using only 20% of the commu-

nication cost necessary to centralize the data, they can build trees which are at least 80%

accurate compared to the trees produced by centralization.

Distributed probabilistic classification on heterogenousdata sites have also been dis-
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cussed by Merugu and Ghosh [120]. Similarly, Parket al. have proposed a fourier

spectrum-based approach for decision tree induction in vertically partitioned datasets [147].

When the scale of the system grows to millions of partitions —as in most modern

P2P systems — the quality of such algorithms degrade. This isbecause for such large scale

systems, no centralization of data, statistics, or models,is practical any longer. By the

time such statistics can be gathered, it is reasonable that both the data and the system have

changed to the point that the model needs to be calculated again. Thus, classification in

P2P networks requires a different breed of algorithms — onesthat are fully decentralized,

asynchronous and can deal well with dynamically changing data.

The work most related to the one described in this chapter is the Distributed Plural-

ity Algorithm (DPV) by Pinget al. [116]. In that work, a meta classification algorithm

is described in which every peer computes a weak classifier onits own data. Then weak

classifiers are merged into a meta classifier by computing — per new sample — the major-

ity of the outcomes of the weak classifiers. The computation of weak classifiers requires

no communication overhead at all, and the majority is computed using an efficient local

algorithm.

Our work is different from DPV in several ways: firstly, we compute an ID3-like de-

cision tree from the entire data (rather than many weak classifiers). Because the entire data

is used, smaller sub-populations of the data stand a chance to gather statistical significance

and contribute to the model — therefore, we argue tat our algorithm can be, in general,

more accurate. Secondly, as proposed in DPV, every peer needs to be aware of each new

sample and provide their classification of it. This mode of operation, which is somewhat

reminiscent of Bayesian classification, requires broadcasting the new samples to all peers

or limits the algorithm to specific cases in which all peers cooperate in classification of new

samples (given to all) based on their private past experience. In contrast, in our work, all

peers jointly study the same decision tree. Then, when a peeris given a new sample, it can



134
be classified with no communication overhead at all. When learning samples are few and

new samples are in abundance, our algorithm can be far more efficient.

4.3 Background

4.3.1 Assumptions

Let S denote a collection of data tuples with class labels that arehorizontally dis-

tributed over a large (undirected) network of machines (peers) wherein each peer commu-

nicates only with its immediate neighbors (one hop neighbors) in the network. The com-

munication network can be thought of as a graph with vertices(peers)V . For any given

peerk ∈ V , let Γk denote the immediate neighbors ofk. Peerk will only communicate

directly with peers inΓk.

Our goal is to develop a distributed algorithm under which each peer computes the

decision tree overS (the same tree at each peer).1 However, the network is dynamic in the

sense that the network topology can change i.e. peers may enter or leave at any time or the

data held by each peer can change henceS, the union of all peers data, can be thought of

as time-varying. Our distributed algorithm is designed to seamlessly adapt to network and

data changes in a communication-efficient manner.

We assume that communication among neighboring peers is reliable and ordered and

that when a peer is disconnected or reconnected its neighbors, k, are informed,i.e. Γk

is known tok and is updated automatically. These assumptions can easilybe enforced

using standard numbering and retransmission in which messages are numbered, ordered

and retransmitted if an acknowledgement does not arrive in time, ordering, and heart-beat

mechanisms. Moreover, these assumptions are not uncommon and have been made else-

where in the distributed algorithms literature [63]. Khilar and Mahapatra [100] discuss the

1Throughout this chapter, peers refer to the machines in the P2P network and nodes refer to the entries of
the tree (in which the attribute is split).
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use of heartbeat mechanisms for failure diagnosis in mobilead-hoc networks.

Furthermore, for simplicity, we assume that the network topology forms a tree. This

allows us to use a relatively simple distributed algorithm as our basic building block: dis-

tributed majority voting (more details later). We could getaround this assumption in one

of two ways. (1) Lisset al. [14], have developed an extended version of the distributed

majority voting algorithm which does not require the assumption that the network topology

forms a tree. We could replace our use of simple majority voting as a basic building block

with the extended version developed by Lisset al. (2) The underlying tree communication

topology could be maintained independently of our algorithm using standard techniques

such as [63] (for wired networks) or [110] (for wireless networks).

4.3.2 Distributed Majority Voting

Our algorithm utilizes, as a building block, a variation of the distributed algorithm for

majority votingdeveloped by Wolff and Schuster [196]. Each peerk ∈ V contains a real

numberδk and the objective is to determine whether∆ =
∑

k∈V δk ≥ 0.

The following algorithm meets this objective. For peersk, ℓ ∈ V , let δkℓ denote the

most recent message (a real number) peerk sent toℓ. Similarlyδℓk denotes the last message

received byk from ℓ. Peerk computes∆k = δk+
∑

ℓ∈Γk
δℓk, which can be thought of ask′s

estimate of∆ based on all the information available. Peerk also computes∆kℓ = δkℓ+δℓk,

for each neighborℓ ∈ Γk which denotes the information exchanged betweenk andℓ. When

an event at peerk occurs,k will decide, for each neighborℓ, whether a message needs be

sent toℓ. An event atk consists of one of the following three situations: (i)k is initialized

(enters the network or otherwise begins computation of the algorithm); (ii) k experiences

a data changeδk or a change of its neighborhood,Γk; (iii) k receives a message from a

neighborℓ.

The crux of the algorithm is in determining whenk must send a message to a neighbor
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ℓ in response tok detecting an event. More precisely, the question is when cana message be

avoided, despite the fact that the local knowledge has changed. Upon detecting an event,

peerk would send a message to neighborℓ when either of the following two situations

occurs: (i)k is initialized; (ii)
(
∆kℓ ≥ 0 ∧∆kℓ > ∆k

)
∨
(
∆kℓ < 0 ∧∆kℓ < ∆k

)
evaluates

true. Observe that since all events are local, the algorithmrequires no form of global

synchronization.

Whenk detects an event and the conditions above indicate that a message must be sent

to neighborℓ, k setsδkℓ toα∆k−δℓk (thereby making∆kℓ = α∆k) and sends it toℓ, where

α is a fixed parameter between 0 and 1. Ifα were set close to one, then small subsequent

variations in∆k will trigger more messages fromk increasing the communication over-

head. On the other hand, ifα were set close to zero, the convergence rate of the algorithm

could be made unacceptably slow. In all our experiments, we setα to 0.5. This mechanism

replicates the one used by Wolffet al. in [195]. Detailed discussion on the value ofα is

presented in Appendix A. The pseudo-code is presented in Algorithm 10.

To avoid a message explosion, we implement aleaky bucketmechanism such that the

interval between messages sent by a peer does not become arbitrarily small. This mecha-

nism was also used by Wolffet al. in [195]. Each peer logs the time when the last message

was sent. When a peer decides that a message need to be sent (toany of its neighbors), it

does the following. IfL time units has passed since the time the last message was sent, it

sends the new message right away. Otherwise, it buffers the message and sets a timer to

L units after the registered time the last message was sent. Once the timer expires all the

buffered messages are sent. For the remainder of the chapter, we leave the leaky bucket

mechanism implicit in our distributed algorithm descriptions.



137

Input : δk, Nk, L, α
Output : if ∆k ≥ 0 then1 else0
Local variables: ∀ℓ ∈ Nk : δℓk, δkℓ1

Definitions: ∆k = δk +
∑

ℓ∈Nk δℓk, ∆kℓ = δkℓ + δℓk2

Initialization:3

begin4

forall ℓ ∈ Nk do5

δkℓ = δℓk = 0;6

SendMessage(ℓ);7

end8

end9

if MessageRecvd
(
P ℓ, δ

)
then δℓk ← δ;10

if PeerFailure
(
ℓ ∈ Nk

)
then Nk ← Nk \ {ℓ};11

if AddNeighbor
(
ℓ ∈ Nk

)
then Nk ← Nk ∪ {ℓ};12

if Nk, δk changes or MessageRecvdthen call OnChange();13

FunctionOnChange()14

begin15

forall ℓ ∈ Nk do16

if
(
∆kℓ ≥ 0 ∧∆kℓ > ∆k

)
∨
(
∆kℓ < 0 ∧∆kℓ < ∆k

)
then17

call SendMessage(ℓ);18

end19

end20

end21

FunctionSendMessage(ℓ)22

begin23

if time ()− last message ≥ L then24

δkℓ ← (α∆k − δℓk);25

last message← time ();26

Send
〈
δkℓ
〉

to ℓ;27

end28

else Wait L− (time ()− last message) time units and then call29

OnChange();
end30

Algorithm 10 : Local Majority Vote
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4.4 P2P Decision Tree Induction Algorithm

This section presents a distributed and asynchronous algorithm P 2DT which induces

a decision tree over a P2P network in which every peer has a setof learning examples.

P 2DT, which is inspired by ID3 and C4.5, aims to select at every node the attribute which

will maximize a gain function. Then,P 2DT aims to split the node, and the learning exam-

ples associated with it, into two new leaf nodes and this process continues recursively. A

stopping rule directsP 2DT to stop this recursion. In this section a simple depth limitation

is used. Other, more complex predicates are described in Section 4.4.3.

The main computational task ofP 2DT is choosing the attribute having the highest gain

among all attributes. Similar to other distributed data mining algorithms,P 2DT needs to

coordinate this decision among the multiple peers. The mainexceptions ofP 2DT are that it

stresses the efficiency of decision making and the lack of synchronization. These features

make it exceptionally scalable and therefore suitable for networks spanning millions of

peers.

P 2DT deviates from the standard decision tree induction algorithms in the choice of

a simpler gain function — the misclassification error — rather than the more popular (and,

arguably, better) information-gain and gini-index functions. Misclassification error offers

less distinction between attributes: a split can have the same misclassification error in these

two seemingly different cases — (1) the erroneous examples are divided equally between

the two leaves it creates or (2) if one of these leaves is 100% accurate. Comparatively,

both information-gain and gini-index would prefer the latter case to the former. Still, the

misclassification error can yield accurate decision trees (see, e.g., [185]) and its relative

simplicity makes it far easier to compute in a distributed set-up.

In the interest of clarity, we divide the discussion of the algorithm into two subsec-

tions: Section 4.4.1 below describes an algorithm for the selection of the attribute offering

the lowest misclassification error from amongst a large set of possibilities. Next, Section
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4.4.2 describes how a collection of such decisions can be efficiently used to induce a deci-

sion tree.

4.4.1 Splitting Attribute Choosing using the Misclassification Gain Function

Notations Let S be a set of learning examples — each a vector in{0, 1}d × {0, 1}

— where the firstd entries of each example denote the attributes,A1, . . . , Ad, and the

additional one denotes the classClass. The cross table of attributeAi and the class is

X i =
xi
00 xi

01

xi
10 xi

11

wherexi
01 is the number of examples in the setS for which Ai = 0

andClass = 1. We also define the indicator variablessi0 = sign (xi
00 − xi

01) andsi1 =

sign (xi
10 − xi

11), with sign (x) =





1 x ≥ 0

−1 x < 0

.

We have used the gain measure based on misclassification gain(as described in [185]

page 158 as an alternate to gini and entropy). For a binary attributeAi, the misclassification

impurity measure forAi = 0 is MI0 = 1 − max (xi
00, x

i
01) /x

i
0. (wherexi

0. is the number

of tuples withAi = 0). Similarly, for Ai = 1 the misclassification impurity isMI1 =

1−max (xi
10, x

i
11) /x

i
1.. Therefore, the misclassification gain (MG) for Ai is

MG = I(parent)− (xi
0./|S|)× [MI0]− (xi

1./|S|)× [MI1]

= I(parent)− (xi
0./|S|) +max

(
xi
00, x

i
01

)
/|S| − (xi

1./|S|) +max
(
xi
00, x

i
01

)
/|S|

= I(parent)− 1 +max
(
xi
00, x

i
01

)
/|S|+max

(
xi
00, x

i
01

)
/|S|

Since the maximum is the average plus half the absolute difference, this is equal to
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MG = I(parent)− 1 + (xi
00 + xi

01 + xi
10 + xi

11)/2|S|+ |xi
00 − xi

01|/2|S|+ |xi
10 − xi

11|/2|S|

= I(parent)− 1/2 + [|xi
00 − xi

01|+ |xi
10 − xi

11|]/2|S|

Choosing the attribute with the highest gain is equivalent to maximizing the mis-

classification gain. As seen above, maximizing this quantity is the same as maximizing

|xi
00 − xi

01| + |xi
10 − xi

11|. Thus, according to the misclassification gain function, the best

attribute to split isAbest = argmax
i∈[1,d]

|xi
00 − xi

01|+ |xi
10 − xi

11|. Note that ifAi = Abest then

for anyAj 6= Ai C i,j = |xi
00 − xi

01|+ |xi
10 − xi

11| −
∣∣xj

00 − xj
01

∣∣−
∣∣xj

10 − xj
11

∣∣ is either zero

or more. A different derivation of this quantity is given in Appendix B for any two arbitrary

categorical attributes.

In a distributed setup,S is partitioned inton setsS1 throughSn. X i
k =

xi
k,00 xi

k,01

xi
k,10 xi

k,11

would therefore denote the cross table of attributeAi and the class in the example setSk.

Note thatxi
00 =

∑
k=1...n

xi
k,00 andC i,j =

∣∣∣∣
∑

k=1...n

[
xi
k,00 − xi

k,01

]∣∣∣∣ +
∣∣∣∣
∑

k=1...n

[
xi
k,10 − xi

k,11

]∣∣∣∣ −∣∣∣∣
∑

k=1...n

[
xj
k,00 − xj

k,01

]∣∣∣∣ −
∣∣∣∣
∑

k=1...n

[
xj
k,10 − xj

k,11

]∣∣∣∣. Also, notice thatC i,j is not, in general,

equal to
∑

k=1...n

∣∣xi
k,00 − xi

k,01

∣∣+
∑

k=1...n

∣∣xi
k,10 − xi

k,11

∣∣− ∑
k=1...n

∣∣xj
k,00 − xj

k,01

∣∣− ∑
k=1...n

∣∣xj
k,10 − xj

k,11

∣∣.

Still, using the indicatorssi0 andsi1 defined above we can writeC i,j = si0
∑

k=1...n

[
xi
k,00 − xi

k,01

]
+

si1
∑

k=1...n

[
xi
k,10 − xi

k,11

]
− sj0

∑
k=1...n

[
xj
k,00 − xj

k,01

]
− sj1

∑
k=1...n

[
xj
k,10 − xj

k,11

]
which can be

rewritten as

C i,j =
∑

k=1...n

(
si0
[
xi
k,00 − xi

k,01

]
+ si1

[
xi
k,10 − xi

k,11

]
− sj0

[
xj
k,00 − xj

k,01

]
− sj1

[
xj
k,10 − xj

k,11

])
;

This last expression, in turn, is simply a sum — across all peers — of a numberδi,jk =

si0
[
xi
k,00 − xi

k,01

]
+ si1

[
xi
k,10 − xi

k,11

]
− sj0

[
xj
k,00 − xj

k,01

]
− sj1

[
xj
k,10 − xj

k,11

]
which can

be computed independently by each peer, assuming it knows the values of the indicators.
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Finally, denoteδi,jk |abcd the value ofδi,jk assumingsi0 = a, si1 = b, sj0 = c, andsj1 = d.

Notice that, unlikeδi,jk , δi,jk |abcd can be computed independently by every peer, regardless

of the actual values ofsi0, s
i
1, s

j
0, andsj1.

It is therefore possible to computeAbest by concurrently running the following set of

majority votes: two per attributeAi, with inputsxi
00 − xi

01 andxi
10 − xi

11, to compute the

values ofsi0 andsi1; and one for every per of attributes and every possible combination of

si0, s
i
1, s

j
0, andsj1. Given the results forsi0 andsi1, one could select the right combination and

ignore the other. Then, given all of the selected votes, one could find the attribute whose

gain is higher than that of any other attribute. Below, we describe an algorithm which

performs the same computation far more efficiently.

P2P Misclassification Minimization The P2P Misclassification MinimizationP 2MM

algorithm, Algorithm 11, aims to solve two problems concurrently: it will decide which of

the attributesA1 throughAd is Abest and at the same time compute the true value ofsi0

andsi1. The general framework of theP 2MM algorithm is that of pivoting: a certainAi

is selected as the potentialAbest. Then the algorithm tries to validate this selection. IfAi

turns out to be indeed the best attribute, then this is reported. On the other hand, the revoca-

tion of the validation proves that there must exist another attribute (or attributes)Aj which

is (are) better thanAbest. At this point, the algorithm again renames one of these better

attributesAj to beAbest, and tries to validate this by comparing it to the other attributes

that turned out to be better than the previous selection i.e.previously suspected best. To

provide the input to those comparisons, each peer computesδi,jk |abcd relying on the current

ad-hoc value ofsi0, s
i
1, s

j
0, andsj1. The ad-hoc values peerk computes forsi0 andsi1 will

be denoted bysik,0 andsik,1, respectively. To make sure those ad hoc results converge tothe

correct value, two additional majority votes are carried per attribute concurrent to those of

the pivoting; in these, the inputs of peerk arexi
00 − xi

01 andxi
10 − xi

11, respectively.

Figure 4.1 shows the pivoting step as it advances. In the figure, there are five attributes
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A1, A2, A3, A4 andA5. The height of the bars denote their gains. In the first snapshot (first

row),A1 is selected as the pivot.A1 is then compared to all the other attributesA2, A3, A4

andA5. All the attributes better thanA1 are reported in the third step —A2, A4 andA5. In

the fourth step,A2 is selected as the pivot and compared toA4 andA5. FinallyA2 is output

as the best attribute.

TheP 2MM algorithm works in streaming mode: Every peerk takes two inputs — the

set of its neighborsΓk and a setSk of learning examples. Those inputs may (and often do)

change over time and the algorithm responds to every such change by adjusting its output

and by possibly sending messages. Similarly, messages stream in to the peer and, can

influence both the output and the outgoing messages. The output of peerk is the attribute

with the highest misclassification gain. This output, by nature, ad-hoc and may change in

response to any of the events described above.

P 2MM is based on a large number of instances of the distributed majority voting

algorithm described earlier in Section 4.3.2. On initialization,P 2MM invokes two instances

of majority voting per attribute to determine the values ofsi0 andsi1 — letM i
0 andM i

1 denote

these majority votes. For each peerk, its inputs to these votes (instances) areM i
0.δk =

xi
k,00 − xi

k,01 andM i
1.δk = xi

k,10 − xi
k,11. Additionally, for every pairi < j ∈ [1 . . . d]

P 2MM initializes sixteen instances of majority voting — one for each possible combination

of values forsi0, s
i
1, s

j
0, andsj1. Those instances are denoted byM i,j

abcd with abcd referring to

the combination of values forsi0, s
i
1, s

j
0, andsj1. For each peerk, its inputs to these instances

areM i,j
abcd.δk = a

[
xi
k,00 − xi

k,01

]
+b
[
xi
k,10 − xi

k,11

]
−c
[
xj
k,00 − xj

k,01

]
−d
[
xj
k,10 − xj

k,11

]
. A

related algorithm, distributed plurality voting (DPV) [116], could be used to describe our

algorithm for selecting one of the sixteen comparisonsM i,j
abcd|abcd whenabcd are static.

But since in our case the values ofsi0, s
i
1, s

j
0, andsj1 are always changing, it seems difficult

to follow the same description as given in [116].

Following initialization, the algorithm is event based. Each peerk is idle unless there
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FIG. 4.1. Figure showing the pivot selection process. In the first row,A1 is selected as the
pivot. A1 is then compared to all other attributes and all the ones better thanA1 are selected
in the third snapshot.A2 is selected as the pivot. FinallyA2 is output as the best attribute.
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is a change inΓk or Sk, or an incoming message changes the∆k of one of the instances of

majority voting. On such event, the simple solution would beto check the conditions for

sending messages in any of the majority votes. However, as shown by [105][116] pivoting

can be used to reduce the number of conditions checked fromO (d2) to an expectedO(d).

In DPV, the following heuristic is suggested for pivot selection: the pivot would be the

vote which has the largest agreement value with any of the neighbors. It is proved that this

method is deadlock-free and it is shown to be effective in reducing the number of conditions

checked. We implement the same heuristic, choosing the pivot as the attributeAi which has

the largestM j,i.∆k,ℓ for j < i or the smallestM i,m.∆k,ℓ for m > i and for any neighbor

ℓ. If the test for anyM i,j fails,M i,j .∆k,ℓ needs to be modified by sending a message toℓ.

P 2MM does this by sending a message which will setM i,j .∆k,ℓ to αM i,j.∆k (α is set to1
2

by default), which is in line with the findings of [195].

NoticeM i,j
abcd.δk = −M i,j

−a−b−c−d.δk and thus half of the comparisons actually replicate

the other half and can be avoided. This optimization is avoided in the pseudocode in order

to maintain conciseness. Also notice that while the peer updates in the context of any of

the majority votesM i,j
abcd, it will only respond with a message for the majority voteM i,j —

the instance witha, b, c, andd equal tosik,0, s
i
k,1, s

j
k,0, andsjk,1, respectively. The rest of the

instances are, in effect, ‘suspended’ and cause no communication overhead. Next we show

theP 2MM algorithm is eventually correct.

Theorem 4.4.1.Each peer running theP 2MM algorithm eventually converges to the cor-

rect pivot.

Proof. To see whyP 2MM convergence is guaranteed, first notice that eventual correctness

of each of the majority votesM i
0 andM i

1 is guaranteed because the condition for sending

messages is checked for every one of them each time the data changes or a message is

received. Next, consider two neighbor peers who choose different pivots, peerk which

selectsi and peerℓ which selectsj. Since bothk andℓ will check the condition ofM i,j ,
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Input : Γk, Sk

Output : the attributeApivot

Initialization:1

begin2

forall Ai ∈
{
A1 . . . Ad

}
do3

Initialize two instances of LSD-Majority
(
M i

0,M
i
1

)
with inputsxik,00 − xik,01 and4

xik,10 − xik,11, knowledgeM i
0.∆k andM i

1.∆k, andagreementM i
0∆k,ℓ and

M i
1∆k,ℓ respectively (∀ℓ ∈ Γk);

end5

forall [a, b, c, d ∈ {−1, 1}]∧
[
Ai, Aj ∈

{
A1 . . . Ad

}]
do6

Initialize an instance of LSD-Majority
(
M

i,j
abcd

)
with input δi,jk |abcd, knowledge7

M
i,j
abcd.∆k andagreementM i,j

abcd∆k,ℓ (∀ℓ ∈ Γk), wherea = sik,0, b = sik,1,

c = s
j
k,0, andd = s

j
k,1;

end8

end9

On any event:10

begin11

forall Ai ∈
{
A1 . . . Ad

}
and everyℓ ∈ Γk do12

if notM i
0.∆k ≤M i

0.∆k,ℓ < 0 and notM i
0.∆k ≥M i

0.∆k,ℓ ≥ 0 then call13

Send
(
M i

0, ℓ
)
;

if notM i
1.∆k ≤M i

1.∆k,ℓ < 0 and notM i
1.∆k ≥M i

1.∆k,ℓ ≥ 0 then call14

Send
(
M i

1, ℓ
)
;

end15

end16

repeat17

Let pivot = arg max
i∈[1...d]

{
max

ℓ∈Nk,j<i,m>i

{
M j,i.∆k,ℓ −M i,m.∆k,ℓ

}}
;

18

forall Ai ∈
{
A1 . . . Apivot−1

}
and everyℓ ∈ Γk do19

if notM i,pivot.∆k ≤M i,pivot.∆k,ℓ < 0 and notM i,pivot.∆k ≥M i,pivot.∆k,ℓ ≥ 020

then call Send
(
M i,pivot, ℓ

)
;

end21

forall Ai ∈
{
Apivot+1 . . . Ad

}
and everyℓ ∈ Γk do22

if notMpivot,i.∆k ≤Mpivot,i.∆k,ℓ < 0 and notMpivot,i.∆k ≥Mpivot,i.∆k,ℓ ≥ 023

then call Send
(
Mpivot,i, ℓ

)
;

end24

until whilepivot changes;25

if MessageRecvd(ℓ, (id, δ)) then26

LetM be a majority voting instance withM.id = id;27

M.δℓ,k ← δ;28

end29

Function Send((M, ℓ))30

begin31

M.δk,ℓ = αM.∆k +M.δℓ,k;32

Send toℓ (M.id,M.δk,ℓ);33

end34

Algorithm 11 : P2P Misclassification Minimization (P 2MM)
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and sinceM i,j.∆k,ℓ = M i,j .∆ℓ,k at least one of them would have to change its pivot.

Thus, peers will continue to change their pivot until they all agree on the same pivot. To

see that peers will converge to the decision that the pivot isthe attribute with the highest

gain (denote itAm), assume they converge on another pivot. Since the condition of votes

comparing theApivot to any other attribute is checked whenever the data changes,it is

guarantee that ifm < pivot thenMm,pivot.∆k,ℓ will eventually be larger than zero for all

k andℓ ∈ Γk and if pivot < m thenMm,pivot.∆k,ℓ > 0 for all k andℓ ∈ Γk. Thus, the

algorithm will replace the pivot with eitherm or another attribute, but would not be able to

converge on the current pivot. This completes the proof of the correct convergence of the

P 2MM algorithm.

Complexity TheP 2MM algorithm compares the attributes in an asynchronous

fashion and outputs the best attribute. Consider the case ofcomparing only two attributes.

The worst case communication complexity of theP 2MM algorithm is O(size of the net-

work). This can happen when the misclassification gains of the twoattributes are very

close. Since our algorithm is eventually correct, the data will need to be propagated through

the entire network i.e. all the peers will need to communicate to find the correct answer.

Thus the overall communication complexity of theP 2MM algorithm, in the worst case,

is O(size of the network). Now if the misclassification gains of the two attributes are not

very close (which is often the case for most datasets), the algorithm is not global; rather

theP 2MM algorithm can prune many messages as shown by our extensive experimental

results. Finally formulating the complexity of such data dependent algorithms in terms of

the complexity of the data is a big open research issue even for simple primitives such as

majority voting protocol [196], leave aside the complexP 2MM algorithm presented here.

Figure 4.2 demonstrates how two attributesAi andAj are compared by two peersPk

andPℓ. At time t0, the peers initialize all the sixteen votesM i,j
abcd along with the votes for

the indicator variables. At timet1, the values of the indicator variables are{1, 1, 1,−1} for
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Pk. Hence it only sends messages corresponding to the voteM i,j

111−1. All the rest fifteen

votes are in a suspended state. Similarly the figure shows thesuspended votes forPℓ at

time t2. Finally it depicts that at timet4, the peers converge to the same vote which is not

suspended viz.M i,j
1−11−1.

Figure 4.3 shows the pivot selection process for three attributesAh,Ai andAj for peer

Pk having two neighborsPℓ andPm. Snapshot 1 shows the knowledge (∆k) and agreements

of Pk (∆k,ℓ and∆k,m) for the three attributes. Since pivot is the highest agreement,Ah is

selected as the pivot. Now there is a disagreement between∆k and∆k,ℓ for Ah. This

results in a message and subsequent reevaluation of∆k,ℓ (to be set equal to∆k). In the next

snapshot,Ai is selected as the pivot and since∆k,ℓ < ∆k, no message needs to be sent.

Comment: TheP 2MM algorithm above utilizes the assumption that the data at all

peers in boolean (attributes and class labels). The booleanattributes assumption can be

relaxed to arbitrary categorial data at the expense of increased majority voting instances per

attribute pair (the number of instances increases exponentially with the number of distinct

attribute values). Another approach to relaxing the boolean attributes assumption could

be to treat each attribute distinct value as its own boolean attribute. As a result, each

categorical attribute withv distinct values is treated asv boolean attributes. Here, the

number of majority voting instances per pair of attributes increases only linearly with the

number of distinct attribute values. However, the issue of deciding which attribute has

highest misclassification gain on the basis of the associated boolean attributes is not entirely

clear and is the subject of more research. In Appendix B we show how our framework can

be easily extended for arbitrarily categorical attributes.

4.4.2 Speculative Decision Tree Induction

P 2MM can be used to decide which attribute would best divide a given set of learning

examples. It is well known that decision trees can be inducedby recursively and greedily
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FIG. 4.2. Comparison of two attributesAi andAj for two peersPk andPℓ. The figure also
shows some example values of the indicator variables and thesuspended/not suspended
votes in each case.
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FIG. 4.3. The pivot selection process and how the best attributeis selected. The pivot is
shown at each round.

dividing a set of learning examples — starting from the root and proceeding onwards with

every node of the tree (e.g., ID3 and C4.5 algorithms [154][155]). In a P2P set-up the

progression of the algorithm needs to be coordinated among all peers, or they might end up

developing different trees. In smaller scale distributed systems, occasional synchronization

usually addresses coordination. However, since a P2P system is too large to synchronize,

we prefer speculation [98].

The starting point of tree development — the root — is known toall peers. Thus,

they can all initializeP 2MM to find out which attribute best splits the example set of the

root. However, the peers are only guaranteed to converge to the same attribute selection

eventually and may well choose different attributes intermediately. Several questions thus

arise: How and when should the algorithm commit resources toa specific split of a node,

what should be done if such split appears to be wrong after resources were committed and

what should be done about incoherence between neighboring peers?

The P2P Decision Tree Induction (P 2DTI, see Alg. 12) algorithm has two main func-
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tionalities. Firstly, it manages the ad hoc solution which is a decision tree composed of

activenodes. The root is always active and so is any node whose parent is active provided

that the node corresponds with one of the values of the attribute which best splits its par-

ent’s examples — i.e., the ad hoc solution ofP 2MM as computed by the parent. The rest of

the nodes areinactive. A node (or a whole subtree) can become inactive because its parent

(or fore-parent) have changed its preference for splittingattribute. Inactive nodes are not

discarded; a peer may well accept messages intended for inactive nodes — either because a

neighbor considers them active or because the message was delayed by the network. Such

a message would still update the majority voting to which it is intended. However, peers

never send messages resulting from an inactive node. Instead, they check, whenever a peer

becomes active, whether there are pending messages (i.e., majority votes whose test require

sending messages) and if so they send those messages.

Another activity which occurs in active nodes is further development of the tree. Each

time a leaf it is generated it is inserted into a queue. Once everyτ time units, the peer takes

the first active leaf in the queue and develops it according tothe ad hoc result ofP 2MM for

that leaf. Inactive leaves which precede this leaf in the queue are re-inserted at the end of

the queue.

Last, it may happen that a peer receives a message in the context of a node it had note

yet developed. Such messages are stored in theout-of-contextqueue. Whenever a new leaf

is created, the out-of-context queue is searched and messages pertaining to the new leaf are

processed.

A high level overview of the speculative decision tree induction process is shown in

Figure 4.4. Filled rectangles represent newly created nodes. The first snapshot shows the

creation of the root withA1 as the best attribute. The root is split in the next snapshot,

followed by further development of the left path. The fourthsnapshot shows how the root

is changed to a new attributeA2 and the entire tree rooted atA1 is made inactive (yellow



151
Input : S – a set of learning examples,τ – mitigation delay
Output : ad-hoc decision tree
Initialization:1

begin2

Create a root and letroot.S ← S; node← {root};3

Pushroot to queue; Send BRANCH message to self with delayτ ;4

end5

On BRANCH message:6

begin7

Send BRANCH message to self with delayτ ;8

for (i← 0, ℓ← null; i < queue.length and not active(ℓ); i++) do9

Pop head of queue intoℓ;10

if not active(ℓ) then enqueueℓ;11

if active(ℓ) then Aj ← ad-hoc solution ofP 2MM for ℓ; call Branch(ℓ, j);12

end13

end14

if DataMsgReceived(n, data) then15

if n 6∈ nodes then store〈n, data〉 in out− of − context;16

elseTransfer thedata to theP 2MM instance ofn;17

if active(n) then Process(n);18

end19

Function Active (n)20

begin21

if n = null or n = root then return true;22

Aj ← ad-hoc solution forP 2MM for n.parent;23

if n 6∈ n.parent.sons [j] then return false;24

Return Active(n.parent);25

end26

Function Process(n)27

begin28

Perform tests required byP 2MM for n and send any resulting messages;29

Aj ← ad-hoc solution forP 2MM for n;30

if n.sons [j] is not emptythen for eachm ∈ n.sons [j] do call Process(m);31

elsepushn to the tail of the queue;32

end33

Function Branch(ℓ, , j)34

begin35

Create two new leavesℓ0 andℓ1;36

ℓ0.parent← ℓ andℓ1.parent← ℓ;37

Setℓ0.S ← {s ∈ ℓ.S : s [j] = 0} andℓ1.S ← {s ∈ ℓ.S : s [j] = 1};38

Deliver the messages fromout− of − ccontext to ℓ0 andℓ1;39

ℓ.sons [j] = {ℓ0, ℓ1}; addℓ0, ℓ1 to nodes; pushℓ0 andℓ1 to the tail of the queue;40

end41

Algorithm 12 : P2P Decision Tree Induction (P 2DTI)
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part). Finally as time progresses, the tree rooted atA2 is further developed. If it so happens

thatA1 now becomes better thanA2, the old inactive tree will now become active and the

tree rooted atA2 will become inactive.

4.4.3 Stopping Rule Computation

A decision tree induction algorithm cannot be considered complete without a prun-

ing technique stating which branches over-fit the data. Pruning techniques can be divided

betweenpost-pruning — removing nodes of whole subtrees after the tree is induced —

andpre-pruning — instructing the algorithm which nodes not to develop in the first place.

Since theP 2DTI algorithm works on streaming data the idea of first inducing the tree and

afterwards pruning it seems less suitable (because there isno specific point in time in which

pruning should begin). We therefore focus on pre-pruning heuristics. Several common pre-

pruning techniques can easily be adopted byP 2DTI, because they use simple statistics. We

will describe three such techniques.

The simplest pre-pruning technique is to terminate new leave development which the

tree reaches a pre-specified depth. The biggest benefit of this technique is that it limits the

resources used by the algorithm. This technique is trivial to implement as part ofP 2DTI

and performs quite favorably in experiments. It’s greatestdisadvantage is that the depth

limit has to be found in trial and error, and is the same for allleaves.

A second popular pre-pruning technique is to require a minimal degree of gain

from every split in the tree, or abort the split if the gain is below the required num-

ber. Splitting any given nodes according to an attributeAi will have non-negative gain if

|xi
00 + xi

10 − xi
01 − xi

11|−|xi
00 − xi

01|−|xi
10 − xi

11| ≥ 0. Letsi = sign (xi
00 + xi

10 − xi
01 − xi

11),

the previous formula can be rewrittensi (xi
00 + xi

10 − xi
01 − xi

11) − si0 (x
i
00 − xi

01) −
si1 (x

i
10 − xi

11) ≥ 0. Just as in Section 4.4.1, this formula can be evaluated by holding

eight different majority votes per attribute, one for everypossible value ofsi, si0, andsi1,
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FIG. 4.4. Figure showing how the speculative decision tree is build by a peer. Filled rect-
angles represent the newly created nodes. In the first snapshot the root is just created with
A1 as the current best attribute. The root is split into two children in the second snapshot.
The third snapshot shows further development of the tree by splitting the left child. In
the fourth snapshot, the peer gets convinced thatA2 is the best attribute corresponding to
the root. Earlier tree is made inactive and a new tree is developed with split atA2. Fifth
snapshot shows the leaf label assignments.
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and then selecting one of them according to the ad hoc result of separate votes on the values

of si, si0, andsi1. Notice that votes forsi0 andsi1 are held anyhow. Also, the input for the

vote forsi is independent ofi so just one extra vote is needed for allAi. Furthermore, for

all nodes except the root, a vote on the value ofsi is actually held in the context of the

parent of the node.

A third pruning technique is to require non-negative gain from every split when this

gain is measured on a test set rather than on the learning set.This method introduces little

complexity beyond the described above: the difference is that each node, starting with the

root, should be associated with an additional set of examples and that the input to the votes

regarding pruning be taken from that set. Notice that the input to votes of thesi type should

still be taken from the learning set.

In the next section we present a comparative study of the accuracy of a decision tree

algorithm using misclassification gain as the impurity measure with fixed depth stopping

and a standard entropy-based pruned decision tree J48 implemented in weka [194].

4.4.4 Accuracy on Centralized Dataset

The proposed distributed decision tree algorithmP 2DTI deviates from the standard

decision tree induction algorithm in two ways: (1) instead of using entropy or gini-index

as the splitting criteria, we have used misclassification gain, and (2) as a stopping rule, we

have limited the depth of our trees (which effects the communication complexity of our

distributed algorithm as we show later).

In this section we report the results of the comparison of a decision tree induced using

misclassification gain as the impurity measure and fixed depth stopping rule to that of

an off-the-shelf entropy-based pruned decision tree J48 implemented in Weka [194] on

a centralized dataset. There are 500 tuples and 10 attributes in the centralized dataset

generated using the scheme discussed in Section 3.9.1. We have varied the noise in the
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(a) Depth of tree = 3.
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(b) Depth of tree = 5.
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(c) Depth of tree = 7.

FIG. 4.5. Comparison of accuracy (using 10-fold cross validation) of J48 weka tree and
a tree induced using misclassification gain with fixed depth stopping rule on a centralized
dataset. The three graphs correspond to depths of 3, 5 and 7 ofthe misclassification gain
decision tree.
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data ranging from 0% to 20%. For both the trees, the accuracy is measured using 10-fold

cross validation. Figure 4.5 presents the comparative study. The circles correspond to the

accuracy of J48 and the squares correspond to the accuracy ofthe misclassification gain

decision tree. These set of results point out some importantfacts:

1. In most cases the misclassification gain decision tree results in a loss of accuracy

over J48. This is not unexpected due to the restrictive nature of the decision tree

induction algorithm employed. But the accuracy loss is modest. Moreover, due to

the heavy communication and synchronization cost of centralizing and applying J48,

this modest loss of accuracy seems quite reasonable.

2. The decrease in accuracy of the misclassification gain decision tree when going to

depth 7 at high noise levels is likely due to over-fitting; since for a depth of 3 the

average number of tuples per leaf is 56 compared to only 3 tuples per leaf for depth

of 7.

3. TheP 2DTI algorithm is guaranteed to converge to the misclassification gain deci-

sion tree with fixed stopping depth. Therefore, once convergence is reached,P 2DTI

might loose some accuracy with respect to J48 and this is quantified by the accuracy

of the misclassification gain decision tree with fixed stopping depth as shown here.

Since limiting the depth affects the communication complexity of our P 2DTI algo-

rithm, we will use depths of 3, as it produces quite accurate trees for all noise levels.

4.5 Experiments

To validate the performance of our decision tree algorithm,we conducted experiments

on a simulated network of peers. In this section we discuss the experimental setup, mea-

surement metric and the performance of the algorithm.
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4.5.1 Experimental Setup

Our implementation makes use of the Distributed Data MiningToolkit (DDMT) [44]

which is a JADE-LEAP based event simulator developed by the DIADIC research lab at

UMBC. The topology is generated using BRITE [23] — an open software for generating

network topologies. We have used theBarabasi Albert (BA)model in BRITE since it is

often considered a reasonable model for the Internet. We usethe edge delays defined in BA

as the basis for our time measurement2. On top of each network generated by BRITE, we

overlayed a communication tree.

4.5.2 Data Generation

The input data of a peer is generated using the scheme proposed by Domingos and

Hulten [48]. Each input data point is a vector in{0, 1}d × {0, 1}. The data generator is a

random tree built as follows. At each level of the tree, an attribute is selected randomly and

made an internal node of the tree with the only restriction that attributes are not repeated

along the same path. After the tree is built up to a depth of 3, anode is randomly made a leaf

with a probability ofp along with a randomly generated label. We limit the depth of the tree

to maximum 6, and make all the non-leaf nodes a leaf (with random labels) after it exceeds

that depth. Whenever a peer needs an additional point, it generates a random vector in the

d-dimensional space and then passes it through the tree. The label it gets assigned to forms

the class label for that input vector. This forms noise-freeinput vectors. In order to add

noise, the bits of the vectors (including the class label) are flipped with a certain probability.

Therefore,n% noise means that each bit of the input vector is flipped withn% chance and

the new value of that bit is chosen uniformly from all the possibilities (including the original

value). The data generator is changed every5 × 105 simulator ticks, thereby creating an

epoch. A typical experiment consists of 10 equal length epochs In addition, throughout the

2Wall time is meaningless when simulating thousands of computers on a single PC.
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experiment we change 10% data of each peer after every 1000 clock ticks. Therefore, in

all our experiments there are two levels of data change — (1) stationary change when we

sample from the same data distribution every 1000 simulatorticks, and (2) dynamic change

when the data distribution changes after every5× 105 simulator ticks.

4.5.3 Measurement Metric

The two measurements of our algorithm are thequality of the result and thecost

incurred.

Given a test dataset to each peer, generated from the same distribution as the local

dataset, quality is measured in terms of the percentage of correctly classified tuples of this

test set. We report both thestationary accuracywhich refers to the accuracy measured dur-

ing the last 80% of the epochs (and hence correspond to stationary changes) and theoverall

accuracy. Each quality graph in Figures 4.6, 4.7, 4.8, 4.9, 4.10 and 4.11—4.13 reports two

quantities — (1) the average quality over all peers, all epochs and 10 independent trials (the

center markers) and (2) the standard deviation over 10 independent trials (error bars).

For measuring the cost of the algorithm we report two quantities —normalized mes-

sagessent andnormalized bytestransferred. Our measurement metric for the normalized

messages is the number of messages sent by each peer per unit of leaky bucketL. For an

algorithm whose communication model is broadcast, its normalized messages is 2, con-

sidering 2 neighbors on an average per peer. We report both the overall messages and

the monitoring messages; the latter refers to the “wasted effort” of the algorithm. For a

given time instance, if a peer needs to sendk separate messages corresponding to different

majority votes to one particular peer, it is counted as one message to that neighbor.

Similarly, to understand the actual communication overhead of our algorithm in terms

of the number of bytes sent, we report both theoverall andmonitoringbytes transferred,

per unit ofL. In every raw message the distributed algorithm sends 5 numbers — the data
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of the vote, the id of the vote, the id of the attributes which this vote corresponds to, the

path of the tree and the maximum pivot. Considering the aboveexample, the number of

bytes sent is5 ∗ k per neighbor. As before, for a broadcast based algorithm, having an

attribute cross-table with four entries (2 values and 2 classes), its bytes sent would beno of

attributes×4×2. The factor of two is assuming 2 neighbors per peer. For example, with 10

attributes, the number of bytes sent perL is 80. Similar to what we did for quality, we have

plotted both the average cost and the standard deviation of the result over 10 independent

trials.

There are three parameters of theP 2DTI algorithm that we have explored — (1) the

number of local tuples or the size of the local dataset|Si|, (2) the depth of the induced tree,

and (3) the size of the leaky bucketL. The measurement points for the local data points

per peer are 250, 500, 1000, 2000 and 4000. For the depth of tree, we used values of 2, 3,

4, 5 and 7 while we variedL among 1000, 2000, 3000 and 4000. The values ofL are in

simulator ticks where the average edge delay is about 1100 time units.

The data generator had two parameters — (1) noise in the data varied between 0%,

5%, 10% and 20%, and (2) number of attributes (10, 15, and 20).

Finally, as a system parameter we varied the number of peers from 50 to 1500.

Unless otherwise stated, we have used the following defaultvalues:|Si| = 500, depth

of the tree = 3, noise =10%, number of attributes = 10, number of peers = 1000, and

L = 1000 (where the average edge delay is about 1100 time units). Under these values,

for a broadcast algorithm, the number of normalized messages is 2 while the number of

normalized bytes is10× 4× 2 = 80.

In all our experiments we have observed the following phenomenon. As soon as the

epoch changes, the accuracy of the algorithm goes down and the communication increases

since the algorithm adapts to the new distribution. As soon as the distribution becomes

stable, the message overhead reduces and the accuracy improves. To take note of this, we
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have plotted both the overall and stationary behavior of thealgorithm with respect to the

different parameters.

In the next few sections we present the performance of theP 2DTI algorithm on the

different parameters.

4.5.4 Scalability

Our first set of results demonstrate the scalability of theP 2DTI algorithm as the num-

ber of peers is varied from 50 to 1500. The number of peers has no effect on the perfor-

mance as we see in Figure 4.6. In Figure 4.6(a), both the overall and stationary accuracy

converges to a constant as the number of peers is increased. Normalized messages and

normalized bytes transferred, as shown in Figures 4.6(b) and 4.6(c), changes very slowly

and almost remains a constant as the number of peers is increased. Since our algorithm

relies on some data dependent rules to prune messages, the total number of peers has little

effect on the quality or the cost. Hence the algorithm is highly scalable. Note that for an

algorithm which broadcasts sufficient statistics to maintain the trees the normalized mes-

sages and normalized bytes transferred would be 2 and 80 respectively. Our results show a

significant improvement.

4.5.5 Data Tuples per Peer

In this section we have experimented with the first algorithmparameter — the number

of tuples in the local dataset|Si|. Figure 4.7 summarizes the results. Stationary accuracy

increases from 72% to 85%, stationary messages decrease from 1.21 to 0.32 and stationary

bytes reduce from 20.9 to 4.24 as the size of the local datasetis increased from 250 tuples

per peer to 4000 tuples per peer. This is true since with increasing|Si|, the global tree is

induced on a larger dataset, leading to better accuracy. Moreover, with increasing|Si|, the

algorithm can capture more variability in the distribution(since the majority votes are run
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(b) Normalized messages vs. number of peers.
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FIG. 4.6. Dependence of the quality and cost of the decision treealgorithm on the number
of peers. The accuracy and the cost is almost invariant of thenumber of peers.

on a larger dataset) leading to lower communication. Even for the smallest dataset size of

250, the normalized messages is 1.21 and the stationary bytes is 20.9, both are far less than

2 and 80 respectively considering the broadcast algorithm.

4.5.6 Depth of Tree

As pointed out in Section 4.4.4, depth of the decision tree induced by theP 2DTI

algorithm affects the cost of the algorithm. In this section, we validate this result. The
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(c) Normalized bytes transferred vs.|Si|.

FIG. 4.7. Dependence of the quality and cost of the decision treealgorithm on|Si|. The
accuracy improves and the cost decreases as|Si| increases.
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experimental results are shown in Figure 4.8. As shown, the effect of the depth is more

pronounced on the communication than on the quality of the result. Accuracy increases

from 72% to 81% as the depth is increased from 2 to 5. However for a depth of 7, the

accuracy of theP 2DTI decreases by 2% compared to a depth of 5. The reason for this is

overfitting of the domain. As the depth is increased, there ispotentially more ties for every

majority vote leading to a message explosion. As the depth isincreased from 2 to 7, the

stationary messages increase from 0.71 to 1.56. The stationary bytes goes up to 58.71, for

a depth of 7.

Although the induced tree of depth 5 is around 3% more accurate than the tree of

depth 3, we have used trees of depth 3 in all as a baseline. Thisis because a tree of depth

3 has far lower communication overhead than a tree of depth 5 (0.89 normalized messages

for depth of 3 compared to 1.19 normalized messages for depthof 5).

4.5.7 Size of Leaky Bucket

The last algorithm parameter that we have experimented withis the leaky bucket

mechanism. In this section we present the effect of the size of the leaky bucket|L| on

the accuracy and the cost of theP 2DTI algorithm. Figure 4.9 summarizes the effect. As

shown in Figure 4.9(a), the stationary accuracy remains constant even as the size of the

leaky bucket is made twice or thrice of the edge delay (which is roughly 1100 time units).

The overall quality degrades. This is exactly what we expect. As |L| is increased, for ev-

ery epoch change, the algorithm takes more time to converge,thereby carrying inaccurate

results for a longer time. For this reason the overall accuracy degrades. However, once

the algorithm adapts to the new distribution, a small numberof messages is sufficient to

maintain correctness. This is why the leaky bucket has no effect on the stationary accuracy.

Contrary to the quality, the cost reduces drastically, from0.98 stationary messages per peer

for |L|=500 to 0.71 for|L|=4000. Similar is the trend for the bytes transferred.
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(c) Normalized bytes transferred vs. depth of the tree.

FIG. 4.8. Dependence of the quality and cost of the decision treealgorithm on the depth
of the induced tree. The accuracy first improves and then degrades as the depth of the tree
increases. The cost increases as the depth increases.
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FIG. 4.9. Dependence of the quality and cost of the decision treealgorithm on the size of
the leaky bucket.
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4.5.8 Noise in Data

In this section we vary one of the data parameters — noise. As the noise in the data

is increased from 0% to 20%, quality degrades and cost increases. This is demonstrated

in Figures 4.10. In Figure 4.10(a), the stationary accuracydecreases from 83% to approx-

imately 75%. The stationary messages increase from 0.52 to 1.24 and stationary bytes

increase from 9.43 to 17.89 as demonstrated in Figures 4.10(b) and 4.10(c) respectively.

This happens because with increasing noise, every comparison consumes more resources

to decide the better one and this decision can often get flipped every time the data changes.

As a result, the quality degrades and the cost increases. Theimportant observation here is

that even for the highest noise, the number of bytes transferred is 17.89, far less than the

maximal allowable rate of 80.

4.5.9 Number of Attributes

The last parameter we varied is the number of attributes. We have measured the ef-

fect in three different ways — (1) increasing the number of attributes while keeping the

number of tuples constant (Figures 4.11(a), 4.11(b) and 4.11(c)), (2) increasing the number

of attributes while increasing the number of tuples linearly with the number of attributes

(Figures 4.12(a), 4.12(b) and 4.12(c)), and (3) increasingthe number of attributes while in-

creasing the number of tuples linearly with the size of the domain (Figures 4.13(a), 4.13(b)

and 4.13(c)).

As the number of the attributes is increased keeping the number of tuples constant (at

500 tuples per peer), the stationary accuracy decreases from 73% to 63% (Figure 4.11(a)).

Similarly Figures 4.11(b) and 4.11(c) demonstrate that thenormalized messages increase

from 0.9 to 1.25 and the normalized bytes increase from approximately 17 to 92. Note that

for the number of attributes=10, 15 and 20, the maximal bytestransferred for a broadcast-

based algorithm is 80, 120 and 160 respectively.
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(c) Normalized bytes transferred vs. noise.

FIG. 4.10. Dependence of the quality and cost of the decision tree algorithm on noise in
the data. The accuracy decreases and cost increases as percentage of noise increases.
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The second set of Figures 4.12(a), 4.12(b) and 4.12(c) show the effect on the number

of attributes as the number of tuples is increased linearly with the number of attributes

(such that, number of tuples=50× number of attributes. For 10 attributes we have used

500 data tuples per peer. We have increased it to 750 tuples for 15 attributes and further

increased it to 1000 tuples for 20 attributes. The accuracy degrades from 73% to 63%. The

more interesting is the effect on the communication. The stationary messages increase very

slowly (from 0.89 to 0.92), demonstrating the fact that the algorithm is scalable.

One last variation is the relationship of number of attributes when the number of tuples

is increased in proportion to the size of the domain (number of tuples=1%×2numberofattributes).

For 10, 15 and 20 attributes, the number of tuples per peer we used are 10, 330 and 10000

respectively. The accuracy improves and the normalized messages decrease as the number

of attributes is increased. The number of bytes transferredincreases, though for number

of attributes=20, it is still well below what would have beenused for a broadcast-based

algorithm.

4.5.10 Discussion

In the previous section we have presented the quality and thecost of theP 2DTI algo-

rithm on the different algorithm parameters. Our findings can be summarized as follows.

• In most casesP 2DTI results in a loss of accuracy over J48. This is because of the

simpler gain function that we have chosen. However, due to the heavy communica-

tion and synchronization cost of centralizing and applyingJ48, the observed modest

loss of accuracy seems quite reasonable.

• The P 2DTI algorithm is highly scalable with respect to the number of peers. As

shown by our scalability experiments, increasing the number of peers has little effect

on the quality or cost.
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(a) Quality for number of tuples=const.
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(c) Normalized bytes for number of tuples=const.

FIG. 4.11. Dependence of the quality and cost of the decision tree algorithm on the number
of attributes when number of tuples=constant. As the numberof attributes increase, the
accuracy drops and the cost increases.
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FIG. 4.12. Dependence of the quality and cost of the decision tree algorithm on the
number of attributes when #tuples increase linearly with number of attributes.
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FIG. 4.13. Dependence of the quality and cost of the decision tree algorithm on the
number of attributes when number of tuples increase linearly with |domain|.
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• Increasing the number of tuples increases the accuracy of the tree and decreases the

cost. Even for tuples per peer = a quarter of the size of the domain (250 tuples per

peer for 10 attributes), the monitoring cost is 1.25 — less than the maximal allowable

cost of 2.0.

• Note that every increment in the number of attributes doubles the search space. The

quality and cost of our algorithm remains moderate even of the number of attributes

is doubled.

• Noise in the data degrades the quality and cost — it can be compensated either by

increasing the number of tuples or increasing the depth of the tree. Depth of three

seems to a be moderate choice since the accuracy is good and the monitoring cost is

low as well. Increasing the depth improves the accuracy witha heavy penalty on the

cost.

4.6 Summary

In this chapter we presented an asynchronous scalable algorithm for inducing a deci-

sion tree in large P2P networks. With sufficient time, the algorithm converges to the same

tree given all the data of all the peers. To the best of the authors’ knowledge this is one

of the first attempts on developing such an algorithm. The algorithm is suitable for sce-

narios in which the data is distributed across a large P2P network as it seamlessly handles

data changes and peer failures. We have conducted extensiveexperiments with synthetic

dataset to analyze the different parameters of the algorithms. The results point out that

the algorithm is accurate and suffers moderate communication overhead compared to a

broadcast-based algorithm. The algorithm is also highly scalable both with respect to the

number of peers and number of attributes.

This chapter relies on the majority voting algorithm as a building block. The majority
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voting protocol is a highly efficient and scalable protocol,mainly due to the existence of

local pruning rules. In the literature such algorithms are commonly referred to as local al-

gorithms. Previous work on exact local algorithms mainly focused on developing efficient

building blocks such as majority voting [196], L2-thresholding [195] and more. In this

chapter, similar to [105], we leverage these powerful building blocks to show how more

complex data mining algorithms can be developed for large-scale distributed systems. In

the process we have also shown how complex functions such as entropy need to be simpli-

fied to misclassification gain in order to aid in the algorithmdevelopment process.
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Chapter 5

CONCLUSIONS AND FUTURE WORK

Proliferation of communication technologies and reduction in storage costs over the

past decade have led to the emergence of several distributedsystems. Most of the initial

effort was directed towards developing systems based on client-server architecture such as

most modern web servers, file servers, mail servers, print servers, e-commerce applica-

tions and more. These became popular mainly because of the simple synchronous nature

of the communication between the server and the client. Since the data is stored mainly at

the server, it is relatively easy to ensure security and privacy. However as more and more

of these systems evolved, several shortcomings were realized. With increased clients and

more requests from each client, traffic congestion between the server and the client became

heavy, leading to reduced throughput. Moreover in many cases several clients sat idle, lead-

ing to unbalanced load distribution. Another major drawback was the lack of robustness

to failed clients. Since in a typical client server-based distributed system the data is not

replicated but rather kept at a single site, a node failure isdevastating for the entire system.

Peer-to-Peer (P2P) systems were developed to solve some of these problems. P2P

systems, as already defined in Chapter 2 Section 2.2, is an architecture where there are no

special machine or machines that provide a service or managethe network resources. In-

stead all responsibilities are uniformly divided among allmachines, known as peers. Peers

can serve both as clients and servers hence they are often termed asservants. While P2P
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systems originally emerged as a forum for sharing and exchanging data such as Gnutella,

BitTorrents, e-Mule, Kazaa, and Freenet, more recent research such as P2P web community

formation argues that the consumers will greatly benefit from the knowledge locked in the

data. Algorithms designed for knowledge extraction from typical client-server systems fail

to perform well in such massive P2P systems mainly because of(1) asynchronous commu-

nication paradigm, (2) decentralized control, (3) large number of nodes and (4) robustness

to system failures.

In this dissertation we have proposed several algorithms specifically geared towards

P2P systems. More specifically in Chapter 3 our contributions are as follows:

• The DeFraLC framework describes a theorem which can be used to build several

deterministic local algorithms.

• Based on the above mentioned theorem, we have developed a generic local algorithm

(PeGMA) capable of computing complex functions defined on the average of the data

horizontally distributed over a large P2P network.

• We have also discussed a general framework for monitoring, and consequent reactive

updating of any model of horizontally distributed data.

• Finally we describe the application of this framework for the problems of tracking

the average of distributed data, the first eigenvector of that data, and thek-means

clustering of that data and multivariate regression of the data. Our experimental

results have shown that the algorithms are accurate and suffer modest communication

cost compared to centralization of the entire data.

Previously, a local algorithm needed to be developed for each data mining problem.

The results of Chapter 3 present an easier solution — we can develop several data mining

algorithms by following the guidelines presented therein.
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In the next chapter, Chapter 4 we have shown how a complex yet well understood data

mining algorithm such as decision tree induction can be developed for P2P systems. In the

process, we have chosen a relatively simple attribute gain metric such as misclassification

gain contrary to more complex ones such as entropy and Gini since (1) it is easier to com-

pute in a P2P domain and (2) achieves comparable accuracy. Also we have shown how the

tree can be build in a top down manner without the need for all the peers to synchronize

and exchange data.

This thesis has shown how traditional computation problemssuch ask-means, mul-

tivariate regression, decision tree induction can be converted to a decision problem and

solved using local algorithms in large distributed environments. We have gained valuable

insights which show that it is possible to develop distributed local algorithms for an im-

portant class of data mining problemsviz. decision problems. Therefore several efficient

local algorithms can be developed for monitoring the data mining models generated using

a centralized computation. It is still unclear to us if localalgorithms can be developed for

computing the models. In our case we have used an inefficient technique — convergecast-

broadcast — to perform the computation and then rely on the efficiency and correctness of

the local algorithm. This opens up several interesting research areas. They are listed below.

Complex data mining algorithm development for P2P systems:Previous work on de-

veloping deterministic yet efficient algorithms for P2P systems mainly focused on devel-

oping basic primitives such as sum computation [119], majority voting [196] etc. In order

to harness the power of the next generation P2P systems, complex algorithms need to be

developed for extracting knowledge from the data locked in these systems. These primi-

tives might aid in the algorithm development process (as we have shown for our decision

tree algorithm in Chapter 4); however in many cases we may need to develop algorithms

from scratch. Clustering, classification, association rule mining in P2P systems need effi-

cient and scalable solutions. This work and some other work such as [105] and [116] have
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barely scratched the surface compared to the huge number of algorithms that still need to be

developed. Furthermore, these algorithms need to be deployed in real life to solve practical

problems.

Theoretical analysis of local algorithms for distributed systems: Local algorithms for

P2P systems have been an active area of research for the last five years. While a few

algorithms have been developed, the field lacks any theoretical work in the “locality” of

these algorithms. The local and efficiency claims are, in many cases, intuitive and hence

experimental results are the only resource to demonstrate efficiency, locality and scalability.

Although in this work we have proposed two definitions of locality, it is far from being

perfect. Analysis of the communication complexity, locality and convergence rate for the

proposed local algorithms in the literature need to be carried out in order to provide better

insights to the working of these algorithms.

Ordinal statistics based algorithm development:In many cases for deterministic local

algorithms, tied votes consume the most resources. Consider the example of comparing

two real numbers. If the numbers are nearly equal, a lot of resources are consumed by

the majority voting algorithm. Ordinal statistics can provide a cheaper solution since, in

ordinal decision theory, the comparison is important, not the actual value. Applying order

statistics (as done in [37]) to solve no-tied majority vote can be an active area of research.

Local algorithms for computation problems: As already discussed, we have used local

algorithms to monitor a model generated using centralized/sampling techniques (except

decision tree induction). We still do not have any concrete ideas on how to develop local

algorithms for many of the computational problems that we have discussed in this thesis.



Appendix A

MAJORITY VOTING PROTOCOL AND ITS

RELATION TO L2 THRESHOLDING ALGORITHM

The majority voting protocol was developed by Wolff and Schuster [196]. In this Ap-

pendix we show how the said protocol can be derived from our L2Thresholding algorithm.

The original protocol suffers from one major drawback – small variations of local data of a

peeri.e. ∆k triggers more messages. This is detrimental to a dynamic behavior where the

data changes frequently. Our mapping of the majority protocol to the L2 algorithm solves

this problem as well be changing the rules under which a message is sent and thereby

making it more communication efficient under such circumstances. The original majority

protocol is presented in Algorithm 13.

Recalling the notations we have used in Chapter 3,
−→Kk,
−−→Ak,ℓ and

−−→Wk,ℓ refer to the

average knowledge, agreement and witheld knowledge of peerPk,

Now for any majority thresholdλ,

1. ∆k =
(−→Kk − λ

)
|Kk| ⇔

−→Kk = λ+ ∆k

|Kk|

2. ∆kℓ =
(−−→Ak,ℓ − λ

)
|Ak,ℓ| ⇔

−−→Ak,ℓ = λ+ ∆kℓ

|Ak,ℓ|

3.
−−→Wk,ℓ =

−→
Kk|Kk|−

−−→
Ak,ℓ|Ak,ℓ|

|Kk|−|Ak,ℓ| =
∆k+λ|Kk|−∆kℓ−λ|Ak,ℓ|

|Kk|−|Ak,ℓ| = ∆k−∆kℓ

|Kk|−|Ak,ℓ| + λ

The condition for sending messages in majority voting can bewritten as:

178
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Input : δk, Nk, L
Output : if ∆k ≥ 0 then1 else0
Local variables: ∀ℓ ∈ Nk : δℓk, δkℓ1

Definitions: ∆k = δk +
∑

ℓ∈Nk δℓk, ∆kℓ = δkℓ + δℓk2

Initialization:3

begin4

forall ℓ ∈ Nk do5

δkℓ = δℓk = 0;6

SendMessage(ℓ);7

end8

end9

if MessageRecvd
(
P ℓ, δ

)
then δℓk ← δ;10

if NodeFailure
(
ℓ ∈ Nk

)
then Nk ← Nk \ {ℓ};11

if AddNeighbor
(
ℓ ∈ Nk

)
then Nk ← Nk ∪ {ℓ};12

if Nk, δk changes or MessageRecvdthen call OnChange();13

FunctionOnChange()14

begin15

forall ℓ ∈ Nk do16

if
(
∆kℓ ≥ 0 ∧∆kℓ > ∆k

)
∨
(
∆kℓ < 0 ∧∆kℓ < ∆k

)
then17

call SendMessage(ℓ);18

end19

end20

end21

FunctionSendMessage(ℓ)22

begin23

if time ()− last message ≥ L then24

δkℓ ← (∆k − δℓk);25

last message← time ();26

Send
〈
δkℓ
〉

to ℓ;27

end28

else Wait L− (time ()− last message) time units and then call29

OnChange();
end30

Algorithm 13 : Local Majority Vote
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λ ≥ ∆k,ℓ ≥ ∆k

]
∨
[
λ < ∆k,ℓ ≤ ∆k

]

Similarly, the condition for sending messages in L2 thresholding can be written as:

[
λ ≥ −−→Ak,ℓ ∧ λ ≥ −−→Wk,ℓ

]
∨
[
λ <
−−→Ak,ℓ ∧ λ <

−−→Wk,ℓ

]

Consider the first condition.

[
λ ≥ −−→Ak,ℓ ∧ λ ≥ −−→Wk,ℓ

]

⇒
[
λ ≥ ∆k,ℓ

|Ak,ℓ|
+ λ ∧ λ ≥ ∆k −∆k,ℓ

|Kk| − |Ak,ℓ|
+ λ

]

⇒
[
0 ≥ ∆k,ℓ

|Ak,ℓ|
∧ 0 ≥ ∆k −∆k,ℓ

|Kk| − |Ak,ℓ|

]

⇒
[
0 ≥ ∆k,ℓ ∧ 0 ≥ ∆k −∆k,ℓ

]

⇒
[
0 ≥ ∆k,ℓ ≥ ∆k

]

The last equation shows that the condition for sending messages in the majority pro-

tocol is a special case of the same in the L2 algorithm. Consequently, we can use the same

rule that we used in L2 in determining how much of data to send.In L2 instead of setting
−−→Ak,ℓ to

−→Kk, we set it to a point between the current direction of
−−→Ak,ℓ and

−→Kk. Similarly, in

majority voting we should set∆k,ℓ = α∆k. This way, subsequent small variations in∆k

will not trigger any more messages. The modified pseudo-codeis presented in Algorithm

14.
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Input : δk, Nk, L, α
Output : if ∆k ≥ 0 then1 else0
Local variables: ∀ℓ ∈ Nk : δℓk, δkℓ1

Definitions: ∆k = δk +
∑

ℓ∈Nk δℓk, ∆kℓ = δkℓ + δℓk2

Initialization:3

begin4

forall ℓ ∈ Nk do5

δkℓ = δℓk = 0;6

SendMessage(ℓ);7

end8

end9

if MessageRecvd
(
P ℓ, δ

)
then δℓk ← δ;10

if NodeFailure
(
ℓ ∈ Nk

)
then Nk ← Nk \ {ℓ};11

if AddNeighbor
(
ℓ ∈ Nk

)
then Nk ← Nk ∪ {ℓ};12

if Nk, δk changes or MessageRecvdthen call OnChange();13

FunctionOnChange()14

begin15

forall ℓ ∈ Nk do16

if
(
∆kℓ ≥ 0 ∧∆kℓ > ∆k

)
∨
(
∆kℓ < 0 ∧∆kℓ < ∆k

)
then17

call SendMessage(ℓ);18

end19

end20

end21

FunctionSendMessage(ℓ)22

begin23

if time ()− last message ≥ L then24

δkℓ ← (α∆k − δℓk);25

last message← time ();26

Send
〈
δkℓ
〉

to ℓ;27

end28

else Wait L− (time ()− last message) time units and then call29

OnChange();
end30

Algorithm 14 : Dynamic Local Majority Vote



Appendix B

INFORMATION GAIN COMPARISON

In this appendix first we show how the misclassification gain difference between any

two arbitrary attributesAi andAj and binary class labelC = 0 andC = 1 can be posed as

the difference of sums of the entries of their cross tables. Then we derive the formula for

zero thresholding the gini information gain for two binary attributes.

B.1 Notation

We follow the same notations as in Section 4.4.1. LetS be a set of learning examples

— each a vector in{0, 1}d× {0, 1}— where the firstd entries of each example denote the

attributes,A1, . . . , Ad, and the additional one denotes the classC. Here we are interested

in comparing arbitrarily two attributesAi andAj . Let xi
k0 denote the number of examples

in the setS for whichAi = k andC = 0 ∀k ∈ [0 . . . (mi − 1)]. The following table (Table

B.1) shows all the possible values of the attributes and the class.

Similarly forAj the values are shown in Table B.2.

B.2 Thresholding Misclassification Gain

In this section we show that the misclassification gain between two attributesAi and

Aj can be written as the difference of sums of the entries in their cross tables. The following

theorem states it more formally.
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Attribute value (Ai) C=0 C=1 (C=0)+(C=1)

0 xi
00 xi

01 xi
0·

1 xi
10 xi

11 xi
1·

...
...

...
...

mi − 1 xi
(mi−1)0 xi

(mi−1)1 xi
(mi−1)·

Table B.1. Number of entries of attributeAi and the classC.

Attribute value (Aj) C=0 C=1 (C=0)+(C=1)

0 xj
00 xj

01 xj
0·

1 xj
10 xj

11 xj
1·

...
...

...
...

mj − 1 xj

(mj−1)0
xj

(mj−1)1
xj

(mj−1)·

Table B.2. Number of entries of attributeAj and the classC.

Theorem B.2.1. Given two attributesAi andAj , thresholding the misclassification gain

difference against zero is given by
∑mi−1

k=0 |xi
k0 − xi

k1| −
∑mj−1

ℓ=0

∣∣xj
ℓ0 − xj

ℓ1

∣∣ > 0.

Proof. As given in the table, letxi
k· denote the number of examples in whichAi = k both

for C = 0 andC = 1 i.e. xi
k· = xi

k0 + xi
k1. Similarly, letxj

ℓ· denotes the same forAj . Note

that,
∑mi−1

k=0 xi
k· =

∑mj−1
ℓ=0 xj

ℓ· = |S|. The attribute gain difference betweenAi andAj is

given as:
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=
mi−1∑

k=0

xi
k·

|S|

[
1

2
−
∣∣∣∣
xi
k0

xi
k·

− 1

2

∣∣∣∣
]
−

mj−1∑

ℓ=0

xj
ℓ·

|S|

[
1

2
−
∣∣∣∣∣
xj
ℓ0

xj
ℓ·

− 1

2

∣∣∣∣∣

]

=

mi−1∑

k=0

xi
k·

|S|

[
1

2
−
∣∣∣∣
2xi

k0 − xi
k·

2xi
k·

∣∣∣∣
]
−

mj−1∑

ℓ=0

xj
ℓ·

|S|

[
1

2
−
∣∣∣∣∣
2xj

ℓ0 − xj
ℓ·

2xj
ℓ·

∣∣∣∣∣

]

=




mi−1∑

k=0

xi
k·

2|S| −
mj−1∑

ℓ=0

xj
ℓ·

2|S|


+

mj−1∑

ℓ=0

xj
ℓ·

|S|

∣∣∣∣∣
2xj

ℓ0 − xj
ℓ·

2xj
ℓ·

∣∣∣∣∣−
mi−1∑

k=0

xi
k·

|S|

∣∣∣∣
2xi

k0 − xi
k·

2xi
k·

∣∣∣∣

=

[ |S|
2|S| −

|S|
2|S|

]
+

1

2|S|



mj−1∑

ℓ=0

∣∣2xj
ℓ0 − xj

ℓ·

∣∣−
mi−1∑

k=0

∣∣2xi
k0 − xi

k·

∣∣



=
1

2|S|



mj−1∑

ℓ=0

∣∣xj
ℓ0 − xj

ℓ1

∣∣−
mi−1∑

k=0

∣∣xi
k0 − xi

k1

∣∣



The last equality follows from the fact thatxj
ℓ· = xj

ℓ0 + xj
ℓ1 andxi

k· = xi
k0 + xi

k1.

Therefore, zero thresholding the attribute gain difference is the same as zero thresholding

the above quantity:

∑mi−1
k=0 |xi

k0 − xi
k1| −

∑mj−1
ℓ=0

∣∣xj
ℓ0 − xj

ℓ1

∣∣ > 0

B.3 Thresholding Gini Information Gain

In this section we show that thresholding the Gini information gain is more compli-

cated than thresholding the misclassification error.

Theorem B.3.1.LetAi andAj be two binary attributes. Thresholding the Gini information

gain difference ofAi and Aj against zero is the same as checking if
[
xj
01

]2
xj
1·x

i
0·x

i
1· +

[
xj
11

]2
xj
0·x

i
0·x

i
1· − [xi

01]
2
xi
1·x

j
0·x

j
1· − [xi

11]
2
xi
0·x

j
0·x

j
1· > 0.

Proof. The Gini information gain difference ofAi andAj is:
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= xi
0·

[
1−

(
xi
00

xi
0·

)2

−
(
xi
01

xi
0·

)2
]
+ xi

1·

[
1−

(
xi
10

xi
1·

)2

−
(
xi
11

xi
1·

)2
]

−xj
0·


1−

(
xj
00

xj
0·

)2

−
(
xj
01

xj
0·

)2

− xj

1·


1−

(
xj
10

xj
1·

)2

−
(
xj
11

xj
1·

)2



=

[
xi
0· −

(xi
00)

2

xi
0·

− (xi
01)

2

xi
0·

]
+

[
xi
1· −

(xi
10)

2

xi
1·

− (xi
11)

2

xi
1·

]

−
[
xj
0· −

(
xj
00

)2

xj
0·

−
(
xj
01

)2

xj
0·

]
−
[
xj
1· −

(
xj
10

)2

xj
1·

−
(
xj
11

)2

xj
1·

]

= xi
0· + xi

1· − xj
0· − xj

1·

+

(
xj
00

)2
+
(
xj
01

)2

xj
0·

+

(
xj
10

)2
+
(
xj
11

)2

xj
1·

− (xi
00)

2
+ (xi

01)
2

xi
0·

− (xi
10)

2
+ (xi

11)
2

xi
1·

= |S| − |S|+
[
xj
00 + xj

01

]2 − 2xj
00x

j
01

xj
0·

+

[
xj
10 + xj

11

]2 − 2xj
10x

j
11

xj
1·

− [x
i
00 + xi

01]
2 − 2xi

00x
i
01

xi
0·

− [xi
10 + xi

11]
2 − 2xi

10x
i
11

xi
1·

=

[
xj
0·

]2 − 2xj
00x

j
01

xj
0·

+

[
xj
1·

]2 − 2xj
10x

j
11

xj
1·

− [xi
0·]

2 − 2xi
00x

i
01

xi
0·

− [xi
1·]

2 − 2xi
10x

i
11

xi
1·

=

[
xj
0·

]2 − 2
[
xj
0· − xj

01

]
xj
01

xj
0·

+

[
xj
1·

]2 − 2
[
xj
1· − xj

11

]
xj
11

xj
1·

− [x
i
0·]

2 − 2 [xi
0· − xi

01] x
i
01

xi
0·

− [xi
1·]

2 − 2 [xi
1· − xi

11] x
i
11

xi
1·

= xj
0· − 2xj

01 +
2
[
xj
01

]2

xj
0·

+ xj
1· − 2xj

11 +
2
[
xj
11

]2

xj
1·

−xi
0· + 2xi

01 −
2 [xi

01]
2

xi
0·

− xi
1· + 2xi

11 −
2 [xi

11]
2

xi
1·

=
[
xj
0· + xj

1· − xi
0· − xi

1·

]
+ 2

[
xi
01 + xi

11 − xj
01 − xj

11

]

+ 2

[[
xj
01

]2

xj
0·

+

[
xj
11

]2

xj
1·

− [xi
01]

2

xi
0·

− [xi
11]

2

xi
1·

]

= [|S| − |S|] + 2 [(#class = 1)− (#class = 1)] + 2

[[
xj
01

]2

xj
0·

+

[
xj
11

]2

xj
1·

− [xi
01]

2

xi
0·

− [xi
11]

2

xi
1·

]

= 2

[[
xj
01

]2

xj
0·

+

[
xj
11

]2

xj
1·

− [xi
01]

2

xi
0·

− [xi
11]

2

xi
1·

]
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Therefore, thresholding the gini information gain difference about zero is the same as

determining if the following expression is greater than zero

[
xj
01

]2

xj
0·

+

[
xj
11

]2

xj
1·

− [xi
01]

2

xi
0·

− [xi
11]

2

xi
1·

> 0

which is equalvalent to determining if the following polynomial is greater than zero

[
xj
01

]2
xj
1·x

i
0·x

i
1· +

[
xj
11

]2
xj
0·x

i
0·x

i
1· −

[
xi
01

]2
xi
1·x

j
0·x

j
1· −

[
xi
11

]2
xi
0·x

j
0·x

j
1· > 0
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