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Abstract. Analysis of privacy-sensitive data in a multi-party environmentof-
ten assumesthat the partiesarewell-behaved andthey abideby the protocols.
Partiescomputewhatever is needed,communicatecorrectlyfollowing therules,
and do not collude with other partiesfor exposing third party sensitive data.
This paperarguesthat most of theseassumptionsfall apart in real-life appli-
cationsof privacy-preservingdistributeddatamining (PPDM).Thepaperoffers
a morerealisticformulationof thePPDMproblemasa multi-partygamewhere
eachpartytriesto maximizeits own objectives.It offersa game-theoreticframe-
work for developingandanalyzingnew robustPPDMalgorithms.It alsopresents
equilibrium-analysisof suchPPDM-gamesandoutlinesa game-theoreticsolu-
tion basedon theconceptof “cheap-talk”borrowedfrom theeconomicsandthe
gametheoryliterature.

1 Intr oduction

Advancedanalysisof multi-partyprivacy-sensitivedataplaysanimportantrolein many
cross-domainapplicationsthatrequirelarge-scaleinformationintegration.Privacy pre-
servingdataminingalgorithmsattemptto analyzemulti-partydatafor detectingunder-
lying patternswithoutnecessarilydivulgingtheraw privacy-sensitivedatato any of the
parties.However, many of theseprivacy-preservingdistributeddatamining(PPDM)al-
gorithmsmake strongassumptionsaboutthebehavior of theparticipatingentities.For
example,they assumethat the partiesaresemi-honest;that is they follow the proto-
col without deviation.For example,theUS Departmentof HomelandSecurityfunded
PURSUITproject1 involvesprivacy preservingdistributeddataintegrationandanalysis
of network traf�c datafrom differentorganizations.However, network traf�c is usually
privacy sensitive andno organizationwould be willing to sharetheir network traf�c
with a third party. PPDM offers onepossiblesolutionwhich would allow comparing
andmatchingmulti-partynetwork traf�c for detectingcommonattacks,stealthattacks
andcomputingvariousstatisticsfor a groupof organizationswithout necessarilyshar-
ing the raw data.However, participatingorganizationin a consortiumlike PURSUIT
maynot all be ideal.Somemaydecideto behave like a “leach” exploiting thebene�t
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of thesystemwithout contributing much.Somemay intentionallytry to sabotagethe
multi-partycomputation.Somemay try to colludewith otherpartiesfor exposingthe
privatedataof a party.

This papersuggestsan alternateperspective for relaxingsomeof theassumptions
of PPDMalgorithms.It arguesthat large-scalemulti-partyPPDMcanbe thoughtof a
gamewhereeachparticipanttriesto maximizetheirbene�t or utility scoreby optimally
choosingthe strategiesduring the entirePPDM process.The paperdevelopsa game-
theoreticframework for analyzingthebehavior of suchmulti-partyPPDMalgorithms
andoffers a detailedanalysisof the well known securemulti-party sumcomputation
algorithmasan example[2]. The paperalsooffers an equilibrium analysisof the al-
gorithm.Thepaperproposesa new versionof securesumalgorithmthatworksbased
on “cheaptalk” [3], a well known conceptfrom gametheoryandeconomics.It also
describesexperimentson largescaledistributedsystemsandillustratesthevalidity of
theformulations.

Theremainderof this paperis organizedasfollows.Section2 discussestherelated
work.Section3 describesmulti-partyPPDMfromagametheoreticperspective.Section
4 illustratesthe framework usingmulti-partysecuresumcomputationasan example.
Section5 givesthe optimal solutionusinga distributedpenaltyfunction mechanism.
Section6 presentstheexperimentalresults.Finally, Section7 concludesthispaper.

2 RelatedWork

Recentinterestin thecollectionandmonitoringof datausingdatamining technology
for thepurposeof securityandbusiness-relatedapplicationshasraisedseriousconcerns
aboutprivacy issues.Thereexists a growing body of literatureon privacy preserving
datamining.Next wepresentabrief overview of thevarioustechniquesthathavebeen
developedin this area.

Existing techniquesfor privacy preservingdatamining includedatahiding using
microaggregation,perturbation,or anonymization,rulehiding,securemulti-partycom-
putation(SMC) anddistributeddatamining. A largebodyof cryptographicprotocols
includingcircuitevaluationprotocol,oblivioustransfer, homomorphicencryption,com-
mutative encryptionserve asthe building blocksof SMC. A collectionof SMC tools
useful for privacy preservingdatamining (e.g.,securesum,setunion, inner product)
arediscussedin [2]. Thedistributeddatamining (DDM) approachsupportscomputa-
tion of datamining modelsandextractionof ”patterns”at a givennodeby exchanging
only theminimalnecessaryinformationamongtheparticipatingnodes.

Gametheoryhasbeenusedextensively in economicsand�nance andsecurityor
defenserelatedapplicationsto comeup with policiesandgoverningrules.However,
applicationsof gametheoryin privacy analysisof dataminingalgorithmsin distributed
scenariosis anareathat is still in its nascentstage.HalpernandTeague[4] considered
theproblemof secretsharingandmultipartycomputationamongrationalagents.Abra-
hametal. [1] introducedthe � -resilientNashequilibrium(de�ned in Section3) andof-
fereda synchronous� -resilientalgorithmfor solvingShamir's secretsharing[8] prob-
lem.A proposalof usinggame-theoreticway for measuringtheprivacy of PPDMwas
proposedelsewhere[10]. More recently, KunreutherandHeal[7] andKearnsandOrtiz
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[6] proposedapracticalsecurityproblemcalledtheInterdependentSecurity(IDS). The
modelof IDS is closely relatedto privacy preservingdatamining. KearnsandOrtiz
[6] dealswith thecomputabilityof Nashequilibriaof IDS gamesandpresentsseveral
algorithmsfor thesame.

3 Multi-P arty Privacy-Preserving Data Mining As Games

Let ���

�������	��
���
�
�
����

� be a collectionof � differentnodeswhereeachnoderepre-
sentsapartywith someprivacy-sensitivedata.Thegoalis to computecertainfunctions
of this multi-partydatausingsomePPDMalgorithm.Most existing PPDMalgorithms
assumethateverypartycooperatesandbehavesaccordingto theprotocol.For example,
considera well-understoodalgorithmfor computingsumbasedon the securemulti-
party computationframework (detailsto be describedin Section4). Upon receiptof
a message,a nodeperformssomelocal computation,changesits states,andsendsout
somemessagesto other nodes.Most privacy-preservingdatamining algorithmsfor
multi-partydistributedenvironmentswork in asimilar fashion.Duringtheexecutionof
sucha PPDMalgorithm,eachnodehascertainresponsibilitiesin termsof performing
their partof thecomputation,communicatingcorrectvaluesto othernodesandprotect
the privacy of the data.Dependingon thecharacteristicsof thesenodesandtheir ob-
jectives,they eitherperformtheir dutiesor do not. Sometimesthey evencolludewith
othernodesto modify theprotocolandrevealothers'data.

3.1 Strategiesfor Multi-P arty Games

Considera PPDM algorithmthat requiresthe � -th nodeto performa sequenceof ���

computingtasks, �����

���

�����


���
�
�


�����  "! . Also the algorithm requiresa nodeto both
sendand receive messages.Let us assumethat the � -th nodesendsout #�� messages
( $%���

�

, $%���




,

�
�


$&��� '(! ) to othernodesandreceivesa total of )�� messages( *+���

�

, *,���




,

�
�


*-��� ./! ). The differentcomputationalstrategies the �1032 nodemight nodeadoptinclude
performingtherequiredcomputationor not.Similarly, anodecandecideeitherto send
or receive messagesto andfrom othernodesor not. Let 45��� 6 be the correspondingin-
dicatorvariablewhich takesa valueof 1 if at the 0(032 stepthe �1032 nodechoosesthe
strategy de�ned by theprotocolor takes0 otherwise.Thedecisionto choosea particu-
lar strategy is eitherdeterministicor probabilistic.Let 4

798;:

�

betheoverall sequenceof
indicatorvariables4����

���

4����


���
�
�


4����  <! for computationsfor the �=032 node.Similarly 4

7?>%:

�

and 4

79@�:

�

areindicatorvariablesfor receiving andsendingof messages.Let A
 ;B

�
��� 63C

betheutility of performingtheoperation�
��� 6 (similarly wecande�ne utility for com-

munication).
Collusionis nothingbut a privacy attacklaunchedon a third party's privatedata,

only involving othernodesin the process.At any given stepnode � may cometo an
agreementwith any subset(denotedby D ) of � nodes(denotedby � ) anddecideto
colludewith themfor exposingtheprivacy-sensitivedataof anothernode.Let 4

7?EF:

��� G

be
thecorrespondingindicatorvariablewhichtakesavalueof 1 if party � decidesto collude
with party H or 0 otherwise.We shall usethesymbol 4

7?EI:

to denotetheentirematrix
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wherethe B �

�

H C -th entryis 4

7?EI:

��� G

. Let � ��� G bethebene�t thatnode� maygetby colluding
with node H . For the sake of simplicity let us assumethat collusionsarepermanent.
Oncea pair decidesto collude,they stayfaithful to eachother. If everymemberof the
set D agreesto colludewith everyothermemberin D thenthetotalbene�t thata node

��� D receivesis �

G��

E��

G	�




�

� ��� G .

3.2 Overall Game

The strategieschosenby a party at any stepchangethe local stateof the party. The
entireplay of thegameby player � canthereforebeviewedasa processof traversing
throughagametreewhereeachtree-noderepresentsthelocalstatedescribedby player

� 's initial stateandmessagescommunicatedwith othernodes.Eachrun ) representsa
paththroughthetreeendingat a leaf node.Theleaf nodefor path(run) ) is associated
with autility functionvalue�%�

B
)

C
. A strategy � � for player� prescribestheactionfor this

playerat everynodealonga pathin thegametree.In thecurrentscenario,thestrategy
prescribestheactionsfor computing,communication,andcollusionwith otherparties.
A strategy �

� for player � essentiallygeneratesthetuple B
4
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�

C .
Let � �

B
�

�
�

�
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�
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�

�

C bethejoint strategy for � players.Let �
�3B

�
C betheutility

(alsoknown aspay-off) whenthe joint strategy � is played.A joint strategy is a Nash
equilibriumif noplayercangainany advantageby usingadifferentstrategy, giventhat
all otherplayersdo not changetheir strategies.However, Abrahamet al. [1] remove
the fragility of Nashequilibrium by allowing coalitionswhosebehavior deviate from
theprotocol.They de�ne k-resilientequilibrium asa joint strategy � suchthat for all
coalitionsC in thesetof playersD with 
 ��
��-� � , ��� is thegroupbestresponsefor
C to ����� , where ��� is thesetof strategiesadoptedby themembersof thecollusion,

����� is thesetof strategiesadoptedby theplayerswho do not belongto thecollusion
and �

�
� � and �

���
� � . Bestresponsefor a collusion �

� to a strategy �
��� implies

thattheutility of the �
� is at leastashighastheutility of �

��� .
In orderto formulatea PPDMprocessin a gametheoreticframework, we needto

de�ne thesearchspaceof thestrategiesfor theplayersandconstructtheutility functions
for de�ning thepay-off thattheplayersreceiveby playingagivenstrategy. Next section
considersanexampleandconstructsPPDM-gamesbasedon that.

3.3 Utility Function Representingthe Game

Utility functionsassigna scoreto a strategy or a setof strategies.Notethat thesearch
processin thestrategy-spacecaneitherbedeterministicor stochastic.In thedeterminis-
tic caseplayersdesigntheir respectivestrategiesandtakedeterministicactionsin order
to maximizetheirutility scores.For gamesin PPDMtheutility functionwill bea linear
or nonlinearfunction( � ) of utilities obtainedby thechoiceof strategiesin therespective
dimensionsof computation,communication,collusionandprivacy attack.Mathemat-
ically we can write �

�	B
�

C
���

B
4
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4
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4
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4
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C A utility function which is a
weightedlinearcombinationof all of theabovedimensionscanthereforebeexpressed
in termsof theindividualutilities asfollows:

�

!

7 ��:


������

!	 "!	#

�

798

!

�
!

:%$

��&'�

!	 "!	#

&

7?>

!

�
!

:%$

��('�

!) "!)#

(

7 @

!

�
!

:%$

��*+�

!	 -,/.�021	!

�
,



5

where �  -� �

�

� .	� �

�

� ' � � and � 1 � � representtheweightsfor thecorrespondingutility fac-
tors.The overall utility function may alsoturn out to be constrained.For example,a
participantmayrequireboundsonthecomputationandcommunicationcostoveraseg-
mentof theentireprocess.A constraintlikethismaybecapturedin thefollowing form:

�

���

!  �� !���� #

�

798

!

� !

:%$

�

&'�

!  �� !���� #

&

7?>

!

� !

: $

�

(/�

!  �� !��	� #

(

7 @

!

� !

:�

�

!

In the next sectionwe would illustrate our formalizationsusingoneof the most
popularPPDM algorithms,the securesumcomputation.We �rst derive closedform
expressionsfor eachof thedimensionsof PPDMwith respectto securesumandthen
do a Nashequilibrium analysisof the algorithm.We thenproposea modi�ed secure
sumalgorithmthatgetsrid of thesemihonestrequirementof thenodesandillustrate
thechangein equilibriumfor thenew algorithm.

4 Illustration: Multi-P arty Secure Sum Computation

Supposethereare � individual sites,eachwith a value ��G

�

H ���

��� ������� �

� . It is known
thatthesum � � �

�

G




�

�5G (to becomputed)takesanintegervaluein therange�

�

�

�������

,
���

� . We want to computethis sumfollowing the securecomputationprotocolde-
scribedin [2].

4.1 Computation, Communication and Collusion Utilities

Thesecuresumcomputationalgorithmexpectseachpartyto performsomelocal com-
putation,receivedatafrom its predecessorin thering topologyandsendits own results
to thenext node.Thesitemayor maynot chooseto performeitherthecomputationor
computationor both.Thischoicewill de�ne thestrategy of thatsite.

Let us assumethat thereare �
B

���

�

C
sitesactingtogethersecretlyto achieve a

fraudulentpurpose.Let ��� be an honestsite who is worried abouthis/herprivacy. We
alsouse��� to denotethevaluein thatsite.Let ��� �

�

betheimmediatepredecessorof ���

and �
�

$

�

betheimmediatesuccessorof �
� . Thepossiblecollusionsthatcanariseare:

– If � � �

�

� , thentheexactvalueof ��� will bedisclosed.
– If ���

�

andthecolludingsitesincludeboth ��� �

�

and ���

$

�

, thentheexactvalueof
��� will bedisclosed.

– If �

�

��� ���

�

andthecolludingsitescontainneither�
� �

�

nor �
�

$

�

, or only one
of them,then �

� is disguisedby �

�

�

�

� othersites' values.As before,we shall
usethesymbol � to representthesetof colludingsites.

The�rst two casesneednoexplanation.Now let usinvestigatethethird case.With-
out lossof generality, wecanarrangethesitesin theanordersuchthat �

�

�


 �����

�

�

�"! �

�

arethehonestsites, ��� is thesitewhoseprivacy is at stake and ���

$

�#�����

���

$

! form the
colludinggroup.We have
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where � is the total sum of the � values.Now, the colluding sitescan computethe
posteriorprobabilitymassfunction(PMF) of ��� asfollows:

�����
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where � � �

���

.
�

is a randomvariableandit is de�ned as
�

� �

�

� ! �

�

G
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� G . �

is a constantandit is de�ned as � � �

�

�

�

$

!

G




�

$

�

� G . � is known to all thecolluding
sites.Because

�

is adiscreterandomvariable,it is easyto provethat

���

7�	�:




���

7���:

� (2)

where � � �

���

. To compute��� B � C
, we canmake the following assumptionabout

theadversarialparties'prior knowledge.

Assumption1 Each �
G B

H � �

������� �

�

�

�
C is a discrete randomvariable indepen-

dentanduniformlytakingnon-negativeinteger valuesover theinterval
�

�

�

�

������� �

� � .
Therefore,

�

is thesumof
B

�

�

�

�

�
C

independentanduniformlydistributeddiscrete
randomvariables.

Note that using uniform distribution as the prior belief is a reasonableassumption
becauseit modelsthe basicknowledgeof the adversaries.This assumptionwasalso
adoptedby [9] wherea Bayesintrudermodelwasproposedto assessthe securityof
additivenoiseandmultiplicativebias.Now let uscompute���

B
�

C
.

Theorem2. Let � bea discreterandomvariableuniformly takingnon-negativeinte-
ger valuesover the interval

�

�

�

�

������� �

� � . Let � be thesumof # independent� . The
probabilitymassfunction(PMF) of � is givenby thefollowing equations:
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Proof. Due to spaceconstraints,we have not includedtheproof of this theoremhere.
Interestedreaderscan�nd adetailedproofof this theoremin [5].

Accordingto Theorem2, theprobabilitymassfunction(PMF)of
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CombiningEq.1, 2 and3, we gettheposteriorprobabilityof ��� :
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where � � �

�

��� and � �
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posteriorcanbeusedto quantifytheutility of collusion:
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We seeherethattheutility of collusiondependson therandomvariable � andthesize
of thecolludinggroup � . Restof this paperwill usethis quantitativemeasureof utility
of collusionfor de�ning theobjective function.

4.2 Overall ObjectiveFunction

Now we can put togetherthe overall objective function for the gameof multi-party
securesumcomputation.
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where A� ��
B

4

7 8 :

�

C
� �

6

A  
B

����� 6
C

denotesthe overall utility of performinga setof
computations����� 6 , indicatedby 4

8

�

(similarde�nitions applyfor communicationslike
receiveandsend)and �  -� � denotestheweightassociatedwith computation.

For illustratingtheequilibriumstateof this utility function,let usconsiderthesim-
pleunconstrainedversionof it. In orderto betterunderstandthenatureof thelandscape
let usconsidera specialinstanceof theobjective functionwherethenodeperformsall
thecommunicationandcomputationrelatedactivities asrequiredby theprotocol.This
resultsin anobjective function

�

!

7 ��:
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%��
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7
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,

:

wheretheutilities dueto communicationandcomputationareconstantandhencecan
beneglectedfor determiningthenatureof thefunction.Figure1(a)showsa plot of the
overall utility of multi-partysecuresumasa functionof thedistribution of therandom
variable� andthesizeof thecolludinggroup � . It showsthattheutility is maximumfor
avalueof � thatis greaterthan1. Sincethestrategiesoptedby thenodesaredominant(
illustratedin the next sectionwith an example),the optimal solution correspondsto
the Nashequilibrium. This implies that in a realistic scenariofor multi-party secure
sumcomputation,partieswill have a tendency to collude.Thereforethenon-collusion
( � � � ) assumptionof theclassicalSMC-algorithmfor securesumis sub-optimal.

5 What is the Solution?

Our goal is to designa techniquefor multi-party securesum computationthat does
not rely on unrealisticassumptionsaboutthe characteristicsof nodesin the network.
Therefore,we want an algorithmthat createsa gamewherenot colluding is an opti-
mal strategy for everyone.Onepossibleapproachis to penalizethepartiessuf�ciently
enoughso that the pay-off from collusionis counter-balancedby the penalty, if they
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Fig.1. Plotsof the overall objective functionsfor classicalSMC (Figure1(a)) andSMC with penalty(Figure1(b)). The
optimalstrategy takesa valueof !��

�

in the®rst caseand !




�

in thesecondcase.

arecaught.This approachmay not work if the partiesperceive that the possibility of
gettingcaughtis minimal. However, collusionrequiresconsentfrom multiple parties.
So a party with intention of collusion might get caughtwhile sendingout collusion
invitationsrandomlyin thenetwork if thoseinvitationsreachsomehonestparties.

5.1 Penalty for Collusion

Thepossibleoptionsthatwe have for penalizingcheaters(colludingnodes)in a multi-
partysecuresumgamecanbeenumeratedasfollows:

1. Policy I: Removethepartyfrom themulti-partyprivacy-preservingdataminingap-
plicationenvironmentbecauseof protocolviolation.Althoughit maywork in some
cases,thepenaltymaybetoo harshsinceusuallythegoalof a PPDMapplication
is to have everyoneparticipatein theprocessandfaithfully contribute to thedata
miningprocess.

2. Policy II: An alternatepossibility is to penalizeby increasingthecostof compu-
tation andcommunication.For example,if a party suspectsa colluding groupof
size �

�

(anestimateof � ) thenit maysplit theevery numberusedin a securesum
among�

�

differentpartsanddemand� roundsof securesumcomputationonefor
eachof these�

�

parts.This increasesthecomputationandcommunicationcostby
�

�

-fold. This linearincreasein costwith respectto �

�

, thesuspectedsizeof collud-
ing group,maybeusedto counteractany possiblebene�t thatonemayreceive by
joining a teamof colluders.The modi�ed objective function is given below. The
last term in the equationaccountsfor the penaltydueto excesscomputationand
communicationasa resultof collusion.
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Figure1(b) shows a plot of themodi�ed objective functionfor securesumwith policy
II. It shows that the globally optimal strategiesareall for � � � . The strategiesthat
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adoptcollusionalwaysoffer a sub-optimalsolutionswhich would leadto moving the
globaloptimumto thecasewhere � � � .

5.2 NashEquilibrium Illustration for 3-nodeNetwork

Considera gamewith a mediatorwhereeachparty �rst contactsthemediatorandde-
claresits intentionto beagoodnode(follow protocol)or badparty(willing to collude).
Table 1 shows the pay-offs for differentpenaltypolicies.When thereis no penalty,
all thescenarioswith two badpartiesandonegoodpartyoffer thehighestpay-off for
the colluding badparties.Therefore,colluding with othernodesalwaysbecomesthe
highestpayingstrategy for any nodein thenetwork (this is calledthedominantstrategy
[4]). Also weobservethatthepayoff for badnodesalwaysdecreasesif it becomesgood,
assumingthestatusof all othernodesremainunchanged.So theNashequilibrium in
theclassicalsecuresumcomputationis thescenariowheretheparticipatingnodesare
likely to collude.Notethat,thethree-partycollusionis not very relevantin securesum
computationsincethereareall togetherthreepartiesandthereis alwaysa goodnode
(theinitiator) whowantsto only know thesum.

A B C Pay-Off Pay-Off Pay-Off
(No Penalty)(Policy I) (Policy II)

G G G (3, 3, 3) (3, 3, 3) (3, 3, 3)
G G B (3, 3, 3) (2, 2, 0) (2, 2, 2)
G B G (3, 3, 3) (2, 0, 2) (2, 2, 2)
G B B (3, 4, 4) (0, 0, 0) (2, 2, 2)
B G G (3, 3, 3) (0, 2, 2) (2, 2, 2)
B G B (4, 3, 4) (0, 0, 0) (2, 2, 2)
B B G (4, 4, 3) (0, 0, 0) (2, 2, 2)
B B B (0, 0, 0) (0, 0, 0) (0, 0, 0)

Table1. Pay-Off tablefor three-partysecuresumcomputation.

However, in both the caseswith penalty, the Nashequilibrium correspondsto the
strategy wherenoneof thepartiescollude.In fact theNashequilibriumin securesum
with policy II for penalizationis stronglyresilient,thatis, it correspondsto a

�

-resilient
equilibrium for a 3-party game.In this case,if any nodedeviatesfrom being good,
thecommunicationandcomputationcostincrease�

�

(
�

B
�

C
) fold dueto thedatabeing

brokeninto shares.Thepenaltyincurreddueto thisextraresourceusageis notcompen-
satedby thebene�t gainedoutof thecollusion.Thereforethepayoff is thehighestwhen
they don't collude.This is, in fact a stronglydominatedstrategy for this game.Since
eachplayerhasa strictly dominatedstrategy, thereis auniqueNashequilibriumwhich
is the casein which noneof the nodescollude.According to the de�nition of Nash
equilibrium, in this caseno playercangainanything moreby deviating from goodto
badwhenall othersremaingood.It alsofollows from thediscussionthat Policy II is
stronglyresilientsinceit cantoleratecollusionsof sizeup to � -1 (thepayoff is highest
whennonecolludes,evenwhencomparedto thecasewhere�

�

� (n=3)collude).
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Algorithm 1 SecureSumwith Penalty(SSP)
Input of node 


! : Neighbor 
 , ,
-

! , ! � estimatedfrom prior cheaptalk
Output of node 


! : Correctsecuresum
Data structure for 


! : NODETYPE(0 standsfor good, 1 standsfor bad, and2 standsfor initiator), colludinggroup
(colludeList),randomsharesof

-

! (randSharesList)
Initialization:
IF NODETYPE==0

Initialize colludeList
Exchangesumof elementsin colludeList

ELSE IF NODETYPE==1
Split thelocal data

-

! into at least( !�� ) randomshares
Initialize randSharesList

ELSE IF NODETYPE==2
Sendits data

-

! afteraddinga randomnumberandperformingamodulo
operation

ENDIF
ENDIF

ENDIF
On receiving a message:
IF NODETYPE==2

IF randSharesList==NULL(for everynode)
EndSimulation
Sendsumto all nodes

ELSE
Startanotherroundof securesum

ENDIF
ELSE IF randSharesList!=NULL

Selectnext datasharefrom randSharesList
Forwardreceiveddataandnew shareto next neighbor

ENDIF
ENDIF

5.3 Implementing the Protocolwith Penalty

We observed in the last sectionthatan appropriateamountof penaltyfor violation of
thepolicy mayreshapetheobjective functionin sucha way thattheoptimalstrategies
correspondto theprescribedpolicy. If weusecentralizedcontrol, thenthereis acentral
authoritywho is alwaysin chargeof implementingthepenaltypolicy. If a goodnode
receivesa proposalfrom a badnodethenit reportsto the centralauthoritywhich in
turnpenalizestheperpetrator. However, it requiresglobalsynchronizationwhichmight
createa bottleneckandlimit thescalabilityof adistributedsystem.

For a total asynchronousdistributedcontrol we borrow theconceptof A�2������ 0���� �

from gametheoryandeconomics[3] in orderto developa distributedmechanismfor
penalizingpolicy violations.Cheaptalk is a pre-playcommunicationwhich carriesno
cost.Beforethegamestarts,eachplayerengagesin adiscoursewith eachotherin order
to in�uence theoutcomeof thegameandform anopinionabouttheotherplayersin the
game.Wewould liketo usecheaptalk to communicatethethreatof penalty. Cheaptalk
workswhenthepartiesdependoneachother, theirpreferencesarenotoppositeto each
other, andthe threatis real.Algorithm 1 (SecureSumwith Penalty(SSP))describes
a variantof thesecuresumcomputationtechniquethatoffersa distributedmechanism
for penalizingprotocolviolations(usingPolicy II) usinga cheaptalk-likemechanism.

Considera network of � nodeswherea nodecaneitherbe good(honest)or bad
(colluding). Before the securesumprotocol starts,the goodnodesset their estimate
of bad nodesin the network ( �

�

) to 0 andbad nodessendinvitations for collusions
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randomlyto nodesin thenetwork. Every time a goodnodereceivessuchaninvitation,
it incrementsits estimateof �

�

. Bad nodesrespondto suchcollusion invitationsand
form collusions.If abadnodedoesnot receiveany response,it behavesasagoodnode.
To penalizenodesthatcollude,goodnodessplit their local datainto �

�

randomshares.
This initial phaseof communicationis cheaptalk in our algorithm.The securesum
phaseconsistsof �

�

(O(Max(k')) roundsof communicationfor every completesum
computation.In every roundeachhonestnodeaddsoneof it �

�

sharesto thesumand
forwardsthe result.The following Lemma(Lemma1) shows that the SSPalgorithm
convergesto thecorrectresult.

Lemma 1. Correctnessand Convergence:SSPalgorithmconvergesto thecorrectre-
sult in

�

B � � C time. Here � is the total numberof nodesin the network,and � is the
maximumsizeof thecolludinggroups.

Proof. (SKETCH) Thebasicideabehindthis proof is thatsumcomputationis decom-
posable,andtheorderof additionof individualsharesdoesnot changethetotal. In the
SSPalgorithm,eachparty � � splits its numberinto ���

B
��� � �

C
sharesanddemands���

roundsof securesumcomputation.In eachround,wheneverapartyreceivesamessage,
it addsoneof its �

� shares.If all its shareshavebeenaddedin, thispartysimply inputsa
zero.Let � �������

�

�

�
�

� , after � roundsof computation,all thepartieshaveaddedtheir
numbersandthe total sumis obtained.In the traditionalsecuresumcomputation,the
messageis passedto eachnodeon thenetwork sequentially. Theconvergencetime is
boundedby

�

B
�

C
. In theSSPalgorithm,thetotal roundsof computationis � , therefore

theoverall time requiredis boundedby
�

B
� �

C
. ��

6 Experimental Results

We setup a simulationenvironmentcomprisedof a network of � nodeswherenodes
arerandomlygoodor bad.Wehaveexperimentedwith ring topologiesof 500and1000
nodesusingthe usethe DistributedDataMining Toolkit (DDMT) 2. To demonstrate
how the SSPalgorithmforcesthe badnodesin the network to adopta no collusion
strategy, eachnodein the network performsa seriesof securesumson eachof the �

valuesin its datavectorof size � (=13 for our experiments).Eachsecuresumcomputa-
tion consistsof several roundsof communicationsinceevery integer is brokeninto �

�

randomshares.After every roundof securesumcomputation(that is aftereachof the
� sumcomputations),wemeasurethreequantities:messagessent,unitsof computation
performedandthebene�t achievedby colluding(Section4.1).Theutility functionused
for theexperimentsis theonedescribedin Section4.2.Thepenaltyin this caseis the
excessamountof communicationandcomputationneeded.

6.1 Results

We performtwo experimentsto verify our claim that the SSPalgorithm leadsto an
equilibrium statewherethereis no collusion.In the �rst experimentwe demonstrate

2 DDMT - http://www.umbc.edu/ddm/wiki/software/DDMT/



12

for different sizesof the network that the utility is maximumwhen the collusion is
minimum.We have experimentedfor 500-nodeand1000-nodenetworks for different
percentagesof badnodes.We seein Figure2(a)thatwhenthepercentageof badnodes
is very high(morethan99%),thentheutility is minimumfor all thenodes.Theutility
increasesasthis percentagedecreases.The maximumutility for eachnetwork sizeis
shown asthehorizontallinesin thegraph,whichcorrespondto theclassicalsecuresum
computationalgorithm.We observe that the maximumutility for the SSPalgorithm
correspondsto thecasewhenthereis nocollusion.
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Fig. 2. ExperimentalResults

In Figure2(b) we have shown theresultsof our secondexperimentwhich veri�es
how thenumberof badnodesdecreasewith successive roundsof securesumcomputa-
tion.At theendof eachroundof securesum,thebadnodesthatarepartof any colluding
groupcomputetheir utility values.Eachbadnodehasarandomutility thresholdthatis
assignedduringsetup.If thecomputedutility falls below a node's threshold,thenode
decidesto changeits strategy and becomesa good nodefor the subsequentrounds.
Oncea nodebecomesgood,it doesnot changeits strategy again.We performthesec-
ondexperimentfor a500-nodenetwork with 50%andmorethan99%badnodesasthe
two cases.We seethat in subsequentroundsof securesumthe numberof badnodes
decreasetill they reachzero.Thetimetakento haveanocollusionscenariodependson
theinitial numberof badnodesin thenetwork.

7 Conclusions

This paperpointedout thatmany of theexisting privacy-preservingdatamining algo-
rithmsoftenassumethatthepartiesarewell-behavedandthey abideby theprotocolsas
expected.Thecontributionsof thispapercanbesummarizedasfollows:(i)development
of a game-theoreticfoundationof multi-partyprivacy-preservingdistributeddatamin-
ing that attemptsto relax many of the strongassumptionsmadeby existing PPDM
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algorithms;(ii)analysisand illustration of shifting equilibrium conditionsin suchal-
gorithms;(iii) gametheoreticanalysisof the multi-party securesumcomputational-
gorithm in terms of dataprivacy and resourceusageand (iv) a “cheap-talk”-based
distributedvariantof securesum computationwhich offers a protocol that offers an
equilibriumsolutionfor nocollusion.

The paperopensup many new possibilitiesin PPDM. In future we plan to study
otherpopularPPDMalgorithmsfor computinginnerproduct,clustering,andassocia-
tion rule learningusingthegametheoreticframework developedhere.
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