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Abstract. Analysis of privagy-sensitve datain a multi-party environment of-

ten assumedshat the partiesare well-behaed andthey abideby the protocols.
Partiescomputewhatever is neededcommunicateorrectlyfollowing therules,
and do not collude with other partiesfor exposing third party sensitve data.
This paperarguesthat most of theseassumptiondall apartin real-life appli-

cationsof privagy-preservingdistributeddatamining (PPDM). The paperoffers

amorerealisticformulationof the PPDM problemasa multi-party gamewhere
eachpartytriesto maximizeits own objectives.It offersa game-theoretiecame-

work for developingandanalyzingnew robustPPDMalgorithms It alsopresents
equilibrium-analysisof suchPPDM-gamesand outlinesa game-theoretisolu-

tion basedon the conceptof “cheap-talk”borroved from the economicandthe

gametheoryliterature.

1 Intr oduction

Advancedanalysisof multi-party privagy-sensitve dataplaysanimportantrolein mary
cross-domairapplicationghatrequirelarge-scalénformationintegration.Privacy pre-
servingdatamining algorithmsattemptto analyzemulti-party datafor detectingunder
lying patternawvithout necessarilgivulging theraw privacy-sensitve datato ary of the
parties However, mary of theseprivagy-preservinglistributeddatamining (PPDM)al-
gorithmsmale strongassumptiongaboutthe behaior of the participatingentities.For
example,they assumehat the partiesare semi-honestthat is they follow the proto-
col without deviation. For example,the US Departmenbf HomelandSecurityfunded
PURSUITproject involvesprivacgy preservinglistributeddataintegrationandanalysis
of network traf ¢ datafrom differentorganizationsHowever, network traf ¢ is usually
privagy sensitve and no organizationwould be willing to sharetheir network traf ¢
with a third party. PPDM offers one possiblesolutionwhich would allow comparing
andmatchingmulti-party network traf ¢ for detectingcommonattacks stealthattacks
andcomputingvariousstatisticsfor a groupof organizationavithout necessarilyshar
ing the raw data.However, participatingorganizationin a consortiumlike PURSUIT
may not all be ideal. Somemay decideto behae like a “leach” exploiting the bene t
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of the systemwithout contributing much. Somemay intentionallytry to sabotagehe
multi-party computation Somemay try to colludewith otherpartiesfor exposingthe
privatedataof a party.

This papersuggestsan alternateperspectie for relaxingsomeof the assumptions
of PPDM algorithms.It arguesthatlarge-scalemulti-party PPDM canbe thoughtof a
gamewhereeachparticipantriesto maximizetheirbene t or utility scoreby optimally
choosingthe stratgies during the entire PPDM processThe paperdevelopsa game-
theoreticframework for analyzingthe behaior of suchmulti-party PPDM algorithms
and offers a detailedanalysisof the well knawn securemulti-party sumcomputation
algorithmasan example[2]. The paperalsooffers an equilibrium analysisof the al-
gorithm. The paperproposes new versionof securesumalgorithmthatworks based
on “cheaptalk” [3], a well known conceptfrom gametheoryand economicslit also
describesxperimentson large scaledistributed systemsandillustratesthe validity of
theformulations.

Theremaindeof this paperis organizedasfollows. Section2 discussesherelated
work. Section3 describesnulti-partyPPDMfrom agametheoreticperspectie. Section
4 illustratesthe framework usingmulti-party securesumcomputationasan example.
Section5 givesthe optimal solutionusing a distributed penaltyfunction mechanism.
Section6 presentshe experimentakesults.Finally, Section7 concludeghis paper

2 RelatedWork

Recentinterestin the collectionand monitoring of datausingdatamining technology
for thepurposeof securityandbusiness-relatedpplicationshasraisedseriousconcerns
aboutprivacy issues.Thereexists a growing body of literatureon privacy preserving
datamining. Next we present brief overview of the varioustechniqueshathave been
developedin thisarea.

Existing techniquedor privagy preservingdatamining include datahiding using
microaggrgation,perturbationpr anorymization,rule hiding, securemulti-partycom-
putation(SMC) anddistributeddatamining. A large body of cryptographigprotocols
includingcircuit evaluationprotocol,oblivioustransferhomomorphiencryptioncom-
mutative encryptionsene asthe building blocksof SMC. A collectionof SMC tools
usefulfor privagy preservingdatamining (e.g.,securesum,setunion, inner product)
arediscussedn [2]. Thedistributeddatamining (DDM) approachsupportscomputa-
tion of datamining modelsandextractionof "patterns”at a givennodeby exchanging
only the minimal necessarynformationamongthe participatingnodes.

Gametheory hasbeenusedextensiely in economicsand nance and securityor
defenserelatedapplicationsto comeup with policies and governingrules. However,
applicationsf gametheoryin privacy analysisof datamining algorithmsin distributed
scenarioss anareathatis still in its nascenstage Halpernand Teagug4] considered
theproblemof secresharingandmultiparty computatioramongrationalagentsAbra-
hametal.[1] introducedthe -resilientNashequilibrium(de nedin Section3) andof-
fereda synchronous -resilientalgorithmfor solving Shamirs secretsharing[8] prob-
lem. A proposalof usinggame-theoretigvay for measuringhe privacy of PPDMwas
proposectisavhere[10]. More recently KunreuthemndHeal[7] andKearnsandOrtiz



[6] proposeda practicalsecurityproblemcalledthe InterdependenSecurity(IDS). The
modelof IDS is closelyrelatedto privagy preservingdatamining. Kearnsand Ortiz
[6] dealswith the computabilityof Nashequilibria of IDS gamesandpresentseveral
algorithmsfor thesame.

3 Multi-P arty Privacy-Presewving Data Mining As Games

Let beacollectionof differentnodeswhereeachnoderepre-
sentsa partywith someprivagy-sensitve data. Thegoalis to computecertainfunctions
of this multi-party datausingsomePPDM algorithm.Most existing PPDM algorithms
assumehatevery partycooperateandbehaesaccordingo theprotocol.For example,
considera well-understoodalgorithm for computingsum basedon the securemulti-
party computationframewnork (detailsto be describedn Section4). Upon receiptof
a messagea nodeperformssomelocal computationchangests statesandsendsout
somemessage$o other nodes.Most privagy-preservingdatamining algorithmsfor
multi-partydistributedenvironmentswork in a similar fashion During the executionof
sucha PPDM algorithm,eachnodehascertainresponsibilitiesn termsof performing
their partof the computationcommunicatingorrectvaluesto othernodesandprotect
the privagy of the data.Dependingon the characteristicef thesenodesandtheir ob-
jectives,they eitherperformtheir dutiesor do not. Sometimeghey even colludewith
othernodesto modify the protocolandreveal others'data.

3.1 Strategiesfor Multi-P arty Games

Considera PPDM algorithmthatrequiresthe -th nodeto performa sequencef

computingtasks, . Also the algorithm requiresa nodeto both
sendandreceivze messaged. et us assumehatthe -th nodesendsout messages
( , ) to othernodesandrecevesatotal of message§

) The differentcomputationaktratgyiesthe nodemight node adoptlnclude
performingthe requiredcomputatioror not. Similarly, anodecandecideeitherto send
or receve messageto andfrom othernodesor not. Let be the correspondingn-
dicatorvariablewhich takesa value of 1 if atthe stepthe nodechooseghe
strat@y de ned by the protocolor takesO otherwise The decisionto choosea particu-
lar strateyy is eitherdeterministicor probabilistic.Let bethe overall sequencef
indicatorvariables for computationdor the  node.Similarly

and areindicatorvariablesfor receving and sendingof messaged.et
betheutility of performingthe operation (similarly we cande ne utility for com-
munication).

Collusionis nothingbut a privagy attacklaunchedon a third party's privatedata,
only involving othernodesin the processAt ary givenstepnode may cometo an
agreementvith ary subsetdenotedby ) of nodes(denotedby ) anddecideto
colludewith themfor exposingthe privagy-sensitve dataof anothemode.Let be
thecorrespondingndicatorvariablewhichtakesavalueof 1if party decidego collude
with party or 0 otherwise We shallusethe symbol to denotethe entire matrix



wherethe -th entryis . Let bethebene tthatnode maygetby colluding

with node . For the sale of simplicity let us assumehat collusionsare permanent.

Oncea pair decidego collude,they stayfaithful to eachother If every memberof the

set agreego colludewith every othermembelin  thenthetotalbene t thata node
recevesis

3.2 Overall Game

The stratgjies chosenby a party at ary stepchangethe local stateof the party. The
entire play of the gameby player canthereforebe viewedasa procesof traversing
througha gametreewhereeachtree-nodeepresentthelocal statedescribedy player

'sinitial stateandmessagesommunicatedvith othernodesEachrun representa
paththroughthetreeendingataleaf node.Theleaf nodefor path(run) is associated
with autility functionvalue .Astratggy forplayer prescribesheactionfor this
playerat every nodealonga pathin the gametree.In the currentscenariothe stratey
prescribeshe actionsfor computing,communicationandcollusionwith otherparties.
A stratgly for player essentiallygenerateshetuple .

Let™ bethejoint stratgyy for playersLet — betheutility
(alsoknown aspay-of) whenthejoint stratgy — is played.A joint strateyy is a Nash
equilibriumif no playercangainary advantageby usingadifferentstrategy, giventhat
all otherplayersdo not changetheir stratgjies. However, Abrahamet al. [1] remove
the fragility of Nashequilibrium by allowing coalitionswhosebehaior deviate from
the protocol. They de ne k-resilientequilibrium asa joint stratgy — suchthatfor all
coalitionsC in the setof playersD with , is the groupbestresponsdor
Cto , Where s the setof stratgyiesadoptedby the membersof the collusion,

is the setof stratgyiesadoptedoy the playerswho do not belongto the collusion
and —and . Bestresponsdor acollusion  to astratey implies
thatthe utility of the s atleastashighastheutility of

In orderto formulatea PPDM processn a gametheoreticframenork, we needto
de ne thesearctspaceof thestratgiesfor theplayersandconstructheutility functions
for de ning the pay-of thattheplayersreceve by playingagivenstrateyy. Next section
considerainexampleandconstruct$PDM-gamedasedn that.

3.3 Utility Function Representingthe Game

Utility functionsassigna scoreto a strat@y or a setof stratgjies.Notethatthe search
processn thestratgy-spaceaneitherbedeterministicor stochasticln thedeterminis-
tic caseplayersdesigntheir respectie stratgyiesandtake deterministicactionsin order

to maximizetheir utility scoresFor gamesn PPDMtheutility functionwill bealinear

or nonlinearfunction( ) of utilities obtainedby thechoiceof stratgjiesin therespectie

dimensionsof computationcommunicationgollusionand privagy attack.Mathemat-
ically we canwrite A utility functionwhich is a

weightedlinearcombinationof all of theabove dimensionsanthereforebe expressed
in termsof theindividual utilities asfollows:



where and representheweightsfor the correspondingtility fac-
tors. The overall utility function may alsoturn out to be constrainedFor example,a
participantmayrequireboundson thecomputatiorandcommunicatiorcostover aseg-
mentof theentireprocessA constraintik e this maybecapturedn thefollowing form:

In the next sectionwe would illustrate our formalizationsusing one of the most
popularPPDM algorithms,the securesum computationWe rst derive closedform
expressiondor eachof the dimensionsf PPDM with respecto securesumandthen
do a Nashequilibrium analysisof the algorithm.We then proposea modi ed secure
sumalgorithmthat getsrid of the semihonestrequiremenbf the nodesandillustrate
thechangean equilibriumfor thenew algorithm.

4 lllustration: Multi-P arty Secue Sum Computation

Supposéhereare individual sites,eachwith avalue . It is known
thatthesum (to becomputed}akesanintegervaluein therange .

. We want to computethis sumfollowing the securecomputationprotocolde-
scribedin [2].

4.1 Computation, Communication and Collusion Utilities

The securesumcomputatioralgorithmexpectseachpartyto performsomelocal com-
putation,receive datafrom its predecessan thering topologyandsendits own results
to the next node.The site may or may not chooseto performeitherthe computatioror
computatioror both. This choicewill de ne the strateyy of thatsite.

Let usassumehatthereare sitesactingtogethersecretlyto achieve a
fraudulentpurposelLet  be anhonestsite who is worried abouthis/herprivagy. We
alsouse to denotethevaluein thatsite.Let betheimmediatepredecessauf
and betheimmediatesuccessoof . Thepossiblecollusionsthatcanariseare:

— If , thentheexactvalueof  will bedisclosed.
—If andthe colludingsitesincludeboth and , thenthe exactvalueof
will bedisclosed.
— If andthe colludingsitescontainneither nor , oronly one
of them,then is disguisedby othersites'values.As before,we shall
usethesymbol to representhesetof colludingsites.

The rst two casesieedno explanation.Now let usinvestigatehethird case With-
outlossof generalitywe canarrangehesitesin theanordersuchthat
arethe honestsites, is the site whoseprivacy is at stale and form the
colludinggroup.We have

—_— — denotedby Y —_—
denotedby X denotedby C



where is the total sumof the values.Now, the colluding sitescan computethe
posteriomprobabilitymassfunction (PMF) of  asfollows:

(€

where . isarandomvariableandit is de ned as

is a constantndit is de ned as . isknownto all the coIIudlng
sites.Because is adiscreterandomvariable,it is easyto provethat

@

where . To compute , we canmake the following assumptiorabout
theadwersarialparties'prior knowledge.

Assumption1l Eadc is a discrete randomvariable indepen-
dentand uniformlytaking non-neativeinteger valuesover theinterval

Theefore, isthesumof mdependenandunlformlyd|str|butedd|screte
randomvariables.

Note that using uniform distribution as the prior belief is a reasonableassumption
becausat modelsthe basicknowledgeof the adwersariesThis assumptiorwas also
adoptedby [9] wherea Bayesintrudermodelwas proposedo assesshe securityof
additive noiseandmultiplicative bias.Now let uscompute

Theorem2. Let bea discreterandomvariable uniformly taking non-neyativeinte-
ger valuesover theinterval .Let bethesumof independent . The
probability massfunction(PMF) of  is givenby thefollowing equations:

whee , —— ,and —_—

Proof. Dueto spaceconstraintsyve have notincludedthe proof of this theoremhere.
Interestedeadercan nd adetailedproofof thistheoremin [5].

Accordingto Theorem2, the probabilitymassfunction(PMF) of  is

®

where — ,and —
CombiningEg. 1, 2 and3, we gettheposterlorprobabllltyof



where and . —— ,and
— . Notethatherewe assume , otherwise . This
posteriorcanbe usedto quantifythe utility of collusion:

— 4

We seeherethatthe utility of collusiondepend®ntherandomvariable andthesize
of thecolludinggroup . Restof this paperwill usethis quantitatve measuref utility
of collusionfor de ning theobjective function.

4.2 Overall Objective Function

Now we can put togetherthe overall objective function for the gameof multi-party
securesumcomputation.

where denoteghe overall utility of performinga setof
computations ,indicatedby  (similarde nitions applyfor communicationike
recevve andsend)and denotegheweightassociateavith computation.

For illustratingthe equilibrium stateof this utility function,let usconsiderthe sim-
ple unconstrainedersionof it. In orderto betterunderstandhe natureof thelandscape
let us considera specialinstanceof the objective functionwherethe nodeperformsall
thecommunicatiorandcomputatiorrelatedactiities asrequiredby the protocol. This
resultsin anobjective function

wherethe utilities dueto communicatiorand computationareconstantandhencecan
be ngglectedfor determiningthe natureof the function.Figure1(a)showns a plot of the
overall utility of multi-party securesumasa functionof the distribution of therandom
variable andthesizeof thecolludinggroup . It shavsthattheutility is maximumfor

avalueof thatis greatetthanl. Sincethestratgjiesoptedby thenodesaredominant(
illustratedin the next sectionwith an example),the optimal solution correspondso

the Nashequilibrium. This implies that in a realistic scenariofor multi-party secure
sumcomputationpartieswill have atendeng to collude. Thereforethe non-collusion
( ) assumptiorof the classicalSMC-algorithmfor securesumis sub-optimal.

5 What is the Solution?

Our goal is to designa techniquefor multi-party securesum computationthat does
not rely on unrealisticassumptiongboutthe characteristic®f nodesin the network.
Therefore we want an algorithmthat createsa gamewherenot colluding is an opti-
mal strateyy for everyone.Onepossibleapproachs to penalizethe partiessuf ciently

enoughso that the pay-of from collusionis counterbalancedy the penalty if they
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(a) original Objective Func- (b) Modi®ed Objective Function.
tion.

Fig. 1. Plots of the overall objective functionsfor classicalSMC (Figure 1(a)) and SMC with penalty (Figure 1(b)). The
optimalsstrateyy takesa valueof in the®rst caseand in thesecondcase.

are caught.This approachmay not work if the partiesperceve that the possibility of
gettingcaughtis minimal. However, collusionrequiresconsentfrom multiple parties.
So a party with intention of collusion might get caughtwhile sendingout collusion
invitationsrandomlyin the network if thoseinvitationsreachsomehonesiparties.

5.1 Penalty for Collusion

The possibleoptionsthatwe have for penalizingcheatergcolludingnodes)n a multi-
party securesumgamecanbe enumeratedsfollows:

1. Policy I: Remwrethepartyfrom themulti-party privacy-preservinglatamining ap-
plicationernvironmentbecausef protocolviolation. Althoughit mayworkin some
casesthe penaltymay betoo harshsinceusuallythe goal of a PPDM application
is to have everyoneparticipatein the processandfaithfully contribute to the data
mining process.

2. Poligy II: An alternatepossibility is to penalizeby increasingthe costof compu-
tation and communicationFor example,if a party suspectsa colluding group of
size (anestimateof ) thenit may split the every numberusedin a securesum
among differentpartsanddemand roundsof securesumcomputatioronefor
eachof these parts.This increaseshe computatiorandcommunicatiorcostby

-fold. Thislinearincreasean costwith respecto , thesuspectedizeof collud-
ing group,may be usedto counteracary possiblebene t thatonemayreceie by
joining a teamof colluders.The modi ed objectie functionis givenbelon. The
lasttermin the equationaccountsfor the penaltydueto excesscomputationand
communicatiorasa resultof collusion.

Figure1(b) showvs a plot of themodi ed objective functionfor securesumwith policy
Il. 1t shaws that the globally optimal stratgjies are all for . The stratgjiesthat



adoptcollusionalways offer a sub-optimalsolutionswhich would leadto moving the
globaloptimumto the casewhere

5.2 NashEquilibrium llustration for 3-nodeNetwork

Considera gamewith a mediatorwhereeachparty rst contactshe mediatorandde-
claresits intentionto beagoodnode(follow protocol)or badparty (willing to collude).
Table 1 shaws the pay-ofs for differentpenalty policies. When thereis no penalty
all the scenariogvith two badpartiesandone good party offer the highestpay-of for

the colluding bad parties.Therefore colluding with other nodesalwaysbecomeghe
highestpayingstratey for any nodein thenetwork (thisis calledthedominantstratey

[4]). Also we obsenethatthepayof for badnodesalwaysdecreases it becomesgjood,
assuminghe statusof all othernodesremainunchangedSo the Nashequilibriumin

the classicalsecuresumcomputationis the scenariovherethe participatingnodesare
likely to collude.Notethat,the three-partycollusionis not very relevantin securesum
computatiorsincethereareall togetherthreepartiesandthereis alwaysa goodnode
(theinitiator) who wantsto only know the sum.

A|B[C| Pay-Of [ Pay-Of | Pay-Of

(No Penalty)(Policy 1) | (Policy II)
G|G|G] (3,3,3) [(3,3,3)] (3,3,3)
G|G|B| (3,3,3) [(2,2,0)| (2,2,2)
G|B|G|] (3,3,3) |(2,0,2)| (2,2,2)
G[B[B| (3,4,4) [(0,0,0)| (2,2,2)
B|G|G] (3,3,3) [(0,2,2)] (2,2,2)
B|G[B] (4,3,4) [(0,0,0)] (2,2,2)
B[B|G] (4,4,3) [(0,0,0)] (2,2,2)
B[B[B] (0,0,0) [(0,0,0)| (0,0,0)

Table 1. Pay-Off tablefor three-partysecuresumcomputation.

However, in both the caseswith penalty the Nashequilibrium correspondso the
stratgyy wherenoneof the partiescollude.In factthe Nashequilibriumin securesum
with policy Il for penalizatioris stronglyresilient,thatis, it correspondsoa -resilient
equilibrium for a 3-party game.In this case,if ary nodedeviatesfrom beinggood,
thecommunicatiorandcomputatiorcostincrease ( ) fold dueto the databeing
brokeninto sharesThepenaltyincurreddueto this extraresourcaisagas notcompen-
satecby thebene t gainedoutof thecollusion.Thereforehepayof is thehighestwhen
they don't collude.This is, in facta stronglydominatedstrateyy for this game.Since
eachplayerhasa strictly dominatedstratey, thereis a unigueNashequilibriumwhich
is the casein which noneof the nodescollude. Accordingto the de nition of Nash
equilibrium,in this caseno playercangain anything moreby deviating from goodto
badwhenall othersremaingood. It alsofollows from the discussiorthat Policy 1l is
stronglyresilientsinceit cantoleratecollusionsof sizeupto -1 (thepayof is highest
whennonecolludes.evenwhencomparedo the casewhere (n=3) collude).
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Algorithm 1 SecureSumwith Penalty(SSP)

Input of node : Neighbor , , estimatedrom prior cheaptalk
Output of node : Correctsecuresum
Datastructurefor : NODETYPE(O standsor good 1 standsor bad, and2 standsfor initiator), colluding group
(colludeList),randomsharef  (randSharesList)
Initialization:
IF NODETYPE==0
Initialize colludeList
Exchangesumof elementsn colludeList
ELSE IF NODETYPE==1
Splitthelocaldata intoatleast( )randomshares
Initialize randSharesList
ELSE IF NODETYPE==2
Sendits data  afteraddingarandomnumberandperforminga modulo
operation
ENDIF
ENDIF
ENDIF
On receving a message:
IF NODETYPE==2
IF randSharesList==NULIfor every node)
EndSimulation
Sendsumto all nodes
ELSE
Startanotherroundof securesum
ENDIF
ELSE IF randSharesList!'=NULL
Selectext datasharefrom randSharesList
Forwardreceveddataandnew shareto next neighbor
ENDIF
ENDIF

5.3 Implementing the Protocolwith Penalty

We obsenedin the last sectionthat an appropriateamountof penaltyfor violation of
the policy mayreshapéehe objective functionin sucha way thatthe optimal stratgjies
correspondo the prescribedgolicy. If we usecentralizedcontrol, thenthereis acentral
authoritywho is alwaysin chage of implementingthe penaltypolicy. If a goodnode
recevesa proposalfrom a bad nodethenit reportsto the centralauthority which in
turnpenalizeghe perpetratarHowever, it requiregglobalsynchronizatiomwhich might
createa bottleneckandlimit the scalabilityof a distributedsystem.

For a total asyndironous distributed control we borrow the conceptof
from gametheoryandeconomicg3] in orderto develop a distributed mechanisnfor
penalizingpolicy violations.Cheaptalk is a pre-playcommunicatiorwhich carriesno
cost.Beforethegamestarts eachplayerengage adiscoursawvith eachotherin order
to in uence theoutcomeof thegameandform anopinionaboutthe otherplayersin the
game Wewould liketo usecheapalk to communicatéhethreatof penalty Cheapalk
workswhenthe partiesdependon eachother, their preferencearenot oppositeto each
other, andthe threatis real. Algorithm 1 (SecureSumwith Penalty(SSP))describes
a variantof the securesumcomputationtechniguethat offers a distributedmechanism
for penalizingprotocolviolations(usingPolicy Il) usinga cheaptalk-like mechanism.

Considera network of nodeswherea nodecan either be goodhonest)or bad
(colluding). Before the securesum protocol starts,the good nodesset their estimate
of bad nodesin the network ( ) to 0 and bad nodessendinvitationsfor collusions
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randomlyto nodesin the network. Every time a goodnodereceivessuchaninvitation,

it incrementdts estimateof . Bad nodesrespondto suchcollusioninvitationsand

form collusionsIf abadnodedoesnotreceve ary responsef beharesasagoodnode.
To penalizenodesthatcollude,goodnodessplit theirlocal datainto  randomshares.
This initial phaseof communicationis cheaptalk in our algorithm. The securesum

phaseconsistsof  (O(Max(k')) roundsof communicationfor every completesum

computationln every roundeachhonesinodeaddsoneof it  sharedo the sumand

forwardsthe result. The following Lemma(Lemmal) shaws that the SSPalgorithm

convergesto the correctresult.

Lemma 1. Correctnessand Convergence:SSPalgorithmcorvemesto thecorrectre-
sultin time Here is the total numberof nodesin the network,and is the
maximurnsizeof the colludinggroups.

Proof. (skeTcH) The basicideabehindthis proof is that sumcomputationis decom-
posableandthe orderof additionof individual sharesloesnot changethetotal. In the
SSPalgorithm,eachparty  splitsits numberinto sharesanddemands
roundsof securesumcomputationin eachround,whenererapartyrecevesamessage,
it addsoneofits  shareslf all its sharehave beenaddedn, this partysimplyinputsa
zero.Let , after roundsof computationall the partieshave addedtheir
numbersandthe total sumis obtained.n the traditional securesumcomputationthe
messagés passedo eachnodeon the network sequentiallyThe corvergencetime is
boundedy . In the SSPalgorithm,thetotal roundsof computationis , therefore
theoveralltime requiredis boundedby

6 Experimental Results

We setup a simulationenvironmentcomprisedof a network of nodeswherenodes
arerandomlygoodor bad.We have experimentedvith ring topologiesof 500and1000
nodesusing the usethe Distributed Data Mining Toolkit (DDMT) 2. To demonstrate
how the SSPalgorithm forcesthe bad nodesin the network to adopta no collusion
stratgy, eachnodein the network performsa seriesof securesumson eachof the
valuesin its datavectorof size (=13for our experiments) Eachsecuresumcomputa-
tion consistsof severalroundsof communicatiorsinceevery integeris brokeninto
randomsharesAfter every roundof securesumcomputationthatis after eachof the

sumcomputations)we measurehreequantitiesmessagesent,unitsof computation
performedandthebene t achievedby colluding(Sectiond.1). Theutility functionused
for the experimentss the onedescribedn Section4.2. The penaltyin this caseis the
excessamountof communicatiorandcomputatiomeeded.

6.1 Results

We performtwo experimentsto verify our claim that the SSPalgorithmleadsto an
equilibrium statewherethereis no collusion.In the rst experimentwe demonstrate

2 DDMT - http://www.umbc.edu/ddm/wiki/softare/DDMT/
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for differentsizesof the network that the utility is maximumwhen the collusionis

minimum. We have experimentedor 500-nodeand 1000-nodenetworks for different
percentagesf badnodesWe seein Figure2(a)thatwhenthe percentagef badnodes
is very high(morethan99%), thenthe utility is minimumfor all the nodesThe utility

increasessthis percentagelecreaseslhe maximumutility for eachnetwork sizeis

shavn asthehorizontallinesin thegraph,which correspondo theclassicakecuresum
computationalgorithm. We obsene that the maximumutility for the SSPalgorithm
correspondso the casewhenthereis no collusion.

2000| --500 Node B 450 -#50% Bad Nodes
-+-1000 Node I 3 “More than 99% Bad Nodes|
" £ 400
---Max Utility (500) =
1500 ---Max Utility (1000) ¢ 350
3 3 300
2 2508
21000 &
= 2 200
> < 150
500 < 100
2 50
o
10 20 50 60 80 100 123456 7 8910111213
Percentage of Bad Nodes Rounds of secure sum (increasing time)
(a) utility vs. Collusion-sizerunction. (b) Rateof decreasef badnodesFunc-

tion.

Fig. 2. ExperimentaResults

In Figure 2(b) we have shawvn the resultsof our secondexperimentwhich veri es
how thenumberof badnodesdecreas&vith successie roundsof securesumcomputa-
tion. At theendof eachroundof securesum thebadnodeghatarepartof any colluding
groupcomputetheir utility values Eachbadnodehasarandomutility thresholdthatis
assignediuring setup.If the computedutility falls belonv a nodes thresholdthe node
decidesto changeits strateyy and becomesa good nodefor the subsequentounds.
Onceanodebecomegyood,it doesnot changadts stratey again.We performthe sec-
ondexperimentfor a 500-nodenetwork with 50%andmorethan99%badnodesasthe
two casesWe seethatin subsequentoundsof securesumthe numberof badnodes
decreasdll they reachzero.Thetime takento have ano collusionscenariadepend®n
theinitial numberof badnodesn the network.

7 Conclusions

This paperpointedout that mary of the existing privacy-preservingdatamining algo-
rithmsoftenassumehatthe partiesarewell-behaedandthey abideby theprotocolsas
expectedThecontributionsof this papercanbesummarizeasfollows: (i)development
of agame-theoretifoundationof multi-party privagy-preservinglistributed datamin-
ing that attemptsto relax mary of the strongassumptionsnadeby existing PPDM
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algorithms;(ii)analysisandillustration of shifting equilibrium conditionsin suchal-
gorithms; (iii) gametheoreticanalysisof the multi-party securesum computational-
gorithm in terms of data privacy and resourceusageand (iv) a “cheap-talk’-based
distributed variant of securesum computationwhich offers a protocol that offers an
equilibriumsolutionfor no collusion.

The paperopensup mary new possibilitiesin PPDM. In future we planto study

otherpopularPPDM algorithmsfor computinginner product,clustering,andassocia-
tion rule learningusingthe gametheoreticframenork developednere.
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