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Research & Development at
FIVIBBADIADIC Laboratory and AGNIK, LLC

CEISiibuted and mobile data mining.

Stipported by NASA, US NatienallScience

plihdation CAREER a@d GUHEr grants, US_ I

iIfEorce, TRW Resea dation, Maryland ___— ——=

Jlechnology Developme uncil; and others.” — —— 52
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Agnik, LLC: A Spin-off from DIADIC Lab,
Specializing on mobile and distributed data;mining

and management.

ata Vining
-

IMRGE Sealableranalysis of data by
carefullattention to Issues in

-

communication,
human-ceomputer interaction.




e ‘? D'sibute_(_j Data Mining
-

H.l'

jﬁributed davasmining (DDM): Mining
i using distribtted resources.
-

-
Paysiecareitlfattention to the distributed

reseurces of data, computing,
communication, and human factors in
order to use them in a near optimal
fashion.
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Wha@rbiq.uiths Data Mining?

Wjstbuted or resource aware

-

-
COIPULING,

communRication,
Storage; and
human-computer interaction.




‘Ea

@ays efithe Community

WKDD \Workshiepren Distributed Data Mining, 1998.

-
ACM SIGgD Woerkshoep on Distributed Data Mining, 2000.

PKDD Workshiepron Ubiguitous Data Mining for Mobile and
Distributed Environments, 2001.

SIAM International Data Mining Conference Workshop on
High Performance and Distributed Mining (2001, 2002,
2003, 2004, 2005, 2006)

DaeMVineghn Distrbuted and Mobile

/ ERVieRments
#
gldatabases fifem distributed sites
i Eartihpscience; Astronomy, Counter-terrorism,
g Bipiniermatics

-
Vienitegng multiple time critical data streams
m‘)nitoring vehiclerdata streams in real-time
Onhoardiscience

Analyzing data in lightweight sensor networks
Limited network bandwidth
Limited power supply.

Preserving privacy.
Security/Safety related applications
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E\ﬁi’lution ofi Applications

Wﬁanly Applications

o onmuluEagentieanming, ensemble learning

R
Columiy UnWersny---Meta learning-based system
fordis tediintrision detection,
Sal Stolfiey de87.

Los Alamos National Laboratory, PADMA system for
distributed text data mining,
Kargupta, 1996.




o« Mob_Mobile Data Stream Mining
; -~ System fier Stock Market Data

=T

An interactive PDA-based data mining system
for stock-market data

Visualize the spectrum of the decision tree

Resource.

Eseurce-Constrained Real-time

,- W’ogicai [Daia Stream Monitoring
>
I WearalesseEnsers available in the \

met
> SEN 2l A_;_rmband iem BodyMedia

> \WearableWVestime
> LiieShir @ment from) ViVometrics

#

> SenseWearannand can measure
heat flux;, accelerometer, galvanic
skin response, skin temperature,
near body temperature

» Arm band can store up to about 5
days of data.
1. www.smartextiles.info

httn: /A vivame trice com




_ R of Monitoring Devices
i/

Detecting emerging patterns in a group of health workers, soldiers,
elderly individuals, animals.

VIIREeEIeet: A Vehicle Data Stream
enwandiviining Software System

On=heerdiVedules
Contiftious data streams from
thie Venicle dateamous
Onboard| datastrean mining
Communica@with a remote
control station
Privacy: management

Central control station:

Data Management
Data mining ]
Communicates with the on-board Funded by US Air Force.

modules over wireless networks A commercial product to
Privacy management be released in Q1, 2006.




Collection Module:
(omponents

e Optional GPS

! Closer Look
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OBD-I1 adapter connected to a Ford VVan OBD-II port
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@ues; eff Operations
Peissive

Collect data aﬁd
ana-er
oriiline:

-

Active Mode:
Analyze data in
real-time either on-
board (cell-phone,
PDA, embedded
device) or remote
desktop connected

over wireless
network. Onboard devices

[GlerPata Stream Mining
‘ -

\VERICIE JiEaNVieniteringland Maintenance:

gvenalimoedelfand datar driven fault-tests
g unusal behavieior a subsystem and accessing the data producing
i \VioK

Fuel ConsumptiMAnalysis:
IS the ve{@ puUming fuelfefficiently? Identify influencing factors and optimize

DEtEctIMiiEncEroiaiiver behavior on gas mileage and eliminate inefficient
driving pracuces

Driver Behavier Monitoring:
Route monitoring; Fixed and variable routes
Direct Cost Issues: e.g. ldling, braking habits
Safety Issues: e.g. speeding, trajectory monitoring (e.g. stopping, turns)

Vehicle location related services

Vehicular network security and privacy management
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ﬂ' EUEINSVSiEn
OXYOEN SENSeIF Operatingl Condition Monitoring.
m) Fuelirelatedieombustion Efficiency Monitoring

KENelumeENIconsIistency Moenitoring
Iteakenvacuum lietificiency Monitoring

ERgInENErmallEVEnt Detection

f ylhiroettierReEgUest Status Moenitoring
Iexcoiirel Venitenng

InEkeiiavianagement Moenitoring

QuentiativeN=Uel Management Monitoring

VERIEIErSYStem Temperature Management Monitoring

QUanuauVerFuel System; Management monitoring

Exhaust System
Combustion Temperature Inequality Monitoring
Combustion Tlemperature Control Decay Monitoring

lgnition System
Vehicle Ignition System Voltage Monitoring
Spark Control Monitoring
Vehicle Operating System Voltage Monitoring

= -
PENBISCOVENESVACTOSS| Multiple Databases

>

NCBI

Courtesv Bob Grossman. llinois



References: Alizadeh AA
et al.(2000). Distinct types
of diffuse large B-cell
lymphoma (DLBCL)
identified by gene
expression profiling.
Nature 403:503-11

Aguilar-Ruiz et al. (2004).

Data Mining Approaches
to Diffuse Large B-Cell
Lymphoma Gene
Expression Data
Interpretation.

aung Mierearray Data and
JClinicall Data

'ﬁn enpanenaifFregnestic: Indicator (IP1), a clinical
| Ol pPregnosis; hasi been successfully used

10 m{ostlc sulgroeups in DLBCL.

The clu@s il thermicroarray data provide
additenalipregiestic infermation not available in
the IPI

Virtually'combining local columns in a clinical
database with remote columns from a microarray
database
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washingtoenpost.com

Hackers Target U.S. Power Grid

Government Quietly Warns Utilities To Beef Up Their Computer Security

By Justin Blum
Washington Post Stalf Wriler
Friday. March 11, 2005; Page EO1

Hundreds of times a day, hackers try to slip past cyber-security into the computer
network of Constellation Energy Group Inc., a Baltimore power company with
customers around the country.

"We have no discernable way of knowing who is trying to hit our system," said
John R. Collins, chief risk officer for Constellation, which operates Baltimore Gas
and Electric. "We just know it’s being hit."

Plvacy-Sensitive Cross-
InNRtrusion Detection

zl]f) @twork Attack Detection system using
sRrEsevingrpIstrlsuted Data Mining

2 USTDepantment off Homeland Security
-
RPartners: -
Al
Army EHIghrPErfermance Research Center, University of
Minnesota:
Tresys Inc.

PURSUIT Consortium:
Purdue University
Ohio State University
Stevens University
SRI International
University of lllinois at Urbana-Champaign
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SpatialtAttack Distribution of IPs on the Same Day:
(Left) IPs attacking the UFL network on 12/09/04
(712 scanners). (Middle) IPs attacking the UMN
network on 12/09/04 (14,938 scanners). (Right)
Intersection of the IPs attacking UFL and UMN (201
scanners). Courtesy. Vipin Kumar, UMN

%&ﬂT: \Objectives

_isovering Attacker Signatures based
0) eﬂ}l,__e‘twork off Zombie Hosts

DIscoVeringrAtiack Patterns on Coalition
mMemhbers

Discovering New Distributed Stealth
Attacks
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RREPRRD DIV Applications: An
. EXGCILING Area

W2RMUSIC mining
-
-
Useriiehavior data mining in a p2p

network

H.l'

Mobile ad hec vehicular networks

iStbuted Data Mining
Algerthms

P2P ClUSEuE

P2P assemation rule learning

P2P eIgensiatermonitoring

P2P outlier detection

Some exciting upcoming commercial applications

14



I.D-M Algoerithms

BRI Alcjogitnligls

IStilelitedfassociation  rule learning
Collecuverdeeisionrtree learning
Collectiy; PCPand PCA-based clustering
Distiutes hierarchical clustering
Other; distriBuited clustering algorithms
Collective Bayesian network learning
Collective multi-variate regression
Distributed support vector machine learning
Distributed construction ensemble models
Ensemble-based aggregation

http://www.cs.umbc.edu/~hillol/DDMBIB

3 ‘B'enchmarking

Szl
COMpPULNG;

c&m%icaﬁon,

Steyeoe;, and
humanR=computer interaction?

Benchmarking| Privacy??

Resource consumption
Power

15



-ﬁowewmption Behavior of Data
p

Vining Algerithms
-
=
" Il Distributed PCA for homogenous data
Transmit data with no local computation

P Jors) SY0 (Flitzig )]
SUPE A

ol
e IEIWOKSS == CIDRIDR
and 802.11b._‘I

Agilent' 54622A
oscilloscope:

0 50 100 150 200 250
Data set size (Kbytes)

ang. DB Systems

ﬂ?.@g domaii system: DDM Toolkit

-

-
JADESSEsEd distimbuted system in Java.
Currently being beta-tested

If you want a beta version please send me an
e-mail.
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S SUNVEYMAICIEs &, Text Books

&

ipieiand KESivakiimar. Existential Pleasures of
DistiibitecNpata Mining. In'Data Mining: Next Generation
Challengestandiztiture Directions. MIT/AAAI Press, 2004.

B. Park aﬁH. Kargupta. Distributed Data Mining: Algorithms,
Systems, andiApplications. Data Mining Handbook. Editor: Nong
Ye, 2002.

Hillol Kargupta and Philip Chan. Advances in Distributed and
Parallel Knowledge Discovery, xv--xxvi, MIT/AAAI Press, 2000.

Upcoming text book on distributed data mining
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