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Privacy: FromiConcerns, to Value Creation

ﬂDT FaultsiGuidelinesifor lierrox; \
Gver Web Satvers » To Rent Or Buy? A Formula For You To Lise By Information Sharing -- A ChiFanalysis
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WHAT February 5, 2007
YOU DID
LAST
NIGHT

We had a Web spy dig up dirt
on us. The job was way too
easy—and far too revealmg
Here's how to e
protect yourself.

THE END OF PRIVACY
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Surveillance: CamerasiBeginitorJudge
Pedestrians|— RESearchersiand security
COMpPanIes ane developing cameras: that
nerenlywatch tneweriaiut alseinternpret
WhHat theyISee. S0, SOME Cameras may
e anletoerinditnatiended agsiat
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Types of Privacy: Violation

1690 Harvand Law: Review article written vy Samuel D;
\Warrien and Louis D Brandess on hineRight of Rrivacy.
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Predictions;from Circa 1690

Wiiting DETereEthne enal ol electionicieavesaropping,
1eIEPNBIGNENSES; and 0)if]ef modern LECRNGIeEY,
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Ubiquiteus; Sensing irem “Rooitops’: Circa 2001
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Anonymity’ana Privacy.

Canmwemeallynave anonymityinine
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Privacy andiKnewledge Discoveny irom: Data

Private Information

Consumer || Merchant
P2y~ off

a Merenant offers some veneflt (2.¢). 2 coulgun of
oersorlalized service)

a Consumer offers orivelie deltel in reirr)




WhatiVakes;a PPDNITiechnoelogy: Fly in
BUSINESS?

B, = Bafgit of using PPV

C, = Costof using POV

B, = Bangflt of rlot using PPOY
C, = Coustof not usirig PPOY




Cost anad Benelit of Using PPDIV]

(Cost
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Cost and Benelit o net Using PRDM

(Cost

PesS consUmerconiidence
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o Personalized services
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How: Concermned Are \We About: Privacy?

Spiekermann, Sarah, Grosskiags;

Jens; Berendi; (2002)12ivacy, [
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A RationallAnalysis
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Hope: for: Market Equilibriumiand be Happy!

Acguistités Varan; 2002

Viarketilawsialone can produce; parneio optimaityAin e USINESS
o sellinglcustomEeErniermationavouticusiomers: tasterand
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How'About Making PPDM Products Ely High?

T
Benefit
offered to
s Uz Solution
witheut PPN

Solution
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The Pay-Off'Model: One Possibility

Private Information
o —y
b

Pely-off

a Pay-0iff 19 2 function of ing informeion recsivec
multiols oartiegs Wno slso own e deizl,
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Case Study: PURSUIT;

PURSUIIE Privacy-Sensitive; Cross=Domain Network
Threat Detection

Cross=DomainNetworkeAttack Detection SyStemising
EHVACYEESESEIVIRGIDISTUTEC MY taNVIINING

a  Partners:
o Agnbs Univarsity of Winnssotl, Tresys Taennology, ELC,

= PURSUIT Early Consortium:

o Purdus vaaur/ Onlo gtzte Unlyarsity, siavans Unlyarsity, Sl lnterzionzl,
University of inols b Urgzinz=Crizim gzler)




PURSUIIF for Cross:-Ornganizationall Privacy-
Presenving|Data Analysis

Organization A

RN

Organization B Organization C

Compare, match, and analyze data from different organizations
without disclosing the private data
to any other party




Motivation: Cross-Domain Attacks

Hackers attacking both UMN and UEFL
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How: PURSUIN Works;for the User
DownloadPURSUIT plug-inifor the existing

network:monitoring sensorsisuchias SNORI}
MINDSFandinstall

o PURSULT oltiejl) i
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PURSUIIF Weh Site
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Some Technical Challenges for PPDMthat
may Work

Viultparyenvirenment
COMMUNICELCRIETICIENGY,
3 Fofggi egsUmgions eloout iflg User ognElior,

o Perforis corroutEltons e corrmtrlicaions s
EXPEGIET
o Sei-ronegs

o No Collusmn




Utility’ Function for. Secure Multi-Party Sum
with;Collusion

X 500

Optimal strategy
encourages

1000

collusion

Number of
colluding nodes

10

Iifyeu implement Secure
Sum inra real distributed
multiEpary envirenment
menyeuwWiliimoest
ikely:have collusion




Game Theoretic Perspective

Viulu=RParty PEDIVI asigames
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o Carguotel, Dasg, Liu, 2006
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Conclusions

lime teiproduce; Killerapps: and products;
Neearoreviewitne clrentenonentPEo
MG ESEACH anENEERIAVIEWNNEKESISENSE

IRENEZIRVEHES

G

~

0
(
~

C|C

a Gt rle of elggurnoions et We rlely
OIURIIIES

CD

gger) Usine for

8 Econorics, Jame ineory ey o useil,




