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Research & Development at
FIVIBBADIADIC Laboratory and AGNIK, LLC

CEISiibuted and mobile data mining.

CSlipported by Departmenit offiSemeland Security,

INASA, US National Sciﬁundaﬂon CAREER‘W-_

aWerd and other gran iFEerce, TRW
RESearch Foundation) and Technology _f:‘._’
PEVelopment Geuncil, and others. ;

)  §/

Agnik, LLC: A Spin-off from DIADIC Lab,
speciqlizing on mobile and distributed data’mining
and management.

INRE(®DM)

> Sealableranalysis of data by
carefullattention to the resources:

- g’
muRjcaton,
Storages and
human-ceomputer interaction.

Distributed' data mining (DDM): Mining data
using distributed resources.




VS ofithe Community
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AWKDD \Workshiepren Distributed Data Mining, 1998.

-
ACM SIGgD Woerkshoep on Distributed Data Mining, 2000.

PKDD Workshiepron Ubiguitous Data Mining for Mobile and
Distributed Environments, 2001.

SIAM International Data Mining Conference Workshop on
High Performance and Distributed Mining (2001, 2002,
2003, 2004, 2005, 2006)

Ing in Distributed and Mobile

J ERVieRments
#
gibaiabases fifem distributed sites
4 EarthpsScience; Astronomy, Counter-terrorism,
g BioIieRmatics

Viennterng Multiple time critical data streams
oni ing vehicle data streams in real-time
nitering physielogical data streams

Analyzing data in Lightweight Sensor Networks and
Mobile devices

Limited network bandwidth
Limited power supply.

Preserving privacy.
Security/Safety related applications

Peer-to-peer data mining
Large decentralized asynchronous environments
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P RESelIrce-Constrained Real-time

.. ngical [Data Stream Monitoring
eI ENSENS OIS aVailallenn the ‘_

m-ket
> Sej EgigAnmbandiienm Bodyledia

> WearableWest s
> LLifeShiri (%ment from\Vivometrics

» SenseWWearanmand can measure
heat flux; accelerometer, galvanic
skin response, skin temperature,
near body temperature

» Arm band can store up to about 5
days of data.

1. www.smartextiles.info

_— NeWhySiological Data Stream
p -~ Vienitering Devices

Detecting emerging patterns in a group of health workers, soldiers,
elderly individuals, animals.




v ’_ MeFIeet: A Vehicle Data Stream

' enteneivining Software System

it

Saigozicchlvideltis
Contintious data streams from
the vehicle datasbus
Onhoard datel strem\ mining
Communica@with a remote
controel statien
Privacy management

Central control station:

Data Management
Data mining ]
Communicates with the on-board Funded by US Air Force.

modules over wireless networks A commercial product to
Privacy management be released in Q1, 2006.

[GlerPata Stream Mining
‘ -

\VERICIE JiEaNVieniteringland Maintenance:

gvenalimoedelfand datar driven fault-tests
g unusal behavieior a subsystem and accessing the data producing
i \VioK

Fuel ConsumptiMAnalysis:
IS the ve{@ puUming fuelfefficiently? Identify influencing factors and optimize

DEtEctIMiiEncEroiaiiver behavior on gas mileage and eliminate inefficient
driving pracuces

Driver Behavier Monitoring:
Route monitoring; Fixed and variable routes
Direct Cost Issues: e.g. ldling, braking habits
Safety Issues: e.g. speeding, trajectory monitoring (e.g. stopping, turns)

Vehicle location related services

Vehicular network security and privacy management




ELEERPEE VIV eb Mlnlng

" { "
What is the Has anybody
B most visited ~ = hfoundta
news-page / c tiat?us c;re
in network d|g|t):;|
today? camera?
N
What is the
most-likely ‘
browsin
pattern t% What is the best
know about search-key to search
“Data for “Child Care”?
Mlnlng ?

ShuipBrewser Data
>

Weag-afowseEr llsicisY
'%s%cache

Clickssiregm data stored at browser

(BreWsInepattern)

Search gueries typed in the search
engine

User profile

Bookmarks




washingtoenpost.com

Hackers Target U.S. Power Grid

Government Quietly Warns Utilities To Beef Up Their Computer Security

By Justin Blum
Washington Post Stalf Wriler
Friday. March 11, 2005; Page EO1

Hundreds of times a day, hackers try to slip past cyber-security into the computer
network of Constellation Energy Group Inc., a Baltimore power company with
customers around the country.

"We have no discernable way of knowing who is trying to hit our system," said
John R. Collins, chief risk officer for Constellation, which operates Baltimore Gas
and Electric. "We just know it’s being hit."

y-Sensitive Cross-Domain
ntrusion Detection

g
NEtWork Attack Detection system using
Pyl Efving Distribuied Data Mining

> Detectingl stealth) attacks
. I NIGNELS
| entifyir@e_ross-domain attack patterns, worm classification

Sponsow DEpartment of Homeland Security

Partners:

Agnik, Army High Performance Research Center, University of
Minnesota, and Tiresys Inc.

PURSUIT Consortium:
Purdue University
Ohio State University
Stevens University
SRI International
University of Illinois at Urbana-Champaign




eSS Domain Attacks
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SpatialtAttack Distribution of IPs on the Same Day:
(Left) IPs attacking the UFL network on 12/09/04
(712 scanners). (Middle) IPs attacking the UMN
network on 12/09/04 (14,938 scanners). (Right)
Intersection of the IPs attacking UFL and UMN (201
scanners). Courtesy. Vipin Kumar, UMN

©servation
’ -
q -~
Org iZeesneed the big picture
Solutioﬁ&‘
S/ialENdAiz: Privacy concerns (e.g. packet content,
destinationplP) prevent sharing data.

Shiare ddia patternis not the data: Make sure that the
privacy: of the source data is not compromised

Develop technology for privacy-preserving data
analysis needed for network threat management




U. SUIT: What Is 1t?

-

| P NNSIReHa SEnsor; It is a glue to hook
Nnsors

A distribtn‘sd platform independent
middieware
Connectin@/our network existing threat detection
Sy/Stens

Powered by privacy preserving distributed data
mining (PPDM) technology

Collaborative collection of digital evidence and
archival

PURSUIT web services

BURSUINE Why Bother?
#

ShiRENeHaUERNWIthoUt compromising

9

YardstickSercompare against

Some Speeific:Capabilities:
Distrbuiedidetection ofi stealth probes
Distributed Botnet detection
Attack trend analysis for a coalition of organizations
Generating| globall perspective of the cyber-threat
Many others

Information Sharing and Analysis Centers (ISAC),
ESISAC, and other entities




plioYAEEatures: Some Examples
-
Exa esioff Basic Features:

‘ Seurce [P DEStination P,
ice RPort, Destination) Port,
Protocol,"D tion of Flow, Number of Packets Received,
Numb‘ ol By/tes per Packet Received.

ExamplesieifDerived Features:

Number of unigue inside destination IPs touched in last N
conmections;

Number of uniguerinside destination IPs touched in last T
seconds,

Number of unigue destination ports touched in last N
connections,

Number of unique destination ports touched in last T
seconds.

Ving in PURSUIT & Privacy

/ Issues
#
WIti-party distributed data

-
Compuierglohal patterns without direct
AGEESS 1o the raw unprotected data

Must ceme with provably correct guarantees
With respect to a given privacy model

Must be scalable with respect to
number of data sites
size of the data




1 IIIW Eunction Computation
e
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it

emiViulti-Party Data
-
CoRside@arcoalition of n different
Jrefeliizaitjolgls
. -
EachieiEanzation counts the number of
connEecupRstirom a particular source IP, to
a destination, IP’and'a destination port.

Add the counts without divulging the
sources

ITEtration: Similarity Preserving

’ ﬁﬂdomizgd Transformations
#
mmesses Privacy-Preserving Encoding

1021680541} 4450747, 144,472, 75.4616, -11.3656, 32.48, -235.113
“.192.168.0.141 44,0447, 144,472, 75.4616, -11.3656, 32.48, -235.113
22,9086, -70.1776,,36.5356, -101.842, 115.27, -114.135

| 70,15, 5

B <

Inner product matrix Inner product matrix

11



e? Froduct Computation

»
EEUCL IS aruseful primitive
B Correlation matrix and Euclidean distance computation
hﬂﬁering
Principaﬁ:o enent analysis
Decisieniireerconstiuction
Bayesian netwoerk construction

Computing Inner Product
Deterministic
Probabilistic

FRreduct Computation:
IMIMISTHC lechniques

Exact computation

Orthoegonal transformations
Fourier
Wavelet
Eigenvectors

Cenual node Transform the data vectors,
inner product communicate the sufficient
statistics, compute the inner

product




5 Ir-lr Product Computation: A

ﬁ)b@blllsﬂc Technique
“ . L

Noedez Node 1 computes zZm

Zy=A1.J;+..+An.J,

J, € {+1,-1} with
uniform probability

Node 2 calculates Z, ,
Z,=B1.J;+..+Bn.J,

Compute z, .z, , for a
few times and take the
average

Inner product

—e— Inner product

Variation of the mean relative error in distributed
inner product with respect to 72 (in percentage) using
uniformly distributed data [0,1]. The mean is
computed over 10 independent runs.
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ERErodiicts: An Ordinal Approach

-

-
Ne) estedin the value of the inner

ik

o

-
EldiEReRES thiat rank high

e

ConUnued
>

% An Berandom samples; Cdf F(x);

.
Boundithe probability

An<Agp<--<Ay P(A,;>Z)>0

= pe
L p=0.95, q=0.95
s 19d-a) n>=59

lg p

14



3 ending Privacy-Preserving

‘ dieghnigues
*

Witizaﬁon

Randem p@r&rbation (Agrawal and Srikant, 2001)
Randeminultiplicative noise

Secured VulwErParty: Computation (Goldreich, 1998)
K-Anenymity. (Sweeney, 2002)

K-Ring| of Privacy: (Kargupta, et al., 2005)

" Data Pert}_lrrbation—based
‘ipproach: The Idea

Local Data Site ’ Local Data Site

New Representation of the ’\tl]ew Regresemation of
raw data the raw data




e Wm. Additive Noise

PErured Data (UL) = Original Data (U) + Noise (R)

Enties of'ho'ge matrix R are i.i.d.

Refereﬂ:es:
Agrawalfand Srikant, SIGMOD, 2000
Eviimievski, December, 2002 SIGKDD Explorations

Evfimievski, Srikant, Agrawal, Gehrke, ACM
SIGKDD: Conference, 2002

Rizvi and Haritsa, 2002
Others....

y W'om Addiitive Perturbation
-

g-n
t@

Given mxn dimensional data set X and

mxn dimensional noise matrix with i.i.d. entries.
Compute the perturbed data Z, where Z = X + R
Release Z to the data miner for estimating patterns.

Agrawal and Srikant, 2001.
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T
Strctured Data

17
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PErusEdlVersion (Data + Noise)

0T O
_k'\\._

18



T A
BEIGENVaIUES off Random Matrices

Bounds of the eigenvalues:

Apgn = 'C’J':.J- - J-/ V@)J
Amax = 02(1+ 1//Q)

Q=number of rows/number of columns.
o2 = variance of entries in the noise matrix.

19



e Pertu&ation & Eigenvalues
girRandem: Matrices

Spectral filtering based on properties of eigenvalues
of random matrices.

Elerences
-~

4 pSivakumearsand H. Kargupta. (2004).
’rivacy SEnsitverBayesian Network Parameter
: Uneloceedings of the Fourth 1EEE
|termatit pnierence on Data Mining. Brighton,
UK, pages 427-430.

H. Kargupta;'s. Datta, Q. Wang, and K. Sivakumar.
(2005). Randem Data Perturbation Techniques and
Privacy Preserving Data Mining. Knowledge and
Information Systems Journal, volume 7, number 4,
pages 387--414.
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Wlpl jcative Noise

pediDate (UL = Original Data
OJSE 1(.R)

-
Ul =UR

Can ULl be usedi for privacy preserving
applications?

Preserves inner product and Euclidean distance.

21
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- R;ﬁdo'm PIejection

%H. Kargupta, and J. Ryan. (2005).
Ic2VEINOISE) Random Projection, and Privacy
Preservineipeie Mining from Distributed Multi-Party

DatasWEEE Tiansactions on Knowledge and Data
ErgIeeniig;
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K=Ring of Privacy

*

Privacy-preserving Representation

% Transformation

ﬁ

. Form__al Definition
‘ *
_

St Z{(Xi’yi)? ﬂ'd Xyi ={x | (%, ;) €S}
k=miin||>9yi||

If for all y, we can guaranteeM <y VX, X eX,

PLY; | X,]

then transformation T offersa (k, ») — Ring of Privacy

23



L
L AsimplifiediDefinition
For all yiw guaantee PLy; [ x.]=PLY; [X,] Vx,X,eX,

Therefore, y =1

A Twoe-Channel Plan
Noise free pattern-channel
Noisy channel privacy-preservation

AvElRcuenally Complete
Epresentation

Weongider & basisiset

A targetiiaction
- 609 = 2 W; W()

24



L
ExamplesVilticVariate Fourier Representation

F j -
-
EREGlTENE NEAtion f() = X 5 Wy v (%)

wheh

Jis an indexegseh

w, is thekeicoetficient; w, = ¥, f(x) v, (x)
W (%) Is the REIBasis function.

In Binary demain
V9= (D

Random: Mixing

-

#*
G, =¥, W
=SHERRW = (¥, P)(P"W) =¥, W
.

Whererhsiarrandom invertible matrix

Data owner releases \PX andW'

25



- elllué faien: Nearest Neighbor
- dCcmthation

NI paIlEWIsSe similarity matrix

G, =W, W]
. p'7q p q

WherelWHSs a diagonal matrix

In Fourier representation entries are
from the set:

f ‘F{agdom Mixing
d’,.i\PXPWlPXTq SRR W (PT)PTw]
B ['%, PI[PW(P")][PT¥] ]
=P, W

Release ¥, andW"

26
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4 -—
3 ‘ Example

Fpbit domain 400, 01, 10, 11}
MUlt=Vaiate Fourier basis set

Conclusions

;“*

gsingrnumber el data rich distributed
PHVACYERIESEIVIngG applications
Per\@ivem/ireless environments
Erid
P2P'file’shiaring networks
Cress-domain multi-organizational environments

Privacy Models: A Social Issue

27



_ N tlre Work

Cud IEchenS of the field of DDM:

¥

Wurce constiained data stream management and mining

pP2PR dat:r m@ng

PrVaCYAPreseving data mining
arge-scale grid-based DDM
Human-computer interaction issues

Communication & collaboration management, reasoning
capabilities---Multi-agent systems
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