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1 Introduction

Traditionally, securityfor stand-aloneeomputersandsmall networks washandledby physicalsecu-
rity and by logging into computersanddomains. With opennetworks like the Internetand pervasive
environmentsissuesconcerningsecurityandtrustbecomecrucial. Thereis no longerthe physicalas-
pectof securitydueto the distributednatureof the networks andthe conceptof userauthenticatiorto
a domainis not possible.Imaginea scenariovherea user with a portabledevice, walking througha
building, switchesonthelightsin thecorridorandlowersthetemperaturef theroomthathe/sheenters.
Thisis anexampleof penasve/ubiquitouservironmentsthatwill soonbeareality. In theseubiquitous
computingenvironmentsusersexpectto accessesourcegandservicesanytime andanywhere leadingto
serioussecurityrisksandproblemswith accesgontrolastheseresourcesannow beaccessetly almost
anyonewith amobiledevice. Adding securityto suchopenmodelsis extremelydifficult with problems
atmary levels. We cannotassumenarchitecturavith a centralauthorityandaccesgontrolis required
for foreignusers.Theportablehand-heldandembeddedevicesinvolvedhave severelimitationsin their
processingapabilitiesmemorycapacitiessoftware supportandbandwidthcharacteristicsMoreover,
thereis currentlya greatdeal of heterogeneityn the hardware and software ernvironmentsandthis is
likely to continuefor theforeseeabléuture. Finally, in suchanopen heterogeneouslistributederviron-
mentthereis a greatlik elihoodthatinconsistentnterpretationsvill be madeof the securityinformation
in differentdomains.

Existing securityinfrastructuresiealwith authenticatiorandaccessontrol. Thesemechanismsire
inadequatdor theincreasedlexibility requiredby distributednetworks. We suggesenhancingecurity
by the additionof trust, which is similar to the way securityis handledin humansocieties.A person
is trustedif someonave trust, saysthatthe personcanbe trusted.In termsof distributedcomputing,a
useris allowedto access serviceor information,if theuserhastheaccessight to doso,or if theuser
hasbeendelegatedthe ability by a trustedauthority Trustmanagementanbe viewedasdevelopingof
securitypolicies, the assignmenbf credentialgo entities,checkingif the credentialdulfill the policy
andthedelegationof trustto third partieq8, 3]. We proposea lightweightsolutionfor trustmanagement
thatis applicablefor the Internet which we aretailoring for pernasive computingervironments.

2 Pervasive Computing

Penasive Computingstrivesto simplify day-to-daylife by providing the meansof carryingout per
sonalandbusinesgasksvia portableandembeddedievices. Theseaskscouldbeassimpleasswitching
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Figure 1. Pervasive Computing

onthelightsin a conferenceoom, checkingemail, organizingmeetingsaccessingervicesn aroom,
to bookingairlinetickets,buying andsellingstock,andevenmanagingoankaccountsAs seenn Figure
1., hand-heldand embeddedieviceswork within a ubiquitousnetwork infrastructureto provide more
relevantinformationandservicedo theuser

Ourresearclprogram is aimedat realizingubiquitouscomputingsystemghatarecomposef au-
tonomousijntelligent,articulateandsocialcomponentsAs partof this researctproject,we have devel-
opedCentaurug7], which realizesthe SmartOffice scenariowhereintelligent servicesareaccessible
to mobileusersvia hand-helddevicesconnectedver shortrangewirelesslinks.

We encounteredeveral problemswith securityfor Centaurus Firstly, it is not possibleto have a
centralauthorityfor asinglebuilding, or evena groupof rooms.Sowe have to usea distributedmodel,
wherethe servicemanaers, eachof which areresponsibldor a subsetof servicesarearrangedn a
hierarchy It is alsonot sufficient to authenticateisersbecausenostusersareforeignto the systemj.e.
they arenotknown. Sothereis no meansof providing accesgontrol. Considera CentaurusSmartoom
in an office, equippedwith an MP3 player fax machine,several lights, a coffee maker and a printer.
If a user John,walks, how doesthe room decidewhich servicesJohnhasthe right to access. Just
authenticatingohns certificategives no information on accesscontrol becauselohnis an unknown
user Unlessit is known in advancewhich usersaregoingto accessheroomandtheir accessightsare
alsoknown, simpleauthenticatiorandaccessontrolis notgoingwork. AssumeJohndoesnotwork in
theoffice, butin oneof its partnerfirms. How will thesystemdecidewhetherto allow him to usecertain
services? DistributedTrustis the solution. Someauthorizedpersonin the office candelegatethe useof
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theservicedn theroomto Johnfor the periodduringwhich heis in the office.
As simplesecuritydoesnot satisfyall therequirement®f the penasive model,we suggesthe useof
distributedtrust

3 Distributed Trust

The distributed trust approachinvolves articulating policies for authenticationaccesscontrol and
delgyation,assigningcredentialgo individuals,allowing entitiesto delegateor defertheir rightsto third
partiesand providing accessontrol by checkingif the initiators credentialdulfill the policies. If an
individual hasthe ability to access certainservice theindividual is saidto have theright to accesshe
service.If anindividual defersaright, he/shepossesses$o anotherindividual, it is calleda delegation,
theformeris calleddelggatorandthelatterdelegatee A usercanaccessservice jf he/shehastheright
to doso,or if he/shenasbeendelegatedtheright by anauthorizeduser who hasthe ability to delegate.

Therehasbeensomework in this areastartingwith well known modelslike Simple Public Key
Infrastructure(SPKI) [5] andPretty Good Privacy or PGP[14], to Blazes Policy Maker [8, 3]. Blaze,
who coinedthe term Distributed Trust Management tries to solve the trust problemby binding public
keys to accessontrol without authenticatior{8, 3]. His PolicyMaker, givena policy, answersqueries
abouttrust. Thoughpowerful, the policy definitionis complicatedandnot easyto understandor non-
programmersvho areprobablygoingto developthe policy. Delegation,suchascopy/copy propagation
issueshave beenlookedatin operatingsystemsbut they generallydealtwith a knownuserdomain;all
usersvereknown in advance.

Distributed Trustis essentiallythe establishmenof trustby interpretingpoliciesto validatecreden-
tials, which canbe deleggatedby authorizedusers. But how candistributedtrust be usedin penasve
computing? Next we describean architecturghatusestrustto solve the previously discussedecurity
issues.

4 Trust Architecture

A securitypolicy is a setof rulesfor authorizationaccessontrolandtrustin a certaindomain. All
services/usersf the domainmustenforceits policy andcanimposea local policy aswell. A service
beingaccessetyy a foreignusershouldverify thatthe userconformsto bothits policies. Thepolicy in
eachdomainis enforcedby specialagentscalledsecurityagents Theseagentsarepartof the Centaurus
ServiceManager Users/agentareidentifiedby X.509 [1] authenticatiorcertificates.Delegationscan
be madeby authorizedagentsn the form of signedassertionsSecurityagentsareableto reasorabout
thesesignedassertionandthe securitypoliciesto provide accessontrolto theservicesn theirdomain.
In our systemwe view 'delegation’ as a permissionitself. Only an agentwith the right to delegyate
a certainaction can actually delegatethat action, and the ability to delegate,itself can be delegated.
Deleggationscanbeconstrainedn the policy, by specifyingwhetheranagentcandelegatea certainright
andto whomit candelegyate.

Rightsor privilegescanbegivento trustedagentswho areresponsibldor theactionsof theagentgo
whomthey subsequentlgelegatetheprivileges.Sotheagentswill only delegateto agentghatthey trust.
Thisformsadelegationchain.If any agentalongthis chainfailsto meettherequirementsassociatedvith
a deleggatedright, the chainis broken andall agentdollowing the failure are not permittedto perform
theactionassociatedvith theright [6].

Agentscanmake requestdor a certainserviceto a securityagentcontrolling the service,andwhile
doingsothey attachall their credentialsi.e. ID certificate authorizatiorcertificatesetc.,to therequest.
The securityagentsgenerateauthorizationcertificates that canbe usedas'tickets’ to accessa certain
resource.An agentcanalsorequestanotheragentto delegateto it theright to accessa certainservice
(referto Figure 2). The latter agent,if satisfiedwith the requestes credentialsmay decideto send



Figure 2. Trust in Pervasive Computing Environments

backa signedstatementontainingthe delegation. The securityagentis responsiblgor honoringthe
delgyation,basednthedelegators anddelegatees credentialandthe policies.

The securitypolicy could also containinformationaboutroles of someagentsandthe abilities as-
sociatedwith certainroles. Our work is relatedto Role BasedAccessControl [13] in that, an agents
accessightsarecomputedrom its properties Our approachs moregeneralhowever, becaus®necan
useontologieswhich include not just role-hierarchiedut any propertiesand constraintavhich canbe
definedby declaratve hornclauses.

Considerthe previous exampleof Johnenteringa SmartRoom Johnis an employee of one of the
office’s partners but the servicemanagelis unableto understandis role in the organization,so heis
deniedaccesdo the services.Johnapproachesneof the managersSusanandasksfor permissiorto
usethe servicesn the SmartRoomAccordingto the policy, Susarhastheright to delegatethoserights
to anyoneshetrusts.Susardelegateso John theright to usethelights, the coffee maker andthe printer
but not the fax machine for a shortperiodof time. Susars laptopsendsa shortlivedsigneddelegation
to Johns hand-helddevice. WhenJohnentersthe room, the client on his hand-helddevice sendshis
identity certificateandthe delegationto the servicemanager As Susans trustedandhasthe ability to
delgyate,the delggationconformsto the policy andJohnnow hasaccesgo thelights, the coffee maker
andthe printerin the room. Oncethe delegationexpires, Johnis deniedaccesdo ary servicein the
roomandmustaskSusarfor anotherdelegation. In this way, aforeignuser John,is allowedaccesgo
certainserviceswithout creatinga new identity for him in the systemor assigninga temporaryrole to
him or insecurelyopeningup the systemin anyway. This scenariademonstratetheimportanceof trust
over security



5 Ongoing Work and Conclusion

We areworking on integratingtrustinto the securityinfrastructurefor Centaurus We believe that
trustwill adda new dimensionto penasve computing.allowing greatefflexibility in designingpolicies
andmorecontrol over accessingf servicesandinformation. At the sametime, we areimproving our
trust architecture.The systemis being extendedto include entittementsprohibitionsand obligations
andthe ability to delegatethem.

Anotherimportantissuewith distributednetworksis that of privacy. Usersdo not wanttheir names
andactionsto belogged,sowe aretrying to do away with with X.509 certificatesandreplacethemwith
XML signatureg11] from atrustedauthorityanddoesnotincludetheidentity of thebeareybut only a
role or designation.

Our pastwork on distributedtrust representea@ctions,privileges,delegationsand securitypolicy as
horn clausesencodedn Prolog. In orderto develop a approachthatis bettersuitedto sharinginfor-
mationin anopenernvironment,we arerecastinghis work in DAML [4], the DARPA AgentsMarkup
Language.DAML is built on XML and RDF and providesa descriptionlogic languagefor defining
and using ontologieson the weh In applying our framework, one must extend the initial ontology
(http://daml.umbc.edu/ontologiesist-ontdam) by definingdomain-specificlassedor actions,roles,
privileges,etc. andcreatingappropriaténstances.

In penasive computingervironments securityplaysavery importantrole. But simplesecurityitself
is insufficient becausehe usersare generallyunknovn andthereis no centralauthority To make the
vision of ubiquitouscomputingareality, we firmly believe thatdistributedtrustneeddo beaddedo the
securityinfrastructure.
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6 Appendix

We briefly describesomeof thetermsthat are usedin the paperin following table

Term

Explanation

Authentication

Access

Role-Based\cces<Contol

Distributedtrust

Deonticlogic

Pervasivecomputing

Bluetooth
Semantid\eb

DAML

involvesverifying theidentity of apersoror processPopularauthentication
techniquesn openernvironmentsinclude Kerberostickets [9] and digital
certificateqe.g.,X.509[1]).

is the ability to do somethingwith a computerresourcge.g.,use,change,
or view) andAccessContmol is the meansby which the ability is explicitly
enabledor restrictedin someway (usually throughphysicaland system-
basedcontrols).

is an approachin which accesglecisionsare basedon the rolesthat indi-
vidual usershave aspart of an organization,suchasdoctor nurse,teller,
managerstudentetc.

canbeviewedasdevelopingof securitypolicies,the assignmenof creden-
tials to entities,verifying if the credentialdulfill the policy andthe delega-
tion of trustto third parties[8, 3].

is abranchof logic thatdealswith reasoningpertainingto normatve matters
lik e permissionspbligations entitlementsprohibitions.

is thesetof technologiegor developinghighly interactve ervironmentghat
allow mobile usersto accessnformationandintegratedservicesvia hand-
helddevices. Thepervasivecomputingernvironmentof thenearfuture[12]
will involve theinteractionscoordinatiorandcooperatiorof numerousca-
sually accessibleand often invisible computingdevices. Thesedevices,
whethercarriedon our personor embeddedn our homes,businessesand
classroomswill connectvia wirelessandwired links to oneanotherandto
theglobalnetworking infrastructure.

is aspecificatiorfor shortrangeradiolinks betweerportabledevices[10].
is anapproachor expressingnformationavailableon thelnternetin ama-
chinereadabldorm [2].

is an extensionto XML andthe ResourceDescriptionFrameavork (RDF),
which is beingdevelopedto markupinformationin machinereadabldorm

[4]
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