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n the past e years, the resear h ommunity has seen plenty o hype asso iated
ith irelesss pervasive mo ile wu i uitous omputing o ile Commer e
Commer e in parti ular asde lared asthe iller app drivingthe ireless
revolution n hat is undou tedly testimony to the speed at hi h internet time
moves, the last year has also seen pundits de laring, ith e ual ertainty, that
Commer e is either a non starter or that it is dead n large part, the lame
or oth the initially hype and the more re ent disappointments must rest ith
the rather narro vision o m ommer e that some segments o the industry ere
promoting n this vision, ell phones or irelessly onne ted  As essentially
e ame mo ile store ronts or e tailers essentially an in remental hange in the
present e tailing idea e are all amiliar ith the ads o people uying produ ts
and servi es rom their ell phones rom the ea h The dra a so thisidea
are not hard to identi y, as an in reasing num er o re ent riti al ommentaries
sho This approa h essentially treats palmtop devi es as onsumers or lients
o goods or in ormation The in ormation or goods ome rom servers on the
ired side
This approa h typi ally ased on a lient pro y server model has een
developed y the a ademia over the last ve or si years in onte ts su h as



e a ess rom mo ile plat orms orinstane , , , , , , or trans
a tion support or data ase a ess Variants o this approa h are no emerg
ing rom several ommer ial ompanies in the orm o systems that allo phone

ased miro ro sers or Astoa essdomainspe i internet ontent head
line ne s, sto s, sports et rom designated portals The A  onsortium
http ap om is leading e orts amongst tele ommuni ation ompa
nies and servi e providers to evolve a standard me hanism and mar up language
to support this There have also een e orts, mostly rom startups and e tailers,
to allo people to uy goods using the phone mi ro ro sersor  As n some
sense, one an thin o this as a , here a e identi ed
servi e providers e ist and the tra  in servi es is one ay

et vie ed in a roader perspe tive, = Commer e in parti ular, and
ervi es in general, have yet to e ully arti ulated or e plored, espe ially in
the onte t o emerging mo ile ad ho net or s taying iththe Commer e
idea, onsider a move a ay rom the prevailing mo ile store ront vision n the

uture, instead o ust intera ting ith the uy it yoursel e store ronts,
onsumers ill e a le to intera t ith servi e providers in a personali ed ay
via automated servi e oriented e ar et models eg The selling o tan

gi le goods ill simply e one su h servi e Other servi es ould in lude data,
in ormation, so t are omponents or even pro essing time storage on net or ed
ma hines There ill enoe pli it lients and servers ut peers hih an e

oth onsumers and providers o di erent servi es Commer e ill thus e
trans ormed into hat e reer to as , or more generally, into

ehave een or ingonanum ero pro e tutili ing this alternative

that involves the ooperation o autonomous a tive ,sel des ri ing

arti ulate , highly intera tive so ial , and adaptive intelligent ompo

nents hi h arelo atedin vi inity o one another u hhard areandsot are

omponents ill automati ally e omea areo ea hother,esta lish asi ire

less ommuni ation, e hange in ormation a out their asi apa ilities eg

servi es they an o er and re uirements e g payments they need , dis over

and e hange A s, and learn to ooperate e e tively to a omplish their
individual and olle tive goals

Thisideao ad ho teamso entities that are dynami ally ormed to pursue
individual and olle tive goals an e used to reate the sot are in rastru ture
needed y the ne t generation o mo ile appli ations These ill use the emerging
third and ourth generation road and ireless systems, as ell as short range
narro and systems su h as luetooth Hereto ore, the sot are omponent o
mo ile omputing has lagged ehind its hard are ommuni ation, omputing
and net or ing aspets uh o the resear h in the sot are area is o ten
limited to allo ing appli ations uilt or the ired orld e ,data aseset to
run in the ireless domain using pro y ased approa hes Our or has sought to
move eyond this and provide a rame or  hi h uses the po er o mo ility and
ad ho ireless onne tivity to ena le novel appli ations The results ill point
us to ard a physi al environment in hi h devi es all around us and even on



our ody are in onstant ommuni ation and organi e themselves to ooperate
to do our idding

t is in the evening, and Jane s panel meeting at  F in Arlington is ust
ending As she steps out o the wuilding to al thet o lo s to her hotel,
she de ides that a ter resting or a it, shell get ready and have dinner in one
o the near y restaurants he tells her palmtop o this de ision, and as s it to

nd out near y restaurants that serve uisines that she ould li e to try ut

ant nd in her home to n The palmtop goes into dis overy mode and on
ne ts to a near y ro er provided y the Arlington Restauranters Asso iation

t sends it Jane s uisine pre eren es and pri e ranges, and as s or a re ommen
dation or a restaurant here she an eat in a out  minutes rom no The

ro er has some stati in ormation a out its lo al restaurants su h as lo ation
and menus  anagers in the restaurants are also eeding it dynami in orma
tion su h as ait times or any dis ounts spe ials that they may have, ased
on their urrent situations ased on oth the stati and dynami in ormation,
the ro er omes up ith a list o possi ilities ean hile, as Jane is al ing

a , her A as s the As o0 others in the area or their opinions o good
lo al restaurants and stores them  hen Jane is ready to head out, the alm

A pulls the re ommendations rom the ro er and presents them to Jane Her
hoi es in lude Vietnamese, alaysian, ongolian and Cam odian restaurants,
sin e these uisines are similar to the Chinese oods she li es he sele ts the
Vietnamese restaurant, sin e it is o ering a o oupon and had a ouple o
good mentions in the in ormation her A had gathered rom other people Her
A ommuni ates this hoi e to the ro er, as s that a reservation e made

t then dis overs the lo al map server that the ity o Arlington runs, and gets
dire tions rom Jane s hotel to her restaurant

Other s enarios an e dra nin and around meeting rooms, shopping malls,
airport terminals, train stations, and high ay e its A ommuter train passenger
getting o her destination station may need to send an urgent a  ut her A
la s dial up apa ility Or perhaps, during the trip, she may have re eived an
email atta hment that ontains a ne audio or graphi s ormat that re uires a
player she does not have on her A As the train starts to slo do n entering
the station, the passenger starts up an agent that an see and retrieve the

a or the player sot are servi es as she al s out o the station Another
possi le s enario that ould arise in airport terminals and gate ays is one in
hi h arriving and departing passengers may see ea h other toe hangele tover
urren y dire tly short o an s uy sell e hange rates imilarly, rossing
tourists may e hange or sell goodies su h as e oupons, unused museum ti ets,
and personal tips on their ay out o a ountry they have visited



The asi assumption ehind our or is that at the level o omputing and
net or ing hard are, e ill see dramati hangesin thene t e years Com
puting ill e ome pervasive a large num er o devi es eg phones, As,
household applian es ill e ome omputationally ena led, and mi ro nano
sensors the so alled smart dust ill e idely em edded in most engineered
arti a ts All o thesedevi es ill e irelessly net or ed orespei ally, e

ill assume the emergen eo i palmtop and eara le em edda le omputers,
ii ~ luetooth li e systems hi h ill provide short range, moderate and idth
onne tions at e tremely lo  osts, and iii idely deployed, easily a essi le

ireless LA s and satellite A s e assume that these ill e a mi ture
o traditional lo  and idth systems and the ne t generation high speed ones
These developments ill lead to irelessnet or sthat ills aleallthe ay rom
adho odyareanet or stosatellite A s,andlin together super omputers,
palmstations and em edded sensors ontrollers There is ongoing resear h
in industry and a ademia in reating the hard are and lo level net or ing
proto ols that are needed to reali e this vision ome re ent e orts have also
started in reating smart spa es and integrated sensor net or s and addressing
the data management hallenges that ill need to e solved in order to ena le
ne appli ations

The s enario e have des ri ed earlier serves to illustrate the te hni al hal

lenges that e and others are trying to address n parti ular, as omputing
e omes pervasive, an in reasing num er o entities ill e oth sour es and
onsumers o data and in ormation This is asigni ant hange rom the present,

here mo ile devi es essentially remain onsumers o in ormation, and the re
sear h hallenge has een to get them the right in ormation in a ormat suited to
the and idth and resour e onstraints o the devi e n the uture e envi
sion, esides the traditional o ile upport tation ased irelessa ess, many
o the devi es ill ommuni ate using o ile Adho e ors A T
ormed y luetooth type devi es Further, most devi es ill have and use
multiple ireless net or inter a es luetooth, LA , ellular et esides
o tainingin ormation rom anoni al and entrali ed sour es su h as a yello
pages server or restaurants , a devi e may o tain in ormation re ommendation
a out restaurants or servi e o ers a dis ount oupon or dinner rom other
devi es around it its present The s enario demands that
the system have some sense 0 vi inity The entities in the system must ea le
to des ri e themselves as ell as dis over others and gure ho and hether
to interoperate ith them, oth at synta ti and semanti levels Finally, the
entities should e a le to ommuni ate a stra t ideas, eg goals su h as hat
in ormation is it loo ing or and e a le to negotiate ith others or servi es

ant to no  hat the tra onditions are at pring eld nter hange,

in return  an provide tra onditions in do nto n C O ourse, the de
vi es parti ipating ill e resour e onstrained and heterogeneous, hi h poses
urther pro lems



ote that the hallenges here go over and eyond those ound in heteroge
neous and distri uted data management, and in ays more su tle than simply
handling redu ed and idth or dis onne tion, hi ho ourseremain important
issues Toe press this in traditional data management parlan e |, e ould say
that unli e heterogeneous data a ess here s hemas and atalogs at least
are no nin advan e, e aretal ing o a situation here oth are highly vari
a le and not no n up ront Thusa uery ill return results dependent on

here it originates, hat lo ation it re ers to, and ho is around at that time

n the remainder o this paper e des ri e on three re ent e orts e have made
to e plore some o the issues mentioned a ove e ill rst presentsour or in
developing the Centaurus system as a relatively lo level rame or on hih
to uild intelligent servi es in a mo ile environment e then des ri e resear h
aimed at using a distri uted trust model to provide se urity and a ess ontrolin
su h environments Finally, e ill des ri e an e ample appli ation, agents o,

hi h uses lo ation a areness to provide a simple restaurant re ommendation

servi e

The system des ri ed in this se tion provides an in rastru ture and ommuni a
tion proto ol or providing smart servi es to these mo ile devi es This e i le
rame or allo s any medium to e used or ommuni ation et een the sys
tem and the porta le devi e, in luding in ra red, and luetooth sing L or
in ormation passing, gives the system a uni orm and easily adapta le inter a e
e e plain our trade o s in implementation and through e periments e sho
that the design is easi le and that it indeed provides a e i le stru ture or pro
viding servi es Centaurus provides a uni orm in rastru ture or heterogeneous
servi es, oth hard are and sot are servi es, to e made availa le to the users
every here here they are needed
Our goal is to provide an in rastru ture and ommuni ation proto ol or
ireless servi es, that minimi es the load on the porta le devi e  hile ithin
a on ned spa e, the Client an a ess the servi es provided y the nearest
Centaurus ystem C via some short range ommuni ation The C is respon
si le or maintaining a list o servi es availa le, and e e uting them on ehal o
any Client that re uests them This minimi es the resour e onsumption on the
Client and also avoids having the servi es installed on ea h Client that ishes
to use them, hi hisa lessing or most resour e poor mo ile lients
e also e pe t all ervi es to ommuni ate via L or L ased lan
guagessu has R Fand A L hih are suita le or de ning ontologies and
des ri ing properties and inter a es 0 ervi es As this is already eing idely
used, e thin that it ill help in integrating Centaurus ith already e isting



systems The in ormation o ing in the system is stri tly in the ormo CC L
Centaurus Capa ility ar up Language hi his uilt on top o L
To veri y the easi ility o our in rastru ture, e haveused R or ommuni
ation et een the Client and the C in our rst stage o the development One
o the main dra a sis the limitation o the in rared ar hite ture Ho ever, e
elieve that the simpli ity and the a orda ility o the in rared devi es an over
ome these limitations e ouldli etoemphasi e that any other medium ould
eused or ommuni ation in luding luetooth all e provide isthe rame or
n the last e o years, a num er o te hnologies have emerged that deal
ith mart Homes and O es Among them are the er eley ina roet

, the ortolano pro e t rom the niversity o  ashington, tanords n
tera tive or spaes roet ,and er eleys o ument ased Frame or
or nternet Appli ation Control n the remainder o this se tion e ill

present the design and modeling issues o our approa h and tou h on ongoing
or Complete details on the ommuni ation proto ols, implementation, e per
imental results and omparisons to other systems are availa lein

A martRoom is e uipped ith a Centaurus Communi ation anager, hi h
ontinuously road asts, through some medium, a lient appli ation A person
ith a porta le devi e ho enters the room or the rst time is given the option

to install the so t are On e the appli ation is installed, it ontinuously reads

the updated list o servi es The person is a le to hoose a servi e, sele t a
un tion, 1lin the related options and e e ute the un tion These servi es may
e provided y Centaurus systems other than the one the porta le devi e is
onne ted to

Centaurus proto ol is used to om
muni ate ith mo ile lients and servi es The Centaurus proto ol onsists o
Centaurus Level proto ol and Centaurus Level proto ols Centaurus Level
roto ol is used as a glue et een some e isting ommuni ation ar hite ture
suhas r A sta , luetooth, or TC and the generi Centaurus Level
proto ol The Centaurus Level proto ol handles onne tion and dis onne tion
issues, identi ation and authenti ation o the lients and intera tion ith ar hi
te turespe i proto olssu has rLA and rL or luetooth The Centaurus
Level proto ol handles transmission o the L messages, time syn hroni a
tion, message ragmentation and re assem ly The Centaurus Level proto ol
is designed to e insensitive to dis onne tions, handle multiple lients, provide
minimal turnaround times and e easily porta le n a t in the urrent imple
mentation all ommuni ation managers and lient ommuni ation modules use
the e a tly the same ode ase

There are our main omponents in a Centaurus ystem the
ervi e anagers, the ervi es, the Communi ation anagers, and the Clients



The Communi ation anagershandle all the ommuni ation ith the Centaurus
Client The Communi ation anager ould implementing a num er o di erent
proto ols y having di erent CComm modules, or e ample, one that handles
R, another that or s ith luetooth, one that or s ith HTT to provide a
e intera eet The ervi e anagersarethe ontrollerso the system that o
ordinate the message passing proto ol et een Clients and ervi es The ervi es
are 0 e ts that o er ertain servi es to the Centaurus Client At the present
moment the ervi es ontain in ormation to ena le them to lo ate the loset
ervi e anager and register themselves ith it On e registered, the ervi es
an e re uested y any Client tal ing to any Communi ation anager The
Centaurus Client provides a user inter a e or a essing and e e uting ervi es
Figure sho sthe di erent omponents and the relationships et een them

Clients
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The ervi e anager a ts as a mediator et een
the ervi es and the Client This is disregarding the a t that the Client sends
the in ormation to its Communi ation anager that or ards it to the ervi e

anager hen a ervi e starts up, it has to register ith the ervie an
ager, sending its CC L le This le ontains its name, id and the inter a es
it implements  hen a ne Client omes along, the ervi e anager sends it
a ervi eList O et This ervi eList o et hanges dynami ally, a ording



to the servi es registered ith the ervi e anager o the Client al ays has
the updated list o servi es The Client an sele t a servi e, hi h auses the
ervi e anager to send the CC L le or the servi e The ervi e anager
then updates its data ase to re e t that the spe i  Client is interested in the
re uested ervi e henever the ervi e anager gets a status update o the
ervi e, it ill send it to all interested Clients The Client ill ontinue to re
eive status reports rom the ervi e, until it de registers itsel The Client sends
thene CC L letothe ervi e anager,a ter invo ing the inter a es o the
ervi e On re eiving this CC L, the ervi e anager validates the Client and
the CC L  the ervi eisstill availa le, the ervi e anager sendsthe CC L
to it, other ise it is ueued or a or sometime On e this timeout e pires, an
error is returned to the Client The is also responsi le or servi e dis overy
and leasing t allo s ervi esto register or a ertain amount o time it does
not re eive any status update ithin that time, the registration is deleted The
implements an intelligent loo up or ervi es, ena ling the Clients to sear h

or ervi es that provide a ertain ind o or related un tion

This is responsi le or the ommuni ation e
t een the Client and the Centaurus system As mentioned earlier, the system
an have a Communi ation anager ontaining di erent CComm modules, one
or every type o ommuni ation it ishes to implement The Communi ation
anager tal s via a ertain so et to the ervi e anager This is allo Com
muni ation anagers and ervi e anagers to e on di erent system  hen
the Communi ation anager re eives in ormation rom a Client, it sends this
in ormation dire tly to the ervi e anager throughtheso et henitre eives
data rom a ervi e anager, it validates the data and loo s at the header to
de ide hi h Client to send it to

A ervi eper orms a ertain a tion on ehal o the Client These

ervi es ould range rom ontrolling a light s it hora o ee pot to ontrolling

a printer or even a memo pad servi e, here Clients an leave messages or ea h

other ah ervi eregisters itha ervie anager y sendingits CC L le,

along ith its name, id and a rie des ription o its un tionality very time

its status hanges, it in orms the ervi e anager ta eptsre uestsonly rom
the ervi e anager that it is registered ith

A Client is a spe ial ind o ervi e and is treated asa ervi e t

has to respond to ommands and regularly send status updates A Client tal s

to the Communi ation anager and registersitsel itha ervi e anager This

registration is similar to the registration o ervi es On registration, it re eives

the ervi eList, hi h ontains the urrent list o ervi es The ervi eList is a

ervi e itsel , and auses the ervi e anager to send the list o ervi es, every
time a ne  ervi e registers, or a ervi e de registers

y hoosinga ervi e, the Client e pressesinterestinit The ervi e anager
sends it the CC L ledes ri ingthe ervi e The Client aninvo ethespe i ed
un tions on the ervi e, y hoosing one o its inter a es A ter hanging values
o ertain varia les,spe i edinthe CC L or the parti ular ervi e, it sends the

le to the ervi e anager to per orm that a tion t ill re eive status updates



rom all ervi es that it e presses interest in through the ervi e anager, until
it spe i ally in orms the ervi e anager that it no longer ants to re eive
these messages very time it ants to per orm a ertain a tion on a ervi e,
it retrieves the urrent CC L le rom its list, hanges the appropriate values
and returns the updated CC L to the ervi e anager, hi h or ardsit to
the sele ted ervi e

The ay Centaurus is setup, Clients and the ervi e anagersonlye hange

L messages y providing L trans orms, the L messages an e ren
dered to t the Client devi e For e ample,i the Client antstoa essa Lamp
Control ervi e, the lamp an e turned on and o This an e displayed as
a true alse uttonona A uton a ell phone, the the ommand ould e
spo en

The CC L is divided into sys
tem , data, addons, inter a es, and ino The system portion ontains
the header in ormation, the id, timestamp, origin, et There are t o varia les,
update or ommand An update varia le is used to in orm other Centaurus
omponents a out status updates o ervi es and Clients, hereas the om
mand is only used y Clients to send a ommand to a ertain ervi e The
system also ontains the listening se tion or a ervi e or Client t spe i es all
the ervi esthat a ervi e or Client is interested in  sing the addons se tion,

e an add a related ervi e to another ervi e, or e ample, add an Alarm
Clo ervi e to a Lamp Control ervi e e are not urrently using this se
tion All in ormation regarding the varia les and their types are ontained in
the data se tion The CC L or a Client al ays has one or more a tions in
its data se tion that a ervi e anager aninvo eon it This is used y the
to hange the state o the devi e

The ollo ing are the a tions that are onveyed in the CC L

ervi e ent is tionisset t e ient stev eotisvri eto
its nterest ist ie t e ist o servi est t it is intereste in
e ove ervi e isisset yt e ervie n erite erviet tt e ient

is intereste in isno on er v i e t sest e ient tosto istenin or sin
te ervie n re ovet e ervi e ro its nterest ist

The inter a e se tion ontains in ormation a out the inter a es that the
o et ervie Client implements Other details li e the des ription, and i on
or representation are in the in o se tion

e have su ess ully developed the rst version o Centaurus e elieve that y
providing a uni orm in rastru ture using L en oded data e hange e have
sho n that it is appropriate and e e tive or deploying servi es in an indoor
environment The rst stage development, in luding the ervi e anager, R
Communi ation anager, player servi es, Lamp servi es et has veri ed
that our vision is de nitely easi le



e are also or ing on a Re ommender ervi e nstead o returning a list
o all possi le servi es that are availa le to a Client, this servi e re ommends a
list o servi es that might e in the interest o the Client ased on the e isting
environment onte t For e ample, the system returns a o ee ma er ontrol
servi e during the morning to the user, and in the evening it returns a light
ontrol servi e to the user t may also noti e that the user generally ants to
listen to to the same list 0 songs and provide the list as soon as the user steps
into theroom e ouldli eto arrange the ervi e anagersinto a hierar hy so
that the ervi es ould onne t to the losest ervi e anager, and the lo ation
o a ervi e anager need not e oded into the ervi es This ill also allo
the ervi esto e shared a rossthe ervi e anagers, so a user ould enter one
room and use the printer in another room y using the printer ervi e on the
ervi e anager in the other room
Although, our pro e t is ar rom omplete, e elieve that no that the
rame or isin pla e, adding attra tive inter a es or the porta le devi es, re
ating ne servi es, and ena ling more intelligent ro eringo ervi es ill ollo
easily e elieve that e have rossed all the ma or hurdles, and ompleting
the remaining portion ill e pretty straight or ard

Traditionally, se urity or stand alone omputers and small net or s as han
dled y physi al se urity and logging into omputers and domains  ith open
net or sli ethe and pervasive environments, issues on erning se urity
and trust e ome ru ial There is no longer the physi al aspe t o se urity due
to the distri uted nature o the net or s and the on ept o user authenti ation
to a domain is not possi le magine a s enario here a user, ith a porta le
devi e, al ing through a uilding, s it hes on the lights in the orridor and
lo ers the temperature o the room that he she enters This is an e ample o
pervasive u i uitous environments that ill soon e areality nthese
environments users e pe t to a ess resour es and servi es anytime

and any here, leading to serious se urity ris s and pro lems itha ess ontrol
as these resour es anno e a essed y almost anyone ith a mo ile devi e
Adding se urity to su h open models is e tremely di ult ith pro lems at
many levels e an not assume an ar hite ture ith a entral authority and a
ess ontrol is re uired or oreign users The porta le hand held and em edded
devi es involved have severe limitations in their pro essing apa ilities, memory
apa ities, sot are support and and idth hara teristi s  oreover, there is
urrently a great deal o heterogeneity in the hard are and sot are environ
ments and this is li ely to ontinue or the oreseea le uture Finally, in su h
an open, heterogeneous, distri uted environment there is a great li elihood that
in onsistent interpretations ill e made o the se urity in ormation in di erent
domains

e en ountered several pro lems ith se urity or Centaurus Firstly, it is
not possi le to have a entral authority or a single uilding, or even a group



o rooms o e have to use a distri uted model, ith the
arranged in a hierar hy t is also not su ient to authenti ate users e ause
most users are oreign to the system, i e they are not no n o there is no
means o providing a ess ontrol Consider a inano e,
e uipped ith an player, a ma hine, several lights, a o ee ma er and a
printer  a user, John, al s,ho doesthe room de ide hi h servi es John has
the right to a ess Just authenti ating John s erti ate gives no in ormation on
a ess ontrol e ause John is an un no n user nlessitis no nin advan e

hi h users are going to a ess the room and their a ess rights are also no n,
simple authenti ation and a ess ontrol is not going or Assume John does
not or intheo e, utinoneo itspartner rms Ho  ill the system de ide

hether to allo him to use ertain servi es

e suggest enhan ing se urity y the addition o trust, hi h is similar to

the ay se urity is handled in human so ieties ome authori ed person in the
0 e an the use o the servi es in the room to John, or the period
during hi h he isin the o e Trust management an e vie ed as developing
0 se urity poli ies, the assignment o redentials to entities, veri ying i the
redentials ul 1l the poli y and the delegation o trust to third parties ,

e propose a light eight solution or trust management that is appli a le or
the , hi h e are tailoring or pervasive omputing environments

The distri uted trust approa h involves arti ulating poli ies or authenti ation,
a ess ontrol and delegation, assigning redentials to individuals, allo ing enti
ties to delegate or de er their rights to third parties and providing a ess ontrol
y he ingi the initiators redentials ul 1l the poli ies  an individual has
redentials allo ing it to a ess a ertain servi e, the individual is said to have

the to a ess the servi e  an individual de ers a right he she has to an
other individual, it is alled a , the ormer is alled delegator and the

latter delegatee
la e, ho oined the term , tries to solve the
trust pro lem y inding pu li eysto a ess ontrol ithout authenti ation
, His oliy a er, given a , ans ers ueries a out trust Though

po er ul, the poli y de nition is ompli ated and not easy to understand or
non programmers ho are pro a ly going to develop the poli y The imple

u li Key n rastru ture K  asthe rst proposed standard or distri uted
trust management This solution, though simple and elegant, only in luded
a rudimentary notion o delegation retty ood riva y or as de
veloped to ena le the sending o se ure email ithout a se ure ey e hange
or a entral authority n , a eyholder an individual asso iated ith a
pu li private ey pair learns a out the pu li eys o others through intro
du tions rom trusted riends  hether or not a user a epts the in ormation
a out ne  eys depends on the num er o introdu es and the degree to hi h
they are trusted uanti ed in to three levels ully trusted, partly trusted
and untrusted ome o the main pro lems ith are ith ey distri ution



and management The se Condition Centered Approa h uses erti ates
or use onditions that are reated y those responsi le or the resour es This
an only e used hen the resour e is simple enough to e des ri ed y use
onditions, ut in large systems there ould e many types o a essli e read,

rite, e e ute et elegation logi s is similar to our approa h, ho ever
it is not a le to apture ade uately the onstraints asso iated ith rights and
delegations

A is a set o rules or authori ation, a ess ontrol and trust in a
ertain domain All devi es users o the domain must en or e its poli y and an
impose a as ell A servie einga essed ya oreign user should

veri y that the user on orms to oth its poli ies ni ation o the in ormation
provided y the user and the poli y o the resour eis di ult e ause o the
domains ould e using di erent ontologies
n our system, e model permissions as the rights o a user or agent e
asso iate rights ith a tions, so possession o a right permits the orrespond
ing agent to per orm or re uest a ertain a tion e are urrently e ploring
the e tension o our model to also in lude o ligations and the reper ussions o
ailing to ul 1l them, as ell as other normative or deonti on epts su h as
entitlements, prohi itions, duty, responsi ility, et
Rights or privileges an e given to trusted agents ho are responsi le or
the a tions o the agents to hom they su se uently delegate the privileges o
the agents ill only delegate to agents that they trust This orms a delegation
hain  any agent along this hain ails to meet the re uirements asso iated
ith a delegated right, the hain is ro en and all agents ollo ing the ailure
are not permitted to per orm the a tion asso iated ith the right
e have implemented a istri uted Trust e hanism or a upply Chain
anagement C  system or the C L CO proet , An
C system onsists 0 groups o agents that are either vendors or lients These
agents need to a ess resour es in ea h others domains For e ample, a sot are
onsultant may need to a ess the data ase o its lient a h group o agents
that are part o the same ompany orm a poli y domain, and ollo the same
se urity poli y The poli y in ea h domain is en or ed y spe ial agents alled
Agents are identi ed y authenti ation erti ates
and all ommuni ation is via signed messages e urity agents are a le to reason
a out these signed messages and poli ies to provide authori ation
Agents an ma e re uests, either or ertain a tions or to as or permis
sion to per orm an a tion, and hile doing so they atta h all their redentials,
ie erti ate, authori ation erti ates et , to the re uest The
generate authori ation erti ates,that an e used as ti ets toa ess
a ertain resour e The authori ation erti ates are generated as the result o
are uest or permission, i the re uest is valid oli ies onsist o rules regard
ing authori ation, delegation and some asi no ledge a out the agents This
no ledge ould e the role that the agent 1ls in the organi ation e g system



administrator , and permissions asso iated ith the agents or the roles An agent
is allo ed to e e ute any a tion that it has the permission to e e ute, ori the
a ility has een delegated to it y an agent ith the right to delegate n our
system e vie delegation as a permission itsel Only an agent ith the right
to delegate a ertain a tion an a tually delegate that a tion, and the a ility to
delegate, itsel an e delegated

e have developed a representation o trust in ormation in rolog, that al
lo s e i ility in des ri ing re uests and delegations elegations an e on
strained y spe iying hether the delegatee has the permission to delegate and
to hom it an redelegate

Consider the previous e ample o John entering a John is an
employee o one o the o es partners He approa hes one o the managers,
usan, and as s or permission to use the servi es in the A ording

to the poli y, usan has the right to delegate those rights usan delegates to
John the right to use the lights, the o ee ma er and the printer ut not the
a ma hine usan sends a message to the o the
0 e, asso iating John s identity erti ate ith the rights  hen John enters
the room, the servi e manager o the room reads his identity erti ate ut
ant lo ate any a ess rights o0 it as s the servi e manager a ove it in the
hierar hy, this ontinues till the re uest rea hes the root This servi e manager
has the delegation made y wusan The servi e manager sends a list o rights
a do n the hain On re eiving the list o rights, the martRoom s servi e
manager reates a and returns it to John o , hile the
delegation erti ate is valid, John an a ess the servi es On e the erti ate
e pires, the servi e manager he s ith the root i the delegation is still valid
and reates another erti ate y having very short periods or the erti ate,
the system handles o rights easily  hile re uesting or a servi e, the
lient on John s hand held devi e ill send his erti ate and the delegation
erti ate to the servi e manager  the delegation erti ate is still valid, the
servi e manager ill allo John to a ess the printer, o ee ma er and lights
This s enario demonstrates the importan e o trust over se urity

e are or ingon integrating trust into the se urity in rastru ture or

e elieve that trust ill add a ne dimension to pervasive omputing,

allo ing more e i ility and ontrol over a ess ontrol
At the same time, e are improving on our trust ar hite ture The system
is eing e tended to in lude entitlements, prohi itions and o ligations and the
a ility to delegate them e are not surei these delegations an e interpreted
orre tly n many onte ts, an agent may ant to delegate some o ligation to
another agent ho is illing and a le to assume it  the o ligation is not ul
lled, then hope ully the ormer agents reputation 1ill not su er as mu h as the
agent hi h too on the o ligation ntitlements are stronger than permissions
and prohi itions are negative permissions, otho hi h an e delegated in the

same ay as permissions



Our approa h is to treat delegation as a spee h a t and to asso iate ith
it appropriate onversational proto ols along the lines o those used in agent
ommuni ation languages n some ases it may e ne essary to allo or
even re uire the delagatee to a ept or re e t the delegated o e t Although
e typi ally vie privileges as e tending our apa ilities and thus eing purely
ene ial it isnot al aysthe ase e allo privileges to entail orresponding
o ligations hen the privilege is e er ised, an agent may not ant toa ept the
delegation o the privilege imilarly, an agent may ant to re e t the delegation
o an o ligation or a prohi ition, i it is allo ed to
Another important issue ith distri uted net or sis that o priva y sers
do not ant their names and a tions to e logged, so e are trying to do a ay
ith ith erti ates and repla e them ith L signatures rom a
and does not in lude the identity o the earer, ut only a role
or designation
Our past or ondistri uted trust represented a tions, privileges, delegations
and se urity poli y as horn lauses en oded in rolog n order to develop a
approa h that is etter suited to sharing in ormation in an open environment,
earere astingthis or in A L ,the AR A Agents ar up Language
A Lis uilt on L and R F and provides a des ription logi language or
de ning and using ontologiesonthe e  sing A L, earede ningthe asi
ontologies or a tions, agents, roles, privileges, o ligations, se urity poli ies and
other ey lasses and properties n applying our rame or , one must e tend
the initial ontology http damlum edu dt daml y de ning domain spe i
lass o a tions, roles, privileges, et and reating appropriate individuals

A ording to the urrent paradigm o pervasive omputing, soon e ill ea le
to a ess in ormation and servi es virtually any here and at any time via any
devi e, hether it is our phones, As, laptops or even at hes e are at the
threshold o mart pa es here the environment is intelligent enough to pi
up su tle user inputs li e user movement, pro imity or temperature and supply
any re uired servi e and or in ormation to the user through a mo ile devi e or
y using voi e sound lights or other media or ommuni ation n environments
li e this, se urity is very important ut ust se urity itsel is insu ient, and
is re uired Trust management is the development o se u
rity poli ies and redentials, the he ing o presented redentials against the
poli y and the delegation o permissions To help ma e the vision o u i uitous
omputing a reality, should e in luded in the se urity in rastru ture

n this se tion e des ri e the Agents o system that addresses some pro
lems related to lo ation dependen e that arise in an ommer e environment
Agents o0 is a distri uted system that provides mo ile users ith the a ility



to o tain lo ation dependent servi es and in ormation Our system also auto
mati ally o tains a user s urrent geographi al lo ation in C Cellular ig
ital a et ata ased systems ithout relying on e ternal aids su h as

lo al ositioning ystem

One o the most riti al re uirements or  Commer e is the a ility to dis
over servi es in a given onte t Conte t a are omputing , is a hal
lenging goal and involves understanding a persons lo ation, o us o attention,
mood, immediate o e tives and even ultimate underlying goals Our o e tive
in Agents o is relatively modest learning the user s lo ation using a simple

C har are environment so that, or e ample, a user arriving at a lo a
tion that he she has never visited e ore should e a leto nd alo al a
servi e Current mo ile devi es have ell no n inherent limitations li e

limited po er supply, smaller user inter a e, limited omputing po er, limited
and idth and storage spa e These limitations ne essitate the development o
systems that provide mo ile users ith high uality, pre ise and onte t rele
vant in ormation t is important that these systems e highly s ala le sin e the
demand or servi e sear hes ill in rease in the uture
A lo ation dependent sear h utili es a user s urrent geographi allo ation to
re netheir sear h and providea esstolo ally availa leservi es Oneo the hal
lenges o lo ation ased sear hesis determining the user s urrent lo ation sers
are o ten un ertain, or even ompletely una are, o their urrent geographi al
lo ation ma inglo ation ased sear hingmoredi ult An automated dete tion
o the user s urrent lo ation ould e very help ul in eliminating this pro lem
Lo ation dependent systems are naturally des ri ed and implemented as dis
tri uted systems This also improves their ault toleran e and s ala ility For in
stan e servi e in ormation an e grouped y lo ation and managed 1y a server
responsi le or the spe i ed geographi al region n su h a de entrali ed s heme
user re uests are pro essed at the lo al server and do not urden the rest o the
system This ma es the system more e ient, responsive and s ala le

There are a num er o plat orms that provide multi agent in rastru tures to al
lo inter agent ommuni ation and olla oration These plat orms an e used
to reate olla orative intelligent agent environments that ould provide lo ation

ased in ormation servi es One su h in rastru ture is the Light eight tensi

le Agent latorm L A L A provides a light eight plat orm that is
e e uta leonsmall devi essu has  Asand phones tisF A , ompliant
and also supports A and TC The ello tone roet rom Reti

ular ystems, n also deals ith lo ation dependent servi es ssentially, there
are ommunities o sot are agents alled agen ies, hi h provide in ormation
servi es and e ommer e support or a parti ular geographi al area Ho ever, a
parti ipating user has to spe iy his her urrent geographi al lo ation Very re
ently resear hers at AT T Resear h La shave des ri ed apro e t ith similar
goals , hih also lo ates the user in a C environment using ell
to er s



ents ois si e rototy e i tion e orin i es se o
o tion Te servi es

Our Agents o system has several distinguishing eatures that provide ad
vantages over the e isting lo ation dependent servi e sear h systems First, it is
a plat orm to deploy any lo ation dependent servi e, not ust to provide lo ation
dependent in ormation e ond, our system automati ally dis overs a user slo a
tion and uses this in ormation to re ne its sear hes to provide the most relevant
in ormation to the user Also the Agents o system allo s servi e providers to
a tively parti ipate in the system through dynami in ormation updates This
improves the uality o in ormation or servi es presented to the user and ensures
that the servi e providers are a le to send their latest promotions updates to
their users

The Agents o ystem, illustrated in Figure ,is omposed o several ompo
nents the almApp, the Agents o erver, the Lo ator, the Agents o nor
mation Repository, the restaurant ro ers and parti ipating Restaurant Agents
The almApp is the end user inter a e to the Agents o ys
tem This omponent runs on the user s A e uipped ithaC modem
ssentially, it is a generi  orm visuali er that is independent o the system
un tionality To redu e omple ity, in house mar up tags are used to spe iy
the layout and omponents o the orm n our system, the almApp aptures
a user re uest, onverts it to an appropriate ormat, and then or ards that
re uest to the Agents o erver The almApp also handles the responses rom
The Agents o erver and presents them to the user
All the messages that are
e hanged et een the Agents o erver and the almApp are sent using
the Centaurus Communi ation roto ol des ri ed in se tion t o Our wurrent
Agents o ystem uses C Level odule, hi hisane tensiono the



Level module C provides an in rastru ture that allo s the transmission
o data over idle apa ity o already e isting ellular voi e net or s Cellular
net or s onsist o ellto ers ithauni ue andaspei geographi al ell
over hi h it provides servi es Our system employs theseto er s toidentiy a
user lo ation e have developed ali rary that allo susto ontrol and intera t
ith ovatel ireless modems through C instrel tatus and Con gura
tion roto ol The AsC module employs this li rarytoo tain periodi
status reports hi h ontain in ormation li e ell to er signal strength hi h
an e used to minimi e pa et loss , the to er

All the messages that are e hanged et een the almApp and
the Agents o erver are en apsulated in a generi message ormat hi h spe

i esa ender ,a essage Type and essage Content essages sent rom a
Atoa erverusethat As asthe ender and messagessent rom a
erver to a A use the ervers as the ender The essage Type eld

an ontain one o three message types response orm message , ormre uest
message ,or orm data message The essage Content eld ontains the mes
sage itsel The almApp uses a generi  ormre uest message tore uest orms
rom the Agents o erver that are displayed to the user This message spe i es
the orm name that the almApp is re uesting and the ell to er, ith hih
it is urrently ommuni ating This to er  is o tained rom the tatus ata
tru ture

hen it is started, almApp re uests an initial uery orm rom the
Agents o erver through hi h the user an issue re uests Re uests are on
verted into orm data message and sent tothe Agents o erver The response
is a orm that the almApp displays to the user that may ontain a home ut
ton that auses the almApp to generate the initial uery orm message to
allo the user toenter ane wuery nli ea ormre uest message ora orm
data message ,the response orm message is initiated at the Agents o erver
and destined or the almApp This message ontains a orm that the almApp
is re uired to display to the user This message may ontain a response to the
user s uery, an error message, et

The Agents o erver is the omponent that handles
messages to and rom a almApp ser wueries are or arded to the Lo ator,
and the orresponding responses are or arded a to the almApp pon
re eiving a orm re uest message , the Agents o erver reads the re uested
orm rom a le  the desired orm annot e lo ated, a suita le error orm
issent a to the almApp On e the desired orm is lo ated, the Agents o

erver uses a loo up ta le to map the spe i ed ell to er o tained rom
the re uest message to its neigh orhood name This neigh orhood name is
inserted into the lo ation eld o the orm that needs to e displayed to the
user This neigh orhood name, hi h an e hanged y the user, is inserted into
lo ation eld o the orm displayed to the user Thus a user, regardless o his her
urrent lo ation, an nd in ormation a out any parti ipating region This is
en apsulatedin a response orm message andsent a tothe almApp hen
the erver re eivesa orm data message rom a almApp,it or ardsit to the



Lo ator Other alternative designs ould e used, a orm data message ould
e or arded to the orresponding ro er On e the Agents o erver re eives

a response rom either the Lo ator or a ro er, it generates the orresponding
response orm message and sends it to a the almApp

The Lo ator is the omponent that re eives re uests rom the
Agents o erver, determines hi h ro er is responsi le or the area rom
hi h the re uest originated and then or ardsthe re uest to that ro er The
Lo ator maintains a dynami ta le that maps geographi al areasto ro ers The
Lo ator listens on a ell de ned port or registration messages rom ro ers that
spe iyaporton hi hthe ro er illa eptre uests or arded y the Lo ator,
and the geographi al area or hi h it is responsi le pon re eiving a re uest
orm the Agents o erver, the Lo ator loo s inside the re uest string and
e tra ts the point o origin in ormation This in ormation is used to determine
the designated ro er The Lo ator then or ards the re uest to that ro er
the Lo ator is una le to lo ate a suita le ro er or the given re uest, the
Lo ator sends a ro er not ound message a to the Agents o erver A
relia le ommuni ation hannel is maintained et een the Agents o erver
and the Lo ator or all message trans ers

The ro er maintains in ormation a out restaurants in its desig
nated geographi al region, pro esses re uests rom users and generates suita le
responses These re uests are or arded to the ro er rom the Lo ator and
the generated responses are sent to the erver or or arding to the re uesting

almApp Agents o partitions parti ipating restaurants into sets ased on the
geographi al region in hi h these restaurants are lo ated a h overage region
is assigned a uni ue name and is servi ed y a designated ro er hi h is re
sponsi le or generation o replies or re uests pertaining to its overage region
Our urrent implementation allo s grouping o several geographi al regions or
partitioning a single geographi al region to onstru t a overage region

very ro er in the Agents o ystem is also asso iated ith a spe i
Agents o normation Repository a set o data ases that ontain in orma
tion a out parti ipating restaurants in a ro er s overage region Restaurant
in ormation li e name, address, uisine et o all parti ipating restaurants in
that overage region is distri uted among these data ases This in ormation an

e lassi ed as stati , sin e it rarely hanges The ro er is also responsi le or
re uently hanging restaurant in ormation li e aiting times and promotions
This ind o in ormation an e lassi ed as dynami This dynami in orma
tion is maintained ithin the ro er itsel This separation o dynami and
stati in ormation redu es the num er o messages that is e hanged et een
the Agents o ystem omponents

tis ommon or ireless ells to overlap a userisin a ell overlap region,
then that users A onne tion an hop rom one overlapping ell to another
o,the ellto er that theusers A pi sup an hange uite re uently
the ell overlap is ontained ithin a single overage region, then ell hopping
is not an issue e ause any ell that is pi ed up in that ell overlap ill
map to the same overage region name and is managed y the same ro er



Ho ever,i the ell overlap is on the order o t o or more overage regions, the

users A maypi up sthat elongto ell to ersthat servi e neigh oring
overage regions This ould reate as enario here a user s re uest uery ould
e routed to a neigh oring ro er that has a solutely no in ormation a out the
urrent lo ation o that user

The Agents o ystem solves this issue y imposing a poli y that prohi its
overage regions rom overlapping unless there are some ell overlaps alling on
their orders e alsore uire aspe ial on guration or the n ormation Repos
itories that are asso iated ith these overlapping overage regions Restaurants
in overlapping regions are partitioned into t o dis oint sets shared and native
type A shared set ontains restaurants that are lo ated in the areas o ell over
lap that all on the orders o overage regions and a native set ontains the
remaining restaurants that are in the ro ers overageregion ut not in the ell
overlap uring his intera tion ith Agents o0 a user might move to a di erent
overage region, hile the re uest is eing pro essed n this s enario, the reply
to the re uest ontains the in ormation relevant to the region rom here the
re uest originated This in ormation ould still e o relevan e to the user sin e
he she is not ar orm the initial overage region

On initiali ation, a ro er esta lishes onne tion ith its Agents o nor
mation Repository The ro er ueriesits repositorytoo tain so restaurants
or hihit ill ro erinormation the ro erisuna leto esta lish re uired
onne tion s  ith its repository, the initiali ation ails and the ro er e its
gra eully ponsu essul onne tion esta lishment,the ro er uildsa ait
ing time ta le The aiting time ta le is a data stru ture that the ro er
uses to maintain the dynami ally hanging restaurant in ormation The restau
rant s and the lo ation identi ers or the restaurants are used as eys o the
ta le The values o the ta le are the aiting time in ormation, promotion in or
mation and time stamps o updates On e the ta leis uilt the ro er registers
itsel  ith the Lo ator omponent The registration ontains geographi al re
gions that this ro er administers and the port on hi h the ro er ill listen
or or arded re uests rom the Lo ator  the registration ith the Lo ator
ails, the ro er e its gra e ully

On e initiali ed, the ro er starts to listen or updates sent y the lo al
Restaurant Agents and re uests or arded y the Lo ator hen a ro erre
eives a ait time update and some promotion in ormation rom a Restaurant
Agent, it timestamps it and then a hes this in ormation into the  aiting time
ta le  hen the ro er re eives a re uest rom the Lo ator, it rst he s or
the validity o the re uest  the re uest string does not mat h the e pe ted
ormat, urther pro essing o that re uest is terminated and an error message
is sent a to the user For valid re uests, orresponding data ase ueries are
dynami ally generated Re uest parameters are dynami ally in orporated into
a data ase uery
the re uest ontains a aiting time limit, then the ro er sear hes its

aiting time ta le or the restaurants that have their aiting time elo the
re uested time limit This sear h returns s o the restaurants that have suit



a le aiting time Returned s are also in orporated into the data ase sear h
uery On e the ueryis onstru ted, it is e e uted on the ro er s Agents o
n ormation Repository = no re ords are ound, thena ore ord ound mes

sage is returned to the user mat hing re ords are ound, a timestamp or

ea h result re ord is evaluated This timestamp an elong to one o three age
groups resh age group, aged age group, or trashed age group A re ord
ill e treated di erently depending on its age group, and on hether the user
is interested in dynami in ormation
To identi y the age group o a timestamp, the di eren e et een the value o
that timestamp and urrent system time is al ulated This di eren e is the age

o the timestamp The timestamp age is ompared against t o threshold values

The rst, lo er, threshold denotes the limit et een the resh age group and

the aged age group The se ond, higher, threshold denotes the limit et een

the aged age group and the trashed age group Hen e, i a timestamp is
resh , the re ord that has een sele ted is sent to the user, and the dynami

in ormation is displayed in its regular ormat Ise, i a timestamp is aged ,

the re ord is sent to the user along ith a arning that the re ord is not up to

date And nally, i a timestamp is trashed , the user re uest is analy ed to
determine i the user is interested in dynami in ormation  the user s re uest
spe i es a aiting time limit, the re ord is dropped rom the result set On the
other hand, i there is no time limit spe i ed, the re ord is sent to the user, ut
the dynami , outdated portion o that re ordis repla ed ith an n ormation is
unavaila le message This lassi ation o the re ord s timestamps gives users
some e i ility sers themselves an determine i the dynami in ormation is
use ul
On e the response to the uery is ormed, it is onverted into an appropriate
ormat and sent to the Agents o server o there are t o types o Restaurant
n ormation messages that ould e sent to the Agents o erver
The Restaurant Agent resides and runs at the
lo ation o the parti ipating restaurant and allo s the restaurant manager to
update dynami in ormation su h as aiting times, promotion in ormation, et
pdates rom the restaurant are sent to the ro er that is responsi le or the
geographi al area in hi h the restaurant resides  the restaurant is lo ated
in a ell overlap region, hi h is managed y several ro ers, then the update
message is sent to every ro er that manages the overlap region The update
message ontains the restaurant id, and other relevant in ormation li e the value

o the ait time or ta le ort o, the ait time or ta le or our, the ait time
orta le orsi ,et a hupdate message also ontains a timestamp spe i ying

the reation time The ro er, upon re eiving an update message, e tra ts the

relevant values rom the message and inserts these values into the appropriate
ro o its aiting time ta le

e have implemented a or ing prototype o the Agents o ystem ¢t is a
lo ation a are, distri uted system that allo s mo ile users to re uest and re



eive various servi es in ormation that is o most relevan e to their urrent geo
graphi allo ation Thus, the mo ile users illnot e urdened ith e traneous
in ormation or servi es in remote lo ations Also, the Agents o ystem allo s
servi e providers to supply dynami servi e updates This dramati ally improves
the value o the servi e or the providers and gives users more re ned servi e
in ormation Our implementation urrently deals ith restaurants, ut it ould
e easily updated to or ith other lo ation spe i servi es All o the a ove
mentioned eatures ma e our system ell suited or various Commer e envi
ronments

The o the near uture ill involve the in
tera tions, oordination and ooperation o numerous, asually a essi le, and
o ten invisi le omputing devi es These devi es, hether arried on our person
or em edded in our homes, usinesses and lassrooms, ill onne t via ireless
and ired lin s to one another and to the glo al net or ing in rastru ture The
result ill e anet or ing milieu ith ane level o dynamism and openness
The lo ali ed and dynami nature o their intera tions raises many ne issues
that dra on and hallenge the dis iplines o agents, distri uted systems, and se
urity This paper des ri esre ent or y the C i uity resear h group

hi h addresses some o these issues ranging rom the need to develop a ommon
ommuni ation in rastru ture, to re uirements or se urity and a ess ontrol to
te hni ues or lo ation re ognition
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